IN THE INVESTIGATORY POWERS TRIBUNAL

BETWEEN:

PRIVACY INTERNATIONAL
Claimant

=and-

{1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) GOVERNMENT COMMUNICATION HEADQUARTERS
Defendants

[draft] RE-AMENDED STATEMENT OF GROUNDS

INTRODUCTION

1. Privacy International is a leading UK charity working on the right to privacy at an
international level. It focuses, in particular, on challenging unlawful acts of
surveillance.

2. The Secretary of State for the Foreign and Commonwealth Office is the minister
responsible for oversight of the Government Communication Headquarters

(“GCHQ"), the UK's signals intelligence agency.

3. These proceedings concern the infection by GCHQ of individuals’ computers and
mobile devices on a widespread scale to gain access either to the functions of those
devices - for instance activating a camera or microphone without the user's consent -
or to obtain stored data. Recently-disclosed documents suggest GCHQ has
developed technology to infect individual devices, and in conjunction with the
United States National Security Agency (“NSA”), has the capability to deploy that
technology to potentially millions of computers by using malicious software
(“malware”). GCHQ has also developed malware, known as “WARRIOR FRIDE",
specifically for infecting mobile phones.

4. The use of such techniques is potentially far more intrusive than any other current
surveillance technique, including the interception of communications. At a basic
level, the profile information supplied by a user in registering a device for various
purposes may include details of his Jocation, age, gender, marital status, income,
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ethnicity, sexual orientation, education, and family. More fundamentally, access to
stored content (such as documents, photos, videos, web history, or address books),
not to mention the logging of keystrokes or the covert and unauthorised
photography or recording of the user and those around him, will produce further
such information, as will the ability to track the precise location of a user of a mobile
device. If the interception of communications is the modermn equivalent of wire-
tapping, then the activity at issue in this complaint is the modern equivalent of
entering someone’s house, searching through his filing cabinets, diaries and
correspondence, and planting devices to permit constant surveillance in future, and,
if mobile devices are involved, obtaining historical information including every
location he visited in the past year. The only differences are the ease and speed with
which it can be done, the ease of concealing that it has been or is being done, and the
fact that, if a mobile device has been infected, the ongoing surveillance will capture
the affected individuals wherever they are.

Moreover, the result of the installation of the malware may be to leave the devices
mare vulnerable to attack by third parties (such as credit card fraudsters), thereby
risking the user's personal data more broadly. It is the modern equivalent of
breaking in to a residence, and leaving the locks broken or damaged afterwards.

urther, technigu are_not ive in

ol r delels data or pro on a compuler and to ins it ko

act o nd differen commands.

That conduct therefore engages Articles 8 and 10 of the European Convention on
Human Rights (“ECHR”), which require (i) that the interference be “in accordance
with the law” or “prescribed by law”, or in other words that there be a clear and
ascertainable legal regime in place which contains sufficient safeguards against abuse
of power and arbitrary use, and (ii) that the interference be necessary in a democratic
society and a proportionate means of achieving a legitimate aim,

GCHQ has not identified any legal basis for the alleged conduct, which if performed
by a private individual would involve the commission of criminal offences. It is
assumed at this stage that the justification under domestic law is a warrant issued
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under 55 Intelligence Services Act 1994 ("ISA 1994"), which permits “emiry on or
interference with property or with wireless telegraphy” in certain circumstances.

8. Even if there is such a justification, it is nevertheless clear that (i) the interference
with Convention rights is not “in accordance with the law” or "prescribed by law”, since
there is no public legal regime in place that is capable of meeting the requirements of
Articles 8 and 10, and (ii) it is not proportionate, both because of the extremely
serious nature of the intrusion, and because the relevant activity (at least the
infection of the devices, if not the use of the malware once installed) appears to be

indiscriminate in nature,

9. These grounds accompany the forms T1 and T2 filed by Privacy International. They
set out, fn summary terms, the grounds relied upon. Privacy International will make
detailed submissions and serve evidence in due course, once the Defendants have
clarified the nature of their activities and their justification for them.

10. Privacy International also seeks a public hearing of its complaint. The fact that
documents evidencing the Defendants’ activities have been released into and
extensively reported on and analysed in the public domain means that there is no
longer any good reason to uphold the Defendants’ ordinary pelicy of ‘neither
confirm nor deny’ in this case: see R (Bamcoult) v S5FCA [2013] EWHC 1502 (Admin)

at [28].
THE DEFENDANTS  CONDUCT

11. From June 2013 onwards, a number of public disclosures have been made (beginning
with publication in The Guardian and The Washingtont Post of documents leaked by a
former NSA contractor, Edward Snowden) about programmes of surveillance
operated by the NSA with the close involvement of other authorities, including the
UK authorities and specifically GCHQ.

12. Most of the revelations concemn the scope of the NSA and GCHQ's monitoring of
communications, including the “Prism” programme (the monitoring of information
stored by telecommunications companies or internet service providers) and
“wpstream collection” (the direct interception of communications during transmission).
Those activities are the subject of existing complaints before the IPT.
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13. This complaint relates to more recent revelations regarding GCHOQ's infection and
intrusion intoe individaal devices,

14. For instance, on 12 March 2014, The Intercept - an online publication established in
February 2014 with the aim, among others, of reporting on and analysing documents
released by Edward Snowden - published an article entitled “Homw the NSA Plans to
Infect ‘Millions' of Computers with Malware,™ Published along with that article were
numerous documents and excerpts of documents indicating that the NSA "
dramatically expanding its ability to covertly hack imto compulers on a mass scale by wsing
ouitomated systems that reduce the level of lnoman cversight in the process. The classified files
- provided previously by N5A whistleblower Edward Snowden - contain new details about
groundbreaking swrveillance technology the agemcy has developed fo mfect polenhally
millions of computers worldiide with malware ‘implants.” * GCHQ has collaborated with
the NSA in these activities.

15. By way of summary of what is now publicly known:

a. GCHQ has worked closely with the NSA to intrude on individual computers
and mobile devices. This is evidenced in The Infercept article, which both
describes GCHQ's intrusion efforts, and includes a number of excerpts of
documents marked with security designations showing they were shared
with all the members of the Five Eyes alliance, including the NSA and
GCHQ. The NSA and GCHQ's cdose working relationship is now well
documented, including that many of their agents are issued access cards that
allow them to enter the facilities of either agency.

b. One of the documents published by The Infercept describes the techndque of
implanting malware onto a user's computer as “Active SIGINT", and says:
"Active SIGINT offers a more aggressive approach to SIGINT. We retrieve data
through intervenlion in our largels’ computers or network devices. Extract data from
nerchine.”?

! hitps: / f firstlook orgf theinterce pt fartiche / 2004/ 03,/ 12/ nsa-plans-Infect-millions-computers-
malwiane,

* hitps: / / prod01-cdnd2.cdn firstlook.org/ wp-uploads / sites /1 / 2014/ 03/ intelligent-command-and-
control jpg
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c. That technique involves covert installation of software onto the user's

computer through one of a number of means, such as tricking the user into
clicking a malicious link, or (more recently) injecting malicious code into the
network transmission that individuals receive when browsing websites like
Facebook or LinkedIn so as to transfer the malware as part of the computer’s

ordinary downloading of data.

follows: “An tmplant plug-in nanted CAPTIVATEDAUDIENCE, for example, is
ueed to take over a targeted computer’s microphone and record conversations taking
place near the device. Another, GUMFISH, can covertly fake over a compuler’s
webcam and snap photographs. FOGGYBOTTOM records logs of Internet browsing
Iistories and collects login details and passwords used lo access websites and email
accounte, GROK is used to log keystrokes. And SALVAGERABBIT exfiltrates data
from removable flash drives that conmect to an infected computer.”

. In addition to the concept of implanting malware itself, the documents

released by The Intercept describe an automated system named TURBINE
which, in the words of the above undated document, “will allow the curreni
implant network to seale to large size (pullions of implants) by creating a system that
does automated comtrol implants by growps instead of indnndually.”* Another
undated document reads: “TURBINE [...] wll increase the current capability to
deploy and manage Fundreds of Computer Network Explotation (CNE) and
Compuiter Network Attack (CAN) tmplants to potentially millions of implants.” Yet
another, shared with the Five Eyes surveillance alliance, referred to TURBINE
as permitting “ Industrial-scale exploitation.”

mgﬂu{nudufmmnhnhdprmmumpmplmdby&uﬂﬁﬁ'i
“Turbulence” team in August 2009 describe the “Expert System” which is

} ht'rps:,.ffﬂnﬂmk.u;fthzhmnptfuﬂtk}!ﬂﬂfﬂﬂfﬂfmphmﬂﬁl-mm!mmpum

mahware,/

*hﬂpﬂ:{fpmqucdm?_m.ﬂmﬂmkmy' wp-uploads, sites/1/ 2014 /03/ intelligent-command-and-

cordroljpg

5 https:/ / prod0l-cdn03.cdn firsthook.org/ wp-uploads /sites /1 /2014 /03/ turbine-large.jpg
b m:fﬁ&dmk.mﬂﬂmﬂpﬁdmmﬁiﬂiﬂﬂﬂfujﬁdmmﬂplmm

608



designed to manage the implants and “deqde” how best to extract data. The
classification on those slides ("TOP SECRET/COMINTHREL TO LSA, AUS,
CAN, GBR, NZL420291123") indicates that they were shared with the UK
authorities among others, and the diagram of the Expert System shows that a
station at “MHS" in the UK, ie. RAF Menwith Hill station, is part of the
network.”

g. Further documents show that RAF Menwith Hill and GCHQ have been
integral to the development and use of implanting techniques.

i. A document shared with the Five Eyes alliance refers to MHS as
having tested the use of a technique (called * Quanbum™) in relation to
Yahoo and Hotmail, websites which host online email accounts on
behalf of private users*

ii. Another such document refers to the availability of that technique at
sites including “Memwith Hill Station™ and “INCENSOR (D5-300) -
with help from GCHQ™ *

ili. Der Spiegel, reporting on 29 December 2013 on an internal NSA
document disclosed to it, wrote: “A comprehensroe tnternal presentation
tithed "QUANTUM CAPABILITIES', which SFIEGEL has wiewed, lists
virtually every popular Inlernet service provider as a largel, including
Facebook, Yahoo, Tuntter and Youtube. ‘'NSA QUANTUM has the greatest

16. In addition to the abowve, there is clear evidence that GCHOQ has developed extensive
means of manipulating mobile devices in particular:

T hitps: / / firstiook org/ theintercept / document,/ 2014,/03,/12 f urbine-tarmoil /

¥ hitps: / / firstlook org/ theintercept,/ document/ 2014 /03, 12/ menwith-hill-station-leverages-
xkeyscore-quantum-yahoo-hotmail /

* hitps: / / firstiook org/ theintercept, document / 20014,/03/ 12/ nsa-gehgs-quantumiheory-hacking-
tactics
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a. Documents published by The Guardian on 28 January 2014, in particular a set
of slides from a GCHQ presentation delivered on 28 May 2010, revealed that
GCHQ had by May 2010 developed a suite of software known as “WARRIOR
PRIDE" for iPhones and Android devices.

b. The slides referred to the following functionality available in relation to those
devices, with their codenames:

"* Power Management - DREAMY SMURF
* Hot mic - NOSEY SMURF

* High precision GEQ - TRACKER SMURF
* Kernel stealth - PORUS

* Self protection - PARANOID SMURF

* File retricval - any comtent from phone, e.g. SMS, MMS, e-mails, web
Mastory, call records, videos, photos, address book, nofes, calendar, (if its on

the phone, we can get it)”

c. In other words, as early as May 2010 those tools allowed at least for (i) the
activation of a microphone and the taking of recordings without the user’s
consent (“Hot mic”), (ii) precise identification of the geographical
whereabouts of the user ("High precision GEQ"), (iii) avoidance of detection
that the security of the device has been compromised (“Kernel stealth” and
“Self-protection”), and (iv) the retrieval of any content on the phone.

17. It is not known (not least because there is no clear or accessible legal regime
governing it) how many devices are infected, whether there is any time limit on the
infection, who has the power to activate or use the malware, who has access to the
information it generates, and so on. That is itself a significant cause for concern. But
in any event there are two other concerns as a matter of principle:

a. First, however widely they are used, the tools allow GCHOQ access to a large
amount of highly private data. The information stored on a computer or

mobile device is potentially far more comprehensive than the information
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that an individual communicates over a network in a manner capable of
interception, or information that could be obtained from a search of his home
or office. Indeed, computers and mobile devices have replaced and
consolidated our filing cabinets, photo albums, video archives, personal
diartes and journals, address books, correspondence files, fixed-line
telephones. Increasingly, they are also replacing our formal identification
documents, our bank and credit cards. These devices may contain not only
details about the user's personal circumstances (for instance his age, gender,
or sexual orientation), but also financial information, unencrypted passwords,
privileged legal information and so on. Unlike in the case of an interception
of communications, even information that the user deems too personal,
private or sensitive to communicate is vulnerable to collection or monitoring
when intrusion tools are utilised. And, as noted, intrusive malware not only
gives access to historical, current and future data stored on these devices, but
also grants the person who planted the malware total control over the device.
This means that any functionality on the device, including its camera,
microphone, or word processing and storage software, may be utilized and
manipulated. Additionally, access to an electronic device enables the-whoever
controls the malware to obtain data that is situated not on the device itself,
but in an external network server known as “the cloud”. For example, while
only a limited number of emails might be stored directly on an individuals’
smart phone, control of that smart phone enables access to all emails stored in
the cloud.

. Second, the means by which collection or monitoring is made possible may
itselfl leave users vulnerable to further damage, in three ways. First, the
malware that is installed on a device could be used by third parties; for
example, the keyloggers described above might be used to capture a person’s
credit card number. Second, the changes necessary to install the malware
without alerting the user or his security software may result in security
vulnerabilities that could be exploited by third parties in other ways. Third, to
the extent that any exploits are built into network infrastructure in order to
enable the installation of the malware, those exploits might themselves be
used by third parties to similar ends,
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18. Further, there have been clear indications that GCHOQ itself has reservations aboul
the legality of such operations.

a.

An undated NSA document referring to a trilateral programme between
“NSA, GCHQ, and FRA" (the Swedish signals intelligence agency) for the
deployment of the Quantum technique says: “Continued GCHQ imvolvement
may be in jeopardy due to British legalfpolicy restrictions”.3® There is no further
explanation of the concemns.

A document prepared by a representative of GCHQ for an international
telecommunications conference in September 2010 reads, in relation to the
implanting of software to decrypt communications encrypted with a
particular standard (“MIKEY-IBAKE"): “An additional concern in the UK is that
performing an active attack, such as the Man-in-the-Middle attack proposed i the
Lawsful Interception solution for MIKEY-IBAKE may be illegal. The LIK Computer
Misuse Act 1990 provides legislative protection against unauthorised access lo and
modification of computer material. The act makes specfic provisions for law
entforcement agencies to access computer material wunder powers of inspection, search
or seizure, However, the act makes mo such provision for modification of computer
material. A Man-in-the-Middle attack causes modification to computer data and wnll
impact the reliability of the data. As a result, it is likely that LEMFs and PLMNs
would be wnmable to perform LI om MIKEY-IBAKE within the current legal
constraints,”

Fili oo Py Mok

19. In order to pursue this complaint, Privacy International need not show that it-is has
actually been the subject of the alleged interference.

In the context of monitoring of communications, the European Court of
Human Rights has held that “the mere existence of legislation which allows a
system for the secret monitoring of commumications enfails a threat of surveillance
for all those to whom the legislation may be applied. This threat necessanly strikes at
freedom of communication between users of the telecommunications services and

* hitps: / / www.documentcloud org/ documents, B94386-legal-issues-uk-regarding-sweden-and-

gquantum.html
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thereby amounis in itself o an interference with the exercise of the applicants’ righis
under art.8, irrespechive of any measures actually taken agamst them”: Liberiy o
Umited Kingdom (2009) 48 EHRR 1 at [56].

b. For the reasons given above, the interference in the present case - the active
collection of data through manipulation of the user's property - is more
serious than the monitoring of communications. Accordingly, the same
principle applies in this case.

¢. Likewise, if "the mere existence of leguslahion™ permitting interference is a
sufficient interference with a fundamental freedom to justify a legal
challenge, then the fact that there is evidence of an interference withoul any
meaningful legislative control is an even clearer case where a complainant
need not show actual interference with his own affairs. In those
circumstances, where there is no statutory scheme, Code of Practice or
published policy indicating who can be targeted and in what circumstances,
it is even more difficult for an individual to know whether they have been
subject to the relevant activity.

d. The same principle was applied to Article 10 by the Court in Weber v Germany
{2008) 46 EHRR SES at [145), where the applicant’s status as a journalist

meant that surveillance of communications affected her right to freedom of
expression: she "communicated with persons she wished to inlerview on subjecls
such as drugs and arms traffidkng or preparations for war, which were alsa the
subject of strategic mowitoring. Consequently, there was a danger that her
lelecommunications for journahistic purposes mught be momfored and that her
journalistic sources might be either disclosed or deterved from calling or providing
imformation by lelephone.” Again, the test is only whether the complainant is
within the category of persons who may be affected by the interference.

20. Privacy International is clearly within the category of persons who may be affected
by the interference.

a. Itand its staff routinely use a variety of computers and mobile devices in the
course of their work, including smartphones such as those identified in
GCHQ's May 2010 presentation described above. Given the apparently
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indiscriminate nature of the activity in question, that is sufficient on its own
to place them in the necessary category.

b. Even if the activity is not wholly indiscriminate, it is clearly wide-ranging.
Privacy International, as an organisation campaigning against excessive state
surveillance (and therefore critical of the activities of GCHQ), and
corresponding with other organisations and campaign groups across the
world with similar goals and objectives, is well within the potential scope of
such activity.

¢. Moreover, Privacy International has precisely the same concern as the
applicant in Weber in relation to Article 10, It works on capacity building on
issues of privacy in developing countries, sometimes in places with weak
democracies which are of particular interest to US and UK foreign policy, and
where strong privacy safeguards may conflict with the objectives of
intelligence agencies. Groups and individuals in repressive regimes,
individuals in the UK concerned about their own privacy, as well as victims,
whistleblowers and journalists frequently contact Privacy International. They
may be dissuaded from deing so, or from communicating freely, for fear that
their communications will be monitored.

21. By 5.6 Human Rights Act 1998, it is unlawful for a public authority to act in a way
which is incompatible with one of the rights set out in Schedule 1 to the Act, which
incorporates various rights from the European Convention including Articles § and
10

22, Article B of the Convention provides:

I8 Everyome has the right to respect for his private and family life, hs home and
s correspondence.

2 There shall be no interference by a public authority with the exercise of this
right except such as s in accordance with the law and is necessary i a

11
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democratic socely m the inierests of national security, public safety or the
econommc well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
[freedoms of others.

Article 10 provides:

1

Everyome has the right to freedom of expression. This right shall include
freedom to hold opumions and to receive and fmpart information and ideas
without interference by public authority and regordless of frontiers. This
Article shall not prevent States from requirmyg the ioemsing of broadcasting,
television or cinema enterprises.

The exercise of bthese freedoms, since it carries with i duties and
responsthilities, may be subject fo such formalities, conditions, restnictions or
penalties as are prescribed by loie and are necessary m a democratic sociefy,
in the interests of national security, territonial imbegrity or public safety, for
the prevention of disorder ar crime, for the protection of health or morals, for
the protection of the reputation or rights of others, for preventing the
disclosure of imformation recerved in confidence, or for mmntaning the
authority and inpartiality of the judicary.

23, There are therefore four questions in any analysis of whether those rights have been

breached:

a. Is the relevant right engaged?

b. Is the interference “in accordance with the law” (Article 8) or “prescribed by law™
(Article 1007

Is the interference in pursuit of one of the listed aims?

d. Is the interference “necessary in & democratic socely” in pursuit of that aim - in

other words, is it proportionate to the goal which is sought to be achieved?

24 Article 8 and Article 10 rights are clearly engaged by the interference.

a,

As for Article B, the collecion of data through implanted malware on

computers and mobile devices has the potential, in the modem world, to
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675



reveal almost every intimate detail of a person’s life - from correspondence
and connections, to historical and current location, to financial and health
information, to information about family life, sexuality, or political beliefs -
and may allow real-time surveillance through keystroke logging or the co-
option of microphones and video cameras. All of these things are obviously
private information within the meaning of Article 8. By way of example, the
European Court of Human Rights has held in the context of workplace
monitoring that that “emails sent from work™ and “information derived from the
monitoring of personal internet usage” are both protected by Article B: Copland v
United Kingdom (2007) 45 EHRR 37 at [41]. That is a small subset of the
information that can be obtained through GCHOQ's activity.

b, As for Article 10, the Court has recognised in Weber (above, [144-145]) that the
fact that “the threat of secret surveillance [...] necessarily strikes at the freedom of
commumication of users of telecommunications services” means that it engages
Article 10 if the effect is to discourage communications, The same principle
must apply to the threat of intrusion into computers and devices via the
internet, to the extent that it discourages the free use of the internet, which it
obviously will if left uncontrolled.

25. Privacy Intemational accepts that, in principle, surveillance may be conducted for
hgiﬂnuhenimsud&umﬁmﬂmuﬂﬁuﬂuiﬂﬂhﬂﬂmfnreﬂmﬂm&u
interference is “in accordance with the law” or “prescribed by low”, and whether it is

necessary and proportionate.

26. The requirement that the interference be “in accordance with the liw” or “prescribed by
law” demands merethanmerely-that the interference be lawful as a matter of English
law_and it must also be “compatible with the rule of law™: Gillan v United Kingdom
(2010) 50 EHRR 45 at [76]. That means it must “afford o measure of legal protection
aguinst arbitrary inferferences by public authorities”, and indicate “with sufficient clarity”
the scope of any discretion conferred and the manner of its exercise: Gillan at [77]).

27. Numerous cases have addressed the “in gccordance unth the law"is requirement in the
context of secret surveillance and information gathering,

13
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. In Malene v United Kingdom (1985) 7 EHRR 14, the Court held that the legal
regime governing interception of communications “must be sufficiently clear in
its tevms to give citizens an adequale indication as fo the aroumstances in which and
the conditions on which public authorities are empowered to resort fo thes secref and
potentially dangerous inferference with the right to respect for private life and
correspondence” [67]. It must be clear “what elements of the powers to intevcept are
incorporated in legal rules and what elements remain within the discretion of the
executive” and the law must indicate “with ressonable clarity the scope and
manmer of exercise of the relevand discretion conferved on the public authorthes” [79].

28 June 2007), the Court held at [75]: "In view of the risk of abuse intrinsic to any
system of secret surveillmce, such measures must be based on a laow that is
particularly precise. It is essential to have clear, detmiled rules on the subject,
especially as the techmology avalable for ws is continually becoming maore
sopsticated [...]".

. These requirements apply not only to the collection of material, but also o its
treatment after it has been obtained, including the “procedure to be followed for
selecting for examimation, sharing, storing amd destroying imlercepted matersal”
(Liberty v LK (2009) 48 EHRR 1 at [69]).

. In Weber the ECHR held at [93-94]: " The domestic law must be sufficently dear in
ils lerms fo give citizens an adequale indication as to the circumstances in which and
the conditions on which public muthorities are empowered to resort to amy such
measures |...] Moreover, since the implementation in practice of measures of secrel
surveillance of communications is mof open fo scrutiny by the individuals concerned
or the public at large, it would be contrary to the nule of law for the legal discretion
granted to the executive or to a fudge lo be expressed in terms of an unfettered power.
Comsequently, the law st indicate the scope of any such discretion conferred on the
competent muthorihies and the manner of ils exercise with sufficent clarity to groe the
indridual adequate protection against arbitrary interference.”

. The Court continued in Weber by sefting out the matters which any legal
regime governing secret surveillance must expressly address in statute in
order to be regarded as lawiul:

14
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95 In its case law on secrel measures of surveillance, the Court has developed
the following minimum safeguards that should be set out in statute law in
order to avoid abuses of power: the nature of the offences wiich may gioe rise
to an interception order; a definition of the categones of people liable to have
their telephones tapped; a linit on the duration of telephome tapping; the
procedure to be followed for examining, using and storing the data obtained;
the precautions to be faken when commumicating the data to other parties;
and the crcumstances in which recordings may or must be erased or the tapes
destroyed.

28, These principles apply with equal effect to the requirement in Article 10 that the

interference be “in accordarce with the law” (see, for example, Weber, at paragraph 147,
and Sunday Times v United Kingdom (1979) 2 EHRR 245, at paragraphs 48 and 49).

Regulation of Investigatory Powers Act 2000

29, RIPA 2000 regulates, among other things, the interception of communications in the
course of transmission (Part | Chapter [), the acquisition of communication data from
persons providing a telecommunication service (Part | Chapter II), and intrusive
surveillance and covert human intelligence sources (Part II), in the UK.

30, Part | Chapter | empowers the Secretary of State to issue warrants for the
hitmmpﬁmﬂmmmu:ﬁcaﬁmuundﬂmﬁ,ifhemﬂdmﬂmhteﬁtpﬂmw
on a number of listed grounds, including national security, and proportionate to the
aim to be achieved.

31, Section 2(2) RIPA 2000 defines “interception” as follows:

“a persom infercepts a commumication in the course of its transmission by means of 4
uhmmm'mﬁmuj,tmmiﬁmdﬂyiﬁh'

{a) so modifies or interferes with the system, or ils operation,
() so monitors transmissions made by means of the system, or

(e) so momitors tramsmissions made by wireless telegraphy to or from

apparatus comprised in the sysiem,
15

678



as to make some or all of the contents of the commumication qumlable, while being
transmilied, to a person other than the sender or intended recipient of the

contrercEiion., "

32 That might extend to some of the effects of the conduct at issue in this complaint -
for instance, if malware were implanted and then used in order to record a phone
call while it is being made - but it does not cover most of the functions described in
the leaked documents. For example, the extraction of documents from a hard disk or
a mobile device would not be the interception of a communication in the course of its
transmission; it might involve the collection by GCHQ of information which the
affected individual never intended to share with anyone. Likewise, the ability to
activate a user's camera or microphone without his knowledge would not involve
the interception of any communication. Accordingly, it cannot be said that the
implanting of malware is merely a modification “so [...] as to make same or all of the
contents of the commumication available while betng transmitted”.

33. RIPA Part | Chapter I covers the acquisition and disclosure of *commumication data”,
namely data held by a person providing a telecommunication service (section 21(4)).
That is clearly not engaged.

M. Part Il is not engaged vither; 5 48(3) provides that " References in this Part fo surveillance
do mot include references to [...] (c) any such entry on or interference with property or unth
unreless telegraphy as would be unlmwful unless quthorised under - i) sechion 5 of the
Intelligence Services Act 1994 [...]". In a case invelving interference with property by
GCHQ, which (as set out below) is governed by the Intelligence Services Act 1994,
that exemption applies. In any event, nowhere in Part Il is there any reference to the
manipulation of electronic devices belonging to others; the Act is clearly aimed at a
different kind of information-gathering, its interpretation provisions referring o
“momitoring, observing or listening to persons, ther movements, therr comersabions or their
other activities or commnications”, either by officials alone or “by or with the assisfance
of a surveillance device” (s.48(2)), and only in certain drcumstances “the interceplion of a
contmumication in the course of its transmission”. As an interference with fundamental
rights it cannot lightly be construed as covering an entirely different kind of
information-gathering: R (Simms) » SSHD [2000] 2 AC 115. In any event, it does not
even arguably extend to activity such as the collection and extraction of documents.
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Computer Misuse Act 1990

35. It is an offence under 5.1(1) Computer Misuse Act 1990 ("CMA 19907) to cause a

37.

computer to perform any function with intent to secure access to any program or
data held in it. or to enable any such access to be secured, if the access is
unauthorised and known to be unauthorised. (The term “computer” is not defined in
the Act, but in another statutory context was held by Lord Hoffmann in DPP v
MeKeown [1997] 1 WLR 295 to mean “a device for storing, processing and retrieving
information”. Modern mobile devices, which are far more sophisticated than the
desktop computers available when the Act was passed, would surely qualify.)

. Further, under 5.3 CMA 1990 it is an offence to do any unauthorised act in relation to

a computer, in the knowledge that it is unauthorised, if (f) the intention is to impair
the operation of the computer, to prevent or hinder access to any program or data, to
impair the operation of any program or the reliability of any data, or to enable any of
those things, or (i) the perpetrator is reckless as to whether the act will do any of
those things. 5.3(5) clarifies that the relevant effects may be only temporary, and also
that a reference to doing an act includes a reference to causing an act to be done. The
result is that the infection of a computer pursuant to an automated process would
still be an offence on the part of the person who commenced or directed that process.
The intrusion at issue here impairs the operation of the target computers in multiple
ways, including by draining battery life and using bandwidth and other computer

TESOUNROES.

Prior to recent amendments (as to which see below), s.10 CMA 1990 provideds that
section 1(1) “has effect without prejudice to the operation (a) in England and Wiales of any
enactment relating fo powers of inspection, search or seizure; and (B} in Scotland of any
enactment or rule of law relating to powers of examimation, search or seizure.” However,
this override dees-did not apply to section 3(1). Accordingly, the 5.3 offence had
effect regardless of any other enactment relating o powers of
inspection/ examination, search or seizure. Therefore, at least to the extent that such
activities occur in England and Wales, any GCHQ activities that impair the operation
of a computer - for instance, by leaving it vulnerable to future exploitation, as
explained above - weresre prima face unlawful,_notwithstanding any provision in

actment i author
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il H ey act or other cvenl ich & red for commnction

the offence ocgurred in the home country concerned'!; or

Intelligence Services Act 1994

38. 5.3 ISA 1994 provides the statutory basis for GCHQ and delineates its statutory
functions, Those functions include "o monitor or inferfere with electromagnetic, acoushc
and other emissions and any equipment producing such emissions and to obtain and provide
[to various orgamisations] mformation devived from or related to such ennissions or equipmen!
and from encrypted material”. By s.3(2) those functions are exercisable only in the
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9.

40,

41.

interests of national security, the economic well-being of the United Kingdom in
relation to the actions or intentions of persons outside the British Islands, or in
support of the prevention or detection of serious erime.

S.4(2) requires the Director of GCHQ to ensure “that there are arrangements for securing
that no information is obtwined by GCHQ except so far as necessary for the proper discharge
of its funchions and that mo information is disclosed by it except so far as necessary for that
purpose or for the purpose of amy criminal proceedings.”

5.5(1) provides: “No entry on or interference unth property or with wireless telegraphy shall
be unlawful if it is authorised by o warrani issued by the Secretary of State under this
section.” The Secretary of State may issue such a warrant on the application of GCHQ
in respect of any action, provided he “thinks it necessary for the action fo be laken for the
purpose of assisting [...] GCHQ tn carrying out [its statutory funchions],” “is satisfied that
the taking of the action is proportionale to what the aclion seeks lo achieve”, and is satisfied
that satisfactory arrangements are in force with respect to section 4(2) in relation to
onward disclosure.

In other words, the apparent legal basis for the activity at issue in this complaint is an
extremely broad power on the part of the Secretary of State to render lawhul what
would otherwise be unlawful.
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410, Third, the power o issue a warrani in respect W_JLM

with _intangible legal rights are unlawful and the acts purportedly authonsed by
were also unlawiul

41E. To the extenl thal any CNE has involved interference with copyright, that

5/08 Infopag  Imtermationni  AS v Damske  Daghlndes  Foreming
EULC: A635);

interfere with copyright R (BASCA) v Secrelary of Stale for Business, Inmovalion
amad Skill 1 i

41F 5 rd ired to jush i ights context of

protections against arbitrary conduct so as to be in accordance with the law. As
already indicated, the activities in question have the potential to be more intrusive

than any other form of surveillance or data-gathering. The amount of information
stored on mobile phones and computers is vast, and much of it will be highly

personal in nature.

43, Unlike the monitoring of communications, these activities enable GCHOQ to oblain
that information whether or not the affected individual has ever chosen to share it
with anyone. Moreover, the logging of keystrokes and the covert activation of
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cameras and microphones enable GCHQ to obtain further potentially sensitive
information whether or not the affected individual has ever chosen even to store it

rams and data and s t effect the operabion or

reliability of the computer, or a computer nebwingk,

44. A user may not even know of the full extent of what his computers or mobile devices
store. A mobile phone may, for instance, log all his historical geographical
movements as well as his current location. For instance, if he went for a job interview
or a medical appointment during work hours, that would be logged regardless of
whether there were any other record of that interview or appointment having been

arranged.
45. Further:

a. the fact that computers and devices are vulnerable to intrusion in this way
will inevitably discourage people from using the internet freely, and in
particular those individuals and organisations who may have wished to
correspond with Privacy International about legitimate activity in the sphere
of privacy protection;

b. the potential vulnerabilities resulting from the forcible infection of devices
and the necessary weakening of security that such manipulation involves
have the potential to produce further interferences beyond those which
GCHQ directly controls;

c. the potential for GCHQ to take over a compromised device altogether,
potentially altering its contents or altering its mode of operation or behaviour,

including leaving potential vulnerabilities, raises serious concerns about the
integrity of any evidence from such sources that might be used in legal
proceedings, and the mechanisms would should be established and enforced
in order to ensure that that integrity is protected;

d. as a matter of general principle, the fact that computer hacking involves
sophisticated technology and concepts which were unknown 20 years ago
strongly militates in favour of a requirement that it be governed by an
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appropriate legal framework developed with that technology and those
concepts in mind.

46. Accordingly, it is if anything more necessary than in an ordinary “interception’ case
that there be a clear legal framework governing activities of this sort.

47, There is no such framework. The only statutory scheme dealing expressly with the
unauthorised infection of computers was established in 1990. Far from establishing a
Convention-compliant framework within which such infection is to be permissible
on certain conditions and with certain safeguards, it makes clear that GCHQ's
activity is simply unlawful in the absence of a supervening provision. The
availability of a warrant under ISA 1994 that simply cancels any unlawfulness is self-

evidently not an adequate safeguard.

h foreign computer, even if the relevant user is
located in the United Kingdom;
b, w the ndents contend thal a class authonsation the '

48. There is no Code of Practice governing the circumstances in which intrusion will be
permitted, by what means, against whom, in response to what level of suspicion and
for what kind of misconduct, or for how long their systems will be permitted to
remain compromised.l2 Nor is there anything govermning the procedure to be

i Yod : : . ihe al Hrmsnudelnls: . |.1 of
ltation i W, A £ ust be approved by an allimmative resclution of

both Houses of Parlament. The Clafmani has lod representations on the drafl Code, & ¢© o
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followed in selecting for examination, sharing, storing and destroying any material
obtained (Liberty at [69]), or anything governing the relationship between GCHQ's
programme and the equivalent programmes being pursued by the NSA, FRA, and
potentially others. Even if it is strictly speaking permissible as a matter of
construction of domestic law {which, given the Defendants have not yet advanced
any such case, is not admitted), it falls short of the requirements of the rule of law
and of Articles & and 10 of the Convention.

GROUND 2: DISFROPORTIOMALITY OF INTERFEREMNCE

49, Given the limited availability of the details of GCHQ's activity (still less the
purported legal basis for it) to Privacy International at this stage, Privacy
International must reserve the right to make more detailed submissions on the
disproportionality of the interference in due course.

50. For present purposes it is sufficient to say that the nature of the interference, as set
out above, is far more serious than the interception of communications and, if left
unchecked, amounts to one of the most intrusive forms of surveillance amny
government has conducted. In allowing GCHQ to extract a huge amount of
information (current and historical), much of which an individual may never have
chosen to share with anybody, and to tum a user’s own devices against him by co-
opting them as instruments of video and audio surveillance, it is at least as intrusive
as searching a person's house and installing bugs so as to enable continued
monitoring. In fact, it is more intrusive, because of the amount of information now
generated and stored by computers and mobile devices, the speed, ease and
surreptitiousness with which surveillance can be conducted, and because it allows
the ongoing surveillance to continue wherever the affected person may be. Further,
the operation of the computer or device and the data stoped on jt can be altered or
modified. In those circumstances any justification would have to be extremely
specific and compelling in order to render that activity proportionate to any
legitimate aim. All the indications so far are that the activity goes far beyond any

such justification.
W ] i the C i form of ; aimant will
rely on ils representations.
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51. Furthermore, such intrusion into “millions” of devices is highly unlikely to be
proportionate to any legitimate aim even if logic has been applied to the selection of
those devices. If, as is more likely, GCHQ has simply taken advantage of its tools in
order to infect large numbers of devices near-indiscriminately, then it will be even
more obviously disproportionate.

52 Moreover, the lack of safeguards mentioned above - in particular the apparent lack
of any restriction on the extent or duration of the infection of any particular device -
tends strongly against any finding that the interference is proportionate to any
legitimate aim.

52A. The quest i imarily to Articles 8 and 10
ECHE. However, to the extent that any CNE has involved interference with
copyright, that interference is a derogation from Article 2 of Directive 2001/29 and

mus| also be shown:
a. to fall within one of the exceptions in Article 5.2 or 5.3, strictly construed {C-
5/08  Infopag  Imternationsl A5 v Damske  Daghlades  Foreming
ECLEEUC:2009:465);

b. nol to conflict with the normal exploitation of the work or unreasonably 1o
prejudice the legitimate interests of the rightholder {Article 5.5);

. o be tionate it i i “relal, [Rlensing
itmd_Hhoro w” _which is to be applied in challenges to measures that

interfere with copyright: R (BASCA) v Secretary of State for Business, Innovation
and Skills [2015] EWHC 1723 {Admin) at [135]; and

d comply with safequ i tfied ke il
in Case C-293/12 Dygufal Rrghts Ireland,
CONCLUSION

53. Privacy International seeks the following orders (which, again, may have to be
supplemented or amended in light of further disclosures):
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2 A declaration that GCHO's intrusion into computers and mobile devices is
unlawful and contrary to Articles 8 and 10 ECHE;

b. An order requiring the destruction of any unlawfully obtained material;

¢, An injunction restraining further unlawful conduct

19 May 2015
13 july 2005
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IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

GREENNET LIMITED
RISEUP NETWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET”)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUB
Claimants

=and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) GOVERNMENT COMMUNICATION HEADQUARTERS
Defendants

RE-AMENDED STATEMENT OF GROUNDS

INTRODUCTION

1. The Claimants provide internet and communications services. They are referred to
below as the “internet and communications service providers”. They are based in
various countries, including the UK. Collectively, they each provide a variety of
services induding internet access, email services, and website hosting.

a. The First Claimant ("GreenNet") is a limited company active since 1986 and
owned by the GreenNet Educational Trust, a charity registered in England &
Wales.

b. The Second Claimant (“Riseup”) is a registered non-profit organisation based
in Seattle, Washington, and active since 2000.

¢. The Third Claimant ("Mango Email Service”) is a non-profit association in
Zimbabwe and active since 1988,

d. The Fourth Claimant {“Jinbonet”) is a registered non-profit in South Korea,
and active since 1988,
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e. The Fifth Claimant ("Greenhost” ) is a company registered in the Netherlands
and active since 2001.

f. The Sixth Claimant (“May First/People Link") is a registered non-profit
organisation based in Brooklyn, New York and active since 2005.

g The Seventh Claiminat ("Chacs Computer Club”™) is a registered non-profit
organisation based in Hamburg, Germany, and active since 1981,

2. The Secretary of State for Foreign and Commonwealth Affairs is the minister
responsible for oversight of the Government Communication Headquarters
("GCHQ"), the UK's signals intelligence agency.

3. These proceedings concern GCHOQ's apparent targeting of internet and
communications service providers in order to compromise and gain unauthorised
access to their network infrastructures in pursuit of its mass surveillance activities,
The claims set out below arise out of reports, published by the German newspaper
Der Spiegel, that GCHQ has conducted targeted operations against internet service
providers to conduct mass and intrusive surveillance,

4. In late 2013, Der Spiegel reported that GCHQ had attacked Belgacom, the Belgian
telecommunications group, so as to enable it to engage in surveillance of users of
Belgacom’s network. The documents seen by Der Spiegel indicate that the attack "was
directed at several Belgacom employees and inoolved the planting of a highly developed attack
technology referred to as a "Quantum Insert’ ("QI'). It appears to be @ method with which the
person being targeted, withow! their knowledge, is redirecled to websiles that then plani
maluware [malicous softusre] on their computers that can then mamipulate them.™ It is
important to note that the employees of Belgacom were not targeted because they
posed any legitimate national security concern. Instead, they were subject to
intrusive surveillance because they held positions as administrators of Belgacom's
networks. By hacking the employees, GCHOQ could secure access to the customers.
Once employees’ computers were compromised, Der Spiegel reported, "GCHQ
confimued fo probe the areas of mfrastricture fo which the targeted employees had access
[...]" Reportedly, GCHQ were “on the verge of accessing the Belgians' central roaming
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roucter. The rowder is used to process international traffic. According to the presentation, the
British wanted to use this access for complex attacks ("Man in the Middle® atfacks) om
smartphone users.” A “Man in the Middle” attack is a technique for bypassing modern
encryption software. It operates by interposing the attacker (here, GCHQ) between
two computers that believe that they are securely communicating with each other. In
fact, each is communicating with GCHQ, who collect the communications, as well as
relaying them in the hope that the interference will be undetected.

. Der Spiegel has further reported that the attack on Belgacom was “not an isolated case,
but in fact is only one of the signature projects of an elite British Internet indelligence hacking
unit working under the auspices of a group called MyNOC™? Indeed, Der Spiegel
subsequently reported that GCHQ targeted internet exchange points run by German
companies Stellar, Cetel and IABG. Reportedly, “[t/he operation, carnied out at histening
stations operated jointly by GCHQ unth the N5SA in Bude, in Britain's Cornwall region, 15
largely directed at Intermet exchange points wsed by the ground station fo feed the
commueriications of their large customers into the broadband Internet. In addition to spying
on the Internet traffic passing through these nodes, the GCHQ) workers state they are also
seeking to identify important customers of the German teleport providers, their technology
suppliers as well as futire techmical trends in their business sector.™ It therefore appears
that use is being made of this privileged access for the purposes of economic
espionage, including economic espionage directed at other companies in the EU.

. The Claimants are legitimately concerned about such attacks, of which they may
have been, or may yet be, victims. The attacks gives rise to four main legal issues.

a First, in the course of such an attack, network assets and computers belonging
to the internet and communications service provider are altered without the
pmm#smtmthmihdfmﬂlwfulmdﬂﬂ!wmuhmﬁﬂ
1990 in the absence of some supervening authorisation. Depending on the
nature and extent of the alterations, the attacks may also cause damage
amounting to an unlawful interference with the internet and communications
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service provider's property contrary to Article 1 of the First Protocol ("A1P1")
to the European Convention on Human Rights ("ECHR").

Second, the surveillance of the internet and communications service
provider's employees is an obvious interference with the rights of those
employees under Articles B and 10 ECHR, and by extension the provider's
own Article 10 rights. As Der Smiegel reported in relation to a separate attack
on Mach, a data clearing company, a computer expert working for the
company was heavily targeted: “A complex graph of his digital life depicis the
man’s name i red crosshairs and lists his work computers and those he uses
privately (‘suspected tablet PC'). His Skype wsername is listed, as are hns Gmail
account amd his profile on a socal networking stie. [...] Im short, GCHQ kmew
everything abou! the man's digital kfe.” It is not simply a question of GCHQ
confining its interest to employees’ professional lives. They are interested in
knowing everything about the staff and administrators of computer
networks, so as to be better able to exploit the networks they are charged to

protect.

. Third, the exploitation of network infrastructure enables GCHQ to conduct
mass and intrusive surveillance on the customers and users of the internet
and communications service providers’ services in contravention of Articles 8
and 10 ECHE. Network exploitation of internet infrastructure enables GCHQ
to undertake a range of highly invasive mass surveillance activities, including
the application of packet capture (mass scanning of internet
communications); the weakening of encryption capabilities; the observation
and redirection of internet browsing activities; the censoring or modification
of communications en route; and the creation of avenues for targeted
infection of users’ devices. Not only does each of these actions involve serious
interferences with Article 8 ECHR rights, by creating vulnerabilities and
mistrust in intermet infrastructure they also chill free expression in
contravention of Article 10 ECHE.

. Fourth, the use by GCHOQ of internet and communications service providers’

infrastructure to spy on the providers' users on such an enormous scale
strikes at the heart of the relationship between those users and the provider
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itself. The fact that the internet and communications service providers are
essentially deputised by GCHQ to engage in heavily intrusive surveillance of
their own customers threatens to damage or destroy the goodwill in that
relationship, itself an interference with the provider's rights under A1P1.

7. What is more concemning is that the conduct set out above has no proper justification.
Each of the Claimants is a responsible and professional internet service provider.
None has any interest in supporting terrorist activity or criminal conduct. They each
comply with the law in the countries in which they operate, including UK law in the
case of GreenNet, and US law in the case of RiseUp, and to the extent that access is
legitimately required to user information held outside the UK, mutual legal
assistance arrangements are available.

8. Articles 8, 10, and A1P1 to the Convention each impose requirements as to the nature
of the legal justification for any interference. First, they require that the interference
be “in accordance with the law”, “prescribed by law”, or “subject to the conditions promded
for by law”; in other words that there be a clear and ascertainable legal regime in
place which contains sufficient safeguards against abuse of power and arbitrary use.
Second, Articles 8 and 10 require that the interference be necessary in a democratic
society and a proportionate means of achieving a legitimate aim; A1P1 requires that
any deprivation of possessions be “in the public inlerest”, which itself imposes a
requirement of proportionality.

9. GCHQ has not identified any legal basis for the alleged conduct, which if performed
by a private individual would involve the commission of criminal offences. It is
assumed at this stage that the justification under domestic law is a warrant issued
under &5 Intelligence Services Act 1994 ("ISA 19%4"), which permits “eniry on or
interference with property or with wireless telegraphy™ in certain circumstances, and, to
the extent that the relevant activities take place outside the British Islands, a warrant
under section 7 of the Intelligence Services Act 1994 which purports to immunise
from criminal lability “any act done outside the British Islands, if the act 1s one which is
authorised to be done by virtwe of an authorisation given by the Secretary of State under this
section...”.

10. Even if there is such an authorisation under sections 5 or 7 of the 1994 Act, it is
nevertheless clear that (i) the interference with Convention rights is not “in accordance

5
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with the law”, “prescribed by law”, or “subject to the conditions provided for by law", since
such a warranl mav not authorise certain types of CNE under domestic law, there is
no adequate public legal regime in place that is capable of meeting those
requirements, and (ii) it is not proportionate, both because of the extremely serious
nature of the intrusions as against both the internet and communications service
providers’ employees and their users, and because the activity in pursuit of which
the providers’ infrastructure is manipulated (mass surveillance, censorship,
redirection and modification, and the targeted infection of users’ devices) appears to
be indiscriminate in nature.

11. These grounds accompany the forms T1 and T2 filed by the Claimants and set out, in
summary terms, the grounds relied upon. The Claimants will make detailed
submissions and serve evidence in due course, once the Defendants have clarified
the nature of their activities and their fustification for them,

12. The Claimants also seek a public hearing of their complaint. The fact that documents
evidencing the Defendants’ activities have been released into and extensively
reported on and analysed in the public domain means that there is no longer any
good reason to uphald the Defendants’ policy of ‘neither confirm nor deny’ in this
case: see R (Bancoult) v SSFCA [2013] EWHC 1502 {Admin) at [28] and CF v S5HD
[2014] EWCA Civ 559 at [20] per Maurice Kay L], Sullivan and Briggs LJ] agreeing:
*Lurking pust below the surfice of a case such as this is the governmental policy of “neither
cortfirme nor deny” (NCND)... | do not doubt that there are circumshances in which the courts
should respect it. However, il is nof a legal prindple. Indeed, it is a departure from procedural
norms relating to pleading and disclosure. [t requires justification simular to the position
relation to public interest immunity (of which il is a form of subset). It is not simply a matter
of a governmental party lo litigation hoisting the NCND flag and the court aufomatically
,!.n.!nr.!in; it~

THE DEFENDANTS CONDUCT

13. From June 2013 onwards, a number of public disclosures have been made (beginning
with publication in The Guardian and The Washington Post of documents leaked by a
former NSA contractor, Edward Snowden) about programmes of surveillance

operated by the NSA with the close involvement of other authorities, including the
UK authorities and specifically GCHQ.
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14. Many of the revelations concern the scope of the NSA and GCHQ's monitoring of
communications, including the “Prism” programme (the monitoring of information
stored by telecommunications companies or internet service providers) and
“upstream collection” (the direct interception of communications during transmission).
Those activities are the subject of existing complaints before the IP'T.

15. This complaint relates to more recent revelations regarding GCHQ's intrusion into
network infrastructures in order not only to monitor network traffic but also to use
the networks to deploy malicious software (“malware”) onto individual users’

devices.

16. On 20 September 2013, Der Spegel published an article entitled “Belgacom Attack:
Britain’s GCHQ Hacked Belgian Telecoms Firm.” In that article it wrote:

*Docutnents from the arduve of whistlebower Edward Smowden indicate that
Britain's GCHQ intelligence service was behind a cyber attack against Beigacom, a
parily state-owned Belgian felecoms company. A “top secrel® Governmen!
Communications Headguarters (GCHQ) presemtation seen by SPIEGEL indicate that
the goal of project, conducted under the codename " Operation Socialist,” was "fo
enable better exploitation of Belgacom™ and to improve understanding of the
provider's infrastructure.

The presentation is undated, but another document indicates thal access has been
possible since 2010, The document shows that the Belgacom subsidiary Bics, a foint
venture between Swisscom and South Africa’s MTN, was on the radar of the British

According fo the slides in the GCHQ presentation, the attack was divecled at several
Belgacom employers and involved the planting of a highly developed attack
technology referred to as a "Quantum Insert” (“QI"). It appears to be a method with
which the person being targeted, without their knowledge, 15 redirected to websites
that then plant malware on their computers that can then manipulate them. Some of
the employees whose computers were infiltrated had "good access” to importan! parts
of Belgacom's infrastructure, and this scemed to please the British spies, according fo
the slides.
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18,

The documents also suggest that GCHQ comtinued to probe the areas of
infrastructure to which the targeted employees had acoess. The undated presentation
siates that they were on the verge of acoessing the Belgians' central roaming rouler,
The rowler is used to process internatiomal traffic. According fo the presentation, the
British wanted to wse this access for complex attacks (*Man in the Middle® attacks)
on smariphone users. The head of GCHQ's Network Analyss Cenfre (NAC)
described Operation Socialist in the presentation as a ‘success.””

Subsequent disclosures, published by The Intercept on 12 March 2014, provide further
information about the range of network exploitation and intrusion capabilities
available to GCHQ. A joint presentation by GCHQ and NSA, entitled “Quantum
Theory”, depicts the process by which GCHQ exploited network infrastructure for
targeted infection of users’ dewvices! The presentation clarifies that, rather than
deploying Man in the Middle attacks, GCHQ and NSA employ a “Man on the Side”
technique, which covertly injects data into existing data streams in order to create
connections that will enable the targeted infection of users. The technique utilises an
automated system - codenamed TURBINE. This system “allow(s] the current implant
nefwork to scale to large size (millions of implants) by creating a system that does mutomated
control implants by groups instead of individually,” according to documents released by
The Intercept on 12 March 2014 * Another undated document claims that TURBINE
“wnll increase the current capability lo deploy and manage lundreds of Computer Network
Exploitation (CNE) and Computer Network Attack (CNA) fmplants to pofentially millions of
implants.”* Another document, shared with the Five Eyes surveillance alliance (ie.
including GCHQ), referred to TURBINE as permitting “Industrial-soale exploitation.””

In an article entitled “"How the NSA Plans to Infect "Millions" of Computers with
Malware,” published on the same date, The Infercept details how GCHOQ has worked
closely with the NSA to develop implants, including “An implant plug-in named
CAPTIVATEDAUDIENCE, for example, is used fo take over a targeted compuber's
micropione and record comversalions faking place near the detice. Another, GLIMFISH, can

‘ hrl_ps:,.f,.-' firstlook.org/ theintercept/ document,/ 2014,/ 03 /12 / nsa-gehgs-quantumtheory-hacking-

tactics

* hitps: / / firstiook.org/ theintercept f article / 20014/ 03 712/ nsa-plans-infect-millions-computers-
malware,
* hitps: / / firstlook. org/ theintercept S article / 20014/ 03,112/ nsa-plans-infect-milllons-computers-
malware/

T https:/ [ firstlook, org /theintercept/ document,/ 2004 /08 /12 / industrial-scale-exploitation
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covertly take over a computer's webcam and snap photographs. FOGGYBOTTOM records
logs of Internet browsing histories and collects login details and passwords used to access
websites and email accounts. GROK is used to log keystrokes, And SALVAGERABBIT

exfiltrates data from removable flash drives that connect to an infected computer.”

In addition to the above, GCHQ has developed extensive means of manipulating
mobile devices. The means of compromising such devices, which are imvariably
internet-enabled, are likely similar if not identical to those of compromising any
other computer. Documents published by The Guardian on 28 January 2014, in
particular a set of slides from a GCHQ presentation delivered on 28 May 2010,
revealed that GCHQ had by May 2010 developed a suite of software known as
*WARRIOR PRIDE” for iPhones and Android devices, which appeared to allow at
least for (i) the activation of a microphane and the taking of recordings without the
user’s consent (“Hot mic™), (ii) precise identification of the geographical whereabouts
of the user (“High precision GEO"), (iii) avoidance of detection that the security of
the device has been compromised (“Kernel stealth” and "Self-protection”), and (iv)
the retrieval of any content on the phone.

. In a further article on 11 November 2013 entitled “GCHQ targets engineers with fake

Linkedin pages”, Der Spiegel elaborated on the mechanics of the attack on Belgacom. It
described how GCHQ had targeted employees of Belgacom, subjected them to
surveillance, and compromised their computers using malware. It also claimed that
Belgacom was not the only company that had been targeted in this way.

“The Belgacom employers probably thought nothing was amiss when they pulled up
their profiles on Linkedln, the professional networking site. The pages looked the way
they always did, and they didn't take any longer than usual to load.

The victims didn’t notice that what they were looking af wasn't the original site but a
fake profile with one imvisible added feature: a small piece of malware that tumed
their compufers into tools for Britain's GCHQ) itelligence service.

The British intelligence workers had already thoroughly researched the engineers.
According to a "top secret” GCHQ presentation disclosed by NSA wiistleblower
Edward Snowden, they began by identifiing employees who worked in network
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matntenance  and  security  for  the partly government-owmed  Belgian
telecommumications company Belgacom. [...]

The computers of these "candidates” were then infected with computer malware that
had been placed wsing infiltration techmology the intelligence agency refers to as
* Quantum Insert,” which enabled the GCHQ spies o deeply infiltrate the Belgacom
internal network and that of its subsidiary BICS, which operates a so-called GRX
roviter system. This type of router is required when users make calls or go online with
their mobile phones witle abroad. [...]

The cperation is not an isolated case, but in fact is only one of the signature projecis
of an elite British Internet intelligence hacking wnit working under the auspices of a
group called MyNOC, or "My Network Operations Cenmire." MyNOCs bring
together employees from various GCHQ divisions fo cooperate on espeaally tnicky
operations. In essence, a MyNOC is @ unit that specializes in infillrating foreign
networks. [...]

In the case of Mach [a data clearing company wiuch had also been targeled], the
GCHQ personnel had “identified three network engineers” to target. Once agam, the
Quurrtum [nsert method was deployed.

The spies first determine who works for @ company identified as a targel, using open
source dota like the Linkedin professional social networking sife. IT personnel and
network administrators are apparently of parficular interest to the GCHQ) attackers,
because their computers can provide extensioe access privileges to protected corporate
infrastructures, [...]

Im the case of Mach, for example, the GCHQ spies crme across @ compuiler experd
working for the company’s branch in India. The top-secret document shows howr

extensively the British intelligemce agemis imveshgated the Iife of the inmocert
employee, wha 1s listed as @ " target” after that.

A complex graph of his digital life depicts the man's name in red crosshairs and lists
his work computers and those he uses privately ("suspected tablet PC"). His Skype
username is listed, as ave his Gmail account and his profile on a social networking
site. The British government hackers even ganed access to the coolies on the
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unsiispecting victim's computers, as well as identifying the [P addresses he uses to
suryf the web for work or personal use.

In short, GCHQ knew everything about the man's digital life, making lum an open
book for tts spies. [...]

But that was only the preparatory stage. After mapping the man's personal data, now
it was time for the attack department to take cver. On the basis of this imitial
information, the spies developed digital attack weapons for six Mach employees,
described in the document as "six targeting packs for key indioiduals," customized
for the victims' computers. [...]

Apparently, the agencies use high-speed servers located at key Infernet sun tching
points, When a target calls up a specific website, such as Linkedn, these servers are
activated. Instead of the desired website, they supply an exact copy, but one that also
smuggles the government hackers' spying code onto the target compuiers.

According to other secre! documents, Quamtum is an extremely sophustioated
exploitation tool developed by the NSA and comes in various versions. The Quantum
Insert method used with Belgacom is especially popular among Brifish and LIS spres.
It was also wsed by GCHQ to infiltrate the computer network of OPEC's Vienna
headquarters. [...]

Much like the Belgacom spying operation, Whlekey is considered a great success,
According to a summary, it provided GCHQ with detailed information about Mach,
its commumications infrastructure, its busimess profile and various key madividuals.”

21. A subsequent article published by Der Spiegel on 29 March 2014, A" for Angela:
GCHQ and NSA Targeted Private German Compantes and Merkel,” recounts a similar
nputﬁmhrﬂﬂiﬂapﬁutcﬂmanmﬂmﬂmplmm,teh{md
IABG.

“Stellar operates a satellite ground station in Hirth, a so-called “teleport.” Its
services are used by companies and institutions; Stellar's customers include Internet
providers, telecommmunications companies and even @ few governments [...] Using
their ground stations and leased capacities from satellites, firms like Stellar — or
competifors like Cetel in the mearby willage of Ruppichieroth or IABG, which is
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headquartered in Ottobrunn near Munich — can provide Internet and lelephone

services in even the most remmole areas [...]

The serice they offer 1sn't just attractive to customers who want to tmprove their
commectivity. It is also of inferest to Britmin's GCHQ mielligence service, which has
targeted the German companies. Top secrel documents from the arcinve of NSA
winstleblower Edward Snotoden wiewed by SPIEGEL show that the British spies
surveilled employees of several German comparnes, and have also infillrated their
netiworks.

One top-secret GCHQ paper clarms the agency sought "development of m-depth
knowledge of key satellite 1P service providers m Germany.”

The document, which is undated, states that the goal of the effort was developing
wnder knowledge of Internet traffic flowing through Germany, The 26-page document
explicitly names three of the German compamies targefed for surveilance: Stellar,
Cetel and IABG.

The operation, carried owl at listening stations operated jointly by GCHQ with the
NSA in Bude, in Britmin's Cormwall region, is largely directed at Inlernet exchange
points used by the ground station to feed the commumications of their large customers
mite the broadband Internet. In addition to spang on the Internet traffic passing
through these nodes, the GCHQ workers stafe they are also seeking fo wdentify
important customers of the German teleport providers, their fechmology suppliers as
well as future techmical tremds in their business seclor.”

22. Reportedly, GCHQ used similar tactics as with the Belgacom attack, targeting and
menitoring employees, particularly engineers, as well as infiltrating and exploiting
infrastructure. With respect to IABG, for example, Der Spiegel reported that the
GCHQ document “ircludes a list of [ABG routers and includes their network addresses. In
addition, it conbmins the email addresses of 16 employees at the company named as possible
targets."™

3. Another NSA document, shared with GCHQ and published by The Infercept on 20
March 2014, describes in further detail how the employees of companies providing

* hetp:/ / www spiegel de/international / germany / gchg-and-nsa-targeted-private-german-
companies-a-261444, hitm)
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internet infrastructure services are “hunted” by NSA analysts. Employees
performing system administration functions ("sys admins”) are targeted by
intelligence agents who, armed with the sys admin’'s work email, personal webmail
or Facebook credentials can use Quantum to target that individual and subsequently
guinmﬁhhhumtmﬁmummﬁuﬂnmmvimpmﬁdﬁ’nmﬁnmhvmk.h
a post to an internal NSA forum entitled I hunt sys admins”, one agent describes the
process as follows:

“Up front, sys admins generally are not my end fargel. My end target is the
extremtist/terrorist or government official that happens to be using the network some
admin takes care of Sys admins are @ means to an end, For example, assume your
target is using @ CDMA device [Le. a mobile telephone] on a foreign network:
there may be situations where we passively collect his phome call/SMS out in the
wild, but it would be *really® wice if we had access to the local infrastructure where
we could monitor witch fower he's commected lo at any given point tn time, or
monitor all phone calls/data traffic that kis phone generates. Many times, its difficult
to directly target infrastructure, .. generally we'll need o fair amount of information
going into an operation [...] In order to get that, who better to target the person that
already has the ‘keys to the kingdom'? Many times, as soon as | see a ftarget show up
on a new network, one of my first goals is, " Can we get CNE access fo the admans on
iiﬂ!mmﬂr#.innrd:rtug:fmmih:inﬁd,ﬂmdun:thlmrgﬂisuﬁng?*

24. An excerpt from a further NSA document, published by The Intercept on 12 March
2014 makes the same point under the description “hacking routers”* The author
writes:

*[...] let's go over some of the things that sormeone could do if they hack a roviter:

- You could add credentials, allowing yourself to log in amy time you

choose
- You could add/change routing rules

- You could set wp a packel capture capablity... tmagine runmng
Wireshark on an 15P's infrastructure router. .. like a local listening post
for any credentials being passed over the wire(!)

¥ hitps: / / firstlook.org,/ theintercept,/ docament/ 201403 ,/12/ five-eyes-hacking-large-routers /
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= You could weaken any VPN encryption capabilities on the router, forcing
it to create easily decryptable turmels]...]*

The author concludes: “Hacking routers has beem good business for us and our S-cyes
partners for some tme nowe [, ]

. It is not known (not least because thére is no clear or accessible legal regime
governing it} how many such attacks have been carried out, against whom, what
damage has been caused to the targeted internet and communications service
providers’ systems, how many providers’ employees have been specifically targeted
and subjected to surveillance, how many users subjected to mass and intrusive
surveillance and users’ devices compromised as a result, who has access to the
information collected as a result of all the above, for how long and on what terms.
That is itself a significant cause for concern. But in any event there are two other
concerns as a matter of principle.

a. First, the process of exploiting an internet and communications service
provider's infrastructure obviously involves a breaching the security of the
infrastructure. It is therefore highly likely that any such breach compromises
the security of the network going forward, leaving the infrastructure open to
further damage or exploitation by a third party. For instance, the changes
necessary to compromise the system may result in security vulnerabilities
that could be exploited by third parties in other ways. As well as simply
being a byproduct of compromising the network, the weakening of security
may even be deliberate, as the reference in the document quoted at paragraph
24 above to “weakenifing] amy VPN encryplion capabilities on the router” makes

clear,

b. Second, the tools allow GCHQ access to a large amount of highly private data
pertaining to both an intermet and communications service provider's
employees and its users, including all individuals whose communications
may pass through the internet and communications service provider's
infrastructure. That is not only relevant to the level and proportionality of the
interference with the rights of the internet and communications service
providers’ employees and users; it is also relevant to the impact on the
internet and communications service providers” business due to the fact that
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their systems are being used as a means of facilitating extremely intrusive
surveillance of their own customers. On any view, GCHQ's interferences are

of unprecedented scope and seriousness:

i. The information stored on a computer or mobile device is potentially
far more comprehensive than the information that an individual
communicates over a network in a manner capable of interception, or
even information that could be obtained from a search of his home or
office. These devices may contain not only details about the user's
personal circumstances (for instance his age, gender, or sexual
orientation), but also financial information, unencrypted passwords,
privileged legal information and so on. Unlike in the case of an
interception of communications, even information that the user deems
too personal, private or sensitive to communicate is vulnerable to
collection or monitoring when intrusion tools are utilised,

ii. Moreover, GCH('s intrusive malware also appears to grant total
control over the device, enabling the manipulation of functions
including the camera and microphone without authorisation, and
thereby the gathering of data which the user has never even chosen to
store, let alone communicate to others.

iii. Finally, the intrusion is compounded by (a) the fact that, unlike in the
case of a lawful search of a home or office, the user has little or no way
of knowing that it has happened, and (b) compromised devices are
likely to be left more vulnerable by virtue of the breaches necessary to
enable the installation of the malware.

26. Further, there have been clear indications that GCHQ itself has reservations about
the legality of such operations.

a. An undated NSA document referring to a trilateral programme between
“NSA, GCHQ, and FRA" (the Swedish signals intelligence agency) for the
deployment of the Quantum technique says: “Continued GCHQ) imoolverment
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may be in jeopardy due to Brtish legalfpolicy restriclions” ' There is no further
explanation of the concerns.

A document prepared by a representative of GCHQ for an international
telecommunications conference in September 2010 reads, in relation to the
implanting of software to decrypt communications encrypted with a
particular standard (“MIKEY-IBAKE"): “An additional concern in the UK is that
performing an active attack, such as the Man-in-the-Middle attack proposed in the
Lawful Interception solution for MIKEY-IBAKE may be illegal. The LK Computer
Misuse Act 1990 provides legislabive prolection against unauthonsed access lo and
modification of computer material. The act makes specific provisions for law
enforcement agencies lo access compuier material under powers of inspection, search
or seizure. However, the act makes no such promsion for modification of computer
material. A Man-in-the-Middle attack causes modification to compuier data and unll
impact the reliability of the data. As a result, it is likely that LEMFs and PLMNs
would be wnable to perform LI on MIKEY-JBAKE wvithin the current legal
constranis.”

Effect on the Claimanis
27. In order to pursue this complaint, the Claimants need not show that they or their
employees have actually been the subject of the alleged interference.

In the context of monitoring of communications, the European Court of
Human Rights has held that “the mere existence of legislation which allows a
system for the secret momitoring of communications entails a threat of surveillance
for all those to whom the legislation may be applied. This threat necessarily sivikes at
freedom of commumnication betteen users of the felecontmunications services and
thereby amounts in itself to an interference with the exercise of the applicants’ righls
under art.8, irrespective of any messures achually taken agmnst them™: Liberty ©
Uinited Kingdons (2009) 48 EHRR 1 at [56].

For the reasons given above, the interference in the present case is more
serious than the monitoring of communications: it is the active manipulation

" hitps: / / www. documentcloud arg/ documents | #94386-legal-ssues-uk-regarding-sweden-and-

quanbum, himl
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of the intermnet and communications service provider's property, its
employees and its users so as to enable the collection of data, including data
which has never been communicated. Accordingly, the same principle
applies in this case.

c. Likewise, if “the mere existence of legislation” permitting interference is a
sufficient interference with a fundamental freedom to justify a legal
challenge, then the fact that there is evidence of an interference without any
meaningful legislative control is an even clearer case where a complainant
need not show actual interference with his own affairs. In those
circumstances, where there is no statulory scheme, Code of Practice or
published policy indicating who can be targeted and in what circumstances,
it is even more difficult for an individual to know whether they have been
subject to the relevant activity.

d. Similarly, in the specific case of A1F1 and the effect on the internet and
communications service providers’ business dealings with their consumers,
the very fact that there is an unconstrained prospect of the internet and
communications service provider's network being used as a means of highly
intrusive surveillance of its users damages the goodwill between the two,

even if that surveillance is not in fact carried out.

2. The Claimants are clearly within the category of persons who may be affected by the
interference; they, like Belgacom and the other companies known to have been
affected, are providers of intemnet and communications services. Accordingly, the
interference (i) affects the employees’ personal data and impairs their freedom to
communicate, (ii) in doing so, prevents the internet and communications service
providers themselves from imparting and receiving information freely, and (i)
independently of that interference, it jeopardises the provider’s relationships with its
customers and potentially damages its property.

29. In fact, the Claimants are particularly susceptible to the A1P1 interference that will
arise from destruction of or damage to customer goodwill, in that their brand profile
is based to some extent a core belief in fundamental human rights and respect for the
rule of law: their customer bases therefore consist in substantial part of individuals
and organisations who have relied on those shared values to ensure their
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communications are protected, and who are likely to be particularly concerned about
mass and intrusive surveillance.

a. GreenMNet advertises itself as “the ethical Internel Service Provuder that has been
conmecting people and groups whoe work for peace, the environment, gender equality
and human rights since 1986".

b. RiseUp advertises itself as providing “online conmnmmication tools for people and
grovips working on Nberatory social change. We are a project lo create democratic
alternatives and practice self-delermination by controlling our own secure means of

communications,”

¢. Jinbonet, the Korean Progressive Network, is described by the Association for
Progressive Communications as an organisation that “aims to support the
grmiﬁ of civil achivity and commumnication by providing network sertmces sudh as
web hasting, commumity, e-mail, blog, progressive meta blog, matlinglist, efc to il
society organizations, trade unions, individuals and progressive projects.”

d. Greenhost advertises itself as offering “a fresh approach to ICT and
sustanability, and also supports various projects in the fields of educabion, culhure
ard journalism, We are commitied fo a free and open inlernet and the security of our

-

WEETE.

e. May First/People Link describes itself as “a politically progressive member-run
and controlled organization that redefines the concept of "Internet Service Provider”
in @ collective and collaborative way,” and notes that its members are “orgamizers
and actrmsts.”

f. Chaos Computer Club describes itself as a non-profit assocation with 3,600
members which “[fJor more than Hurty years [hes beem| providing information
about techmical and socetal issues, such as surowillamce, privacy, freedom of
rnformation, hactivism, [and)] data security.”

LEGAL FRAMEWORK
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30, By 5.6 Human Rights Act 1998, it is unlawful for a public authority to act in a way
which is incompatible with one of the rights set out in Schedule 1 to the Act, which
incorporates various rights from the European Convention including Articles § and
10 and A1P1.

31. Article 8 of the Convention provides:

L Everyome has the right to respect for huis private and family life, his home and
his corresporndence.

2. There shall be no interference by a public muthority with the exercise of this
right except such as is in accordance with the law and 1s necessary in a
democratic society in the interests of national security, public safety or the
economic well-bemyg of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others.

32. Article 10 provides:

1. Everyone has the right to freedom of expression. This right shall mchude
freedom to hold opimions and to receive and impart information and ideas
without interference by public authority and regardless of frontiers. This
Article shall not prevent States from requiring the licensing of broadcasting,
television or cinema enterprises.

2. The exercise of these freedoms, since it carries with o dubes and
responsibilities, may be subject to such formalities, conditions, restnctions or
penalties as are prescribed by low and are necessary in a democratic socefy,
in the inferests of national security, territorial integrity or public safety, for
the prevention of disorder or crime, for the protection of health or morals, for
the protection of the reputation or rights of others, for preventing the
disclosure of information received in comfidence, or for maintaining the
autharity and impartiality of the judiciary.

33. Article 1 of the First Protocol provides:

“Every natural or legal person is entitled to the peaceful emjoyment of s
possessions. No one shall be deprived of his possessions except in the public
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interest and subject to the conditions provided for by law and by the general
principles of international law.

The preceding provisions shall mol, however, in amy way mpair the right of
State to enforce such laws as it deems necessary fo control the use of property
in accordance with the general interest or fo secure the payment of taxes or
other contributions or penalties.”

H. The concept of ‘possessions’ in A1F1 covers all forms of property, including those
which the applicant has only a legitimate expectation of receiving (Kopecky v Slovakia
(2005) 41 EHRR 43). It has been held to include the goodwill or economic interests
connected with the running of a business (Tte Traktorer Akticbolag v Sweden (1989) 13
EHRR 309).

35. In Hutten-Caapska v Poland (2006) 42 EHRR 15 at 167-168, the Grand Chamber
restated the principles governing justification of an interference with A1P1:

“Not only must an interference unith the right of property pursue, on the facts as well
as m principle, @ “legitimate aim” in the ‘general interest’, but there must also be a
reasonable relattonship of proportionality between the means employed and the aim
sought o be realised by any mensures applied by the stode, inclhiding measures
designed to comtrol the use of the indroidual’s property. That requirement is expressed
by the nation of a ‘fiir balance’ that must be struck between the demands of the
peneral interest of the commumity and the requirements of the protechion of the
individunl’s fundamental rights. The comcern to achieve this balance is reflected m the
structure of article 1 of Protocol No 1 as a whole, In each case involping an alleged
violation of that article the court musi therefore ascertain whether by reason of the
State's inlerference the person concerned had lo bear a disproportionale and excessipe
burden. [...JIn cases concerning the operation of wide-ranging housing legislation,
thai assessment may involoe not only the conditions for reducing the rent received by
individual landlords and the extent of the State's interference with freedom of
contract and contractual relations i the lease market but also the existemce of
procedural and ofher safequards ensuring that the operation of the system and its
impact on a landlord's property rights are neither arbitrary nor unforeseeable,
Uncertainty - be it legislative, administrative or arising from practices apphed by the
aithorities = s a factor o be taken into account in assessing the State's conduct,”
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36. There are therefore four questions in any analysis of whether those rights have been
breached:

a. Is the relevant right engaged?

b. Does the interference comply with the requirement of legal certainty imposed
by the relevant Article?

c. s the interference in pursuit of a legitimate aim?

d. Is the interference proportionate to the goal which is sought to be achieved
{and, in the case of Articles 8 and 10, “necessary in a democratic society”)?

Engagement of rights
37. Each of the rights is clearly engaged in the present case.

a. As for Article 8, it is clear from the documents revealed by Der Spiegel that the
employees targeted in the attack on Belgacom were subjected to deep
personal surveillance. Even the GCHQ presentation (which appears to have
been used for training purposes, and therefore with most of the relevant
GCHQ staff having absolutely no need to know his personal information)
made reference to an individual’s name, a list of the computers he used at
work and privately, his Skype username, his Gmail account, a social
networking profile belonging to him, his IF addresses and the cookies on his
computers (As Der Spiegel reported: “In short, GCHQ knew everythung abowt the
man's digital life”), This information appears to have been widely disseminated
within GCHQ. All of those things are obvicusly private information within
the meaning of Article 8. By way of example, the European Court of Human
Rights has held in the context of workplace monitoring that that “emals sent
from work”™ and “information derived from the momitoring of personal internet
usage” are both protected by Article 8: Copland v United Kingdom (2007) 45
EHRR 37 at [41].

b. The Article 8 rights of the internet and communications service providers’
users are also affected by GCHQ's conduct. Exploitation of the internet and
communications service providers’ infrastructure enables GCHOQ to conduct
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surveillance on users of the providers’ services, either through mass
monitoring or filtering of communications, or through the targeted infection
of users’ devices with malware.

¢. As for Article 10, the Court has recognised in Weber (above, [144-145]) that the
fact that “the threat of secref surveillance [...] necessanily sinikes at the freedom of
communication of users of lelecommunications services” means that it engages
Article 10 if the effect is to discourage communications. The same principle
must apply to the threat of intrusion into computers and devices via the
intermet, to the extent that it discourages the free use of the internet, which it
obviously will if left uncontrolled.

d. As for A1PL, (i) to the extent that the internet and communications service
providers’ computers and network assets have been damaged or materially
altered in the course of such an attack there will obviously be an interference
with its property, and (i) in any event, the unauthorised deputisation of the
internet and communications service provider to assist GCHOQ in spying on
its customers will have an obviously detrimental effect on the provider's
commercial relationships and the goodwill it enjoys, which is a ‘possession’
within the meaning of A1F1 as set out above,

Legal certainty

38, It is well settled that the requirements set out in Articles B and 10, that the
interference be “in accordance with the low” or “prescribed by law”, demand more than
merely that the interference be lawful as a matter of English law: it must also be
“compatible with the nule of law™: Gillan p United Kingdom (2010) 50 EHRR 45 at [76].
That means it must “afford @ measure of legal protection against arbitrary interferences by
public authorities”, and indicate “uith sufficient carily” the scope of any discretion
conferred and the manner of its exercise: Gillan at [77].

39. Although the text of A1P1 only provides expressly that any deprivation of
possessions must be “subject to the comditions provided for by lme”, the same principle
applies equally to interferences with possessions. In Amat-C Ltd v Georgia (2007)
EHER 35, the ECtHR held at [58-61] that an interference which was neither a
deprivation nor a control of use could nevertheless only be lawful if it “satisfied the

22

713



requirement of lawfulness and was not arbitrary”, stating that “the rule of law, one of the
fundamental principles of a democratic society, is inherent in all provisions of the
Convention”. The three Articles may therefore be treated as identical for the purposes
of this criterion.

40. Numerous cases have addressed this requirement in the context of secret
surveillance and information gathering,

a. In Malone v United Kingdom (1985) 7 EHRR 14, the Court held that the legal
regime governing interception of communications “must be sufficently clear i
its terms to give citizens an adequate indication as to the circumstances in which and
the conditions on which public muthorities are empowered to resort to this secret and
potentially damgerous interference with the right fo respect for private life and
correspondence” [67]. It must be clear "what elements of the powers to intercepl are
incorporated in legal rules and what elements remun within the discrebion of the
erecutive” and the law must indicate “with reasonable clarty the scope and
manner of exercise of the relevant discretion conferred on the public authorities” [79].

. 1 . 0N ulgaria (62540,/00,
28 June 2007), the Court held at [75]: 'Inmmqfﬂunsi:q,hbusnntrmm:nmy
system of secret surveillance, such measures must be based on a low that is
particularly precise. It is essential to have clear, detmled rules om the subject,
especially as the technology evailable for ws s continually becoming more
sophisticated [...]".

¢. These requirements apply not only to the collection of material, but also to its
treatment after it has been obtained, including the “procedure to be followed for
selecting for examination, sharing, storing and destroying intercepled material”
(Liberty v UK (2009) 48 EHRR 1 at [69]).

d. In Weber the ECHR held at [93-94): “The domestic low must be sufficently clear in
its terms fo give citizens an adequate indication as to the arcumstances in which and
the conditions on which public authorities are empowered to resort o any such
measures [...] Moreover, since the implementation in prachice of measures of secrei
surveillance of commumications is mot open to scrutiny by the individuals concerned
or the public at large, it would be contrary to the rule of law for the legal discretion
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granted o the executive or fo a fudge to be expressed in lerms of an unfettered power.
Consequently, the law must indicate the scope of any such discretion conferred on the
competent authorities and the manner of its exercise wnth sufficent carity lo grve the

imndividual adequate protection against arbitrary interference.”

¢. The Court continued in Weber by setting out the matters which any legal
regime governing secret surveillance must expressly address in statute in
order to be regarded as lawful:

95 In its case law on secret measures of surveillance, the Court has developed
the following minimum safeguards that should be set ouf in statute [aw in
order to avoid abuses of power: the nature of the offences which may give rise
to an inferception order; a defimition of the categonies of people lable to have
their felephones tapped; a limil on the duration of telephone tapmng; the
procedure to be followed for examining, using and storing the data obtatned;
the preceutions fo be taken when communicafing the data o other parties;
and the circumstances in witich recordings may or must be erased or the tapes
destroyed.

Legttimate atm and proportionality

41, The Claimants accept thal, in principle, surveillance may be conducted for legitimate
aims such as national security. As set out in more detail below, they deny that the
interference in this case is a proportionate means of achieving such a legitimate aim.

Regulation of Investigatory Poters Act 2000

42. RIPA 2000 regulates, among other things, the interception of communications in the
course of transmission (Part | Chapter I), the acquisition of communication data from
persons providing a telecommunication service (Part | Chapter II), and intrusive
surveillance and covert human intelligence sources (Part I1), in the UK.

43, Part | Chapter | empowers the Secretary of State to issue warrants for the
interception of communications under £.5, if he considers the interception necessary
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on a number of listed grounds, including national security, and proportionate to the
aim to be achieved.

44. Section 2(2) RIFA 2000 defines “inferception” as follows:

“a person fniercepts @ communication in the course of its transmission by means of a
telecommumication system if, and only if, he -

(@) s0 modifies or interferes with the system, or is aperation,
(b} s0 monitors transrssions made by means of the system, or

fc) so momitors tramsmissions made by twireless telegraphy fo or from
apparatus comprised in the sysfem,

as to make some or all of the conlents of the commumnication aomlable, while being
transmitted, to a person other than the sender or initended recpient of the

eomrra cation, ™

45, That might extend to some of the effects of the conduct at issue in this complaint -
for instance, if malware were implanted and then used in order to record a phone
call while it is being made - but it does not cover most of the functions described in
the leaked documents. For example, the extraction of documents from a hard disk or
a mobile device would not be the interception of a communication in the course of its
transmission; it might involve the collection by GCHQ of information which the
affected individual never intended to share with anyone. Likewise, the ability to
activate a user's camera or microphone without his knowledge would not involve
the interception of any communication. Accordingly, it cannot be said that the
implanting of malware is merely a modification “so [...] as fo make some or all of the
contents of the communication auatlable while heing transmitied”.

46. RIPA Part | Chapter II covers the acquisition and disclosure of *commuemication data”,
namely data held by a person providing a telecommunication service (section 21{4)).
That is clearly not engaged.

47. Part 11 is not engaged either; s.48(3) provides that “References in this Part to surveillance
do not include references to [...] (c) any such entry on or inferference with property or with
wireless telegraphy as would be unlawful unless authorised wnder - (i} secion 5 of the
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Intelligence Services Act 1994 [._]". In a case involving interference with property by
GCHQ, which (as set out below) is governed by the Intelligence Services Act 1994,
that exemption applies. In any event, nowhere in Part Il is there any reference to the
manipulation of electronic devices belonging to others; the Act is clearly aimed at a
different kind of information-gathering, its interpretation provisions referring to
"moniloring, observing or listening lo persons, thetr movements, thetr conversations or their
other activities or commmnioations”, either by officials alone or by or with the assistance
of a surveillance device™ (5.48(2)), and only in certain circumstances “the imtercepiion of a
comtmunication in the course of its transmission”. As an interference with fundamental
rights it cannot lightly be construed as covering an entirely different kind of
information-gathering: R (Simms) v SSHD [2000] 2 AC 115. In any event, it does not
even arguably extend to activity such as the collection and extraction of documents.

Computer Misuse Act 1990

48.

49,

It is an offence under s.1(1) Computer Misuse Act 1990 ("CMA 19907} to cause a
computer to perform any function with intent to secure access o any program or
data held in it, or to enable any such access to be secured, if the access is
unauthorised and known to be unauthorised. (The term “computer” is not defined in
the Act, but in ancther statutory context was held by Lord Hoffmann in DFP ¢
McKepwn [1997] 1 WLE 295 to mean “a device for storing, processing and retrieving
mfermation”. Modern mobile devices, which are far more sophisticated and powerful
than the desktop computers available when the Act was passed, undoubtedly
qualify.)

Further, under 5.3 CMA 1990 it is an offence to do any unauthorised act in relation to
a computer, in the knowledge that it is unauthorised, if (i) the intention is to impair
the operation of the computer, to prevent or hinder access to any program or data, to
impair the operation of any program or the reliability of any data, or to enable any of
those things, or (i) the perpetrator is reckless as to whether the act will do any of
those things. 5.3(5) clarifies that the relevant effects may be only temporary, and also
that a reference to doing an act includes a reference to causing an act to be done, The
result is that the infection of a computer pursuant to an automated process would
still be an offence on the part of the person who commenced or directed that process.
The intrusion at issue here not only impairs the operation of the target computers in
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multiple ways, including by draining battery life and using bandwidth and other
computer resources, undermining security features such as encryption and intrusion
prevention. The intrusion also impairs the actual network infrastructure owned and
operated by the internet and communications service providers, and the services and
programs run on the infrastructure.

. 5.10 CMA 1990 provides that section 1(1) “has effect without prejudice to the operation (a)

in England and Wales of any enactment relating fo powers of inspection, search or seizure;
and (b) in Scotland of any enactment or rule of law relating to powers of examination, search
aor seizure.” However, this override does not apply to section 3(1). Therefore, at least
to the extent that such activities occur in England and Wales, any GCHQ activities
that impair the operation of a computer - for instance, by leaving it vulnerable to
future exploitation, as explained above are prima facie unlawful.

Intelligence Services Act 1994

al.

52.

5.3 ISA 1994 provides the statutory basis for GCHQ and delineates its statutory
functions. Those functions inclode “fo monitor or interfere with electromagnetic, acoushc
and cther emissions and any equipment producing such emissions and to obbain and provide
[to various crganisations] information derived from or related to such emussions or equapment
and from encrypled material”. By 5.3(2) those functions are exercisable only in the
interests of national security, the economic well-being of the United Kingdom in
relation to the actions or intentions of persons outside the British Islands, or in
support of the prevention or detection of serious crime.

S.4(2) requires the Director of GCHQ to ensure “that there are armangements for securing
that no information is obtained by GCHQ except so far as necessary for the proper discharge
of its functions and that no information is disclosed by if except so far as necessary for that
purpose or for the purpose of any criminal proceedings.”

. 5.5(1) provides: “No entry on or interference with property or with wireless telegraphy shall

be unlawfiel if it is suthorised by a warrant issued by the Secretary of State wnder ths
saction.” The Secretary of State may issue such a warrant on the application of GCHQ
in respect of any action, provided he “thinks it necessary for the action o be taken for the
prrpose of assisting [...] GCHQ in carrying out [ifs statutory functions],” “is satisfied that
the taking of the action is proportionate to what the action seeks to achieve”, and is satisfied
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that satisfactory arrangements are in force with respect to section 4(2) in relation to
onward disclosure.

54. In other words, the apparent legal basis for the activity at issue in this complaint is an
extremely broad power on the part of the Secretary of State to render lawful what
would otherwise be unlawful.

GROUND 1: IN ACCORDANCE WITH LAW / FRESCRIBED BY LAW

55. As already indicated, there are three types of activity at issue in this complaint. The
first relates to the manipulation of the targeted internet and communications service
providers’ property and the unauthorised changes made to its assets and
infrastructure. The second and third relate to the surveillance of the intermet and
communications service providers' employees and customers respectively.

56. Together they form part of a coverl and potentially enormous programme of
surveillance which has only come to light as a result of unauthorised disclosures. The
nature of that programme of surveillance, under which internet and communications
service providers, their employees or thelr customers may have no idea they have
even been subjected to it, is such that it canmot possibly be Convention-compliant in
the absence of a clear legal framework governing its use.

a. The surveillance which it is aimed at facilitating has the potential to be more
intrusive than any other form of surveillance or data-gathering. The amount
of information stored on mobile phones and computers is vast, and much of it
will be highly personal in nature, Unlike the monitoring of communications,
these activities enable GCHO to obtain that information whether or not the
affected individual has ever chosen to share it with anyone.

b. Moreover, the logging of keystrokes and the covert activation of cameras and
microphones enable GCHQ to obtain further potentially sensitive information
whether or not the affected individual has ever chosen even to store it.

€. A user may not even know of the full extent of what his computers or mobile
devices store. A mobile phone may, for instance, log all his historical
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geographical movements as well as his current location. For instance, if he
went for a job interview or a medical appointment during work hours, that
would be logged regardless of whether there were any other record of that
interview or appointment having been arranged.

d. The fact that computers and devices are vulnerable to intrusion in this way
will inevitably discourage people from using the internet freely.

e. The potential vulnerabilities resulting from the forcible infection of devices
and the necessary weakening of security that such manipulation involves
have the potential to produce further interferences beyond those which
GCHQ directly controls.

f. The potential for GCHQ to take over a compromised device altogether,
potentially altering its contents, raises serious concerns about the integrity of
any evidence from such sources that might be used in legal proceedings, and
the mechanisms would should be established and enforced in order to ensure

that that integrity is protected.

g. As a matter of general principle, the fact that computer hacking involves
sophisticated technology and concepts which were unknown 20 years ago
strongly militates in favour of a requirement that it be governed by an
appropriate legal framework developed with that technology and those
concepts in mind.

57. Accordingly, it is if anything more necessary than in an ordinary “interception’ case
that there be a clear legal framework governing activities of this sort.

58, There is no such framework. The only statutory scheme dealing expressly with the
unauthorised infection of computers was established in 1990. Far from establishing a
Convention-compliant framework within which such infection is to be permissible
on certain conditions and with certain safeguards, it makes clear that GCHQ's
atﬂﬁqiuﬂmpl}runhwfullnﬂmlhmmniampﬂvﬁdngpmﬂﬁm.m
availability of a warrant under ISA 1994 that simply cancels any unlawfulness is self-
evidently not an adequate safeguard.
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59, There is no Code of Practice governing the circumstances in which intrusion will be
permitted, by what means, against whom, in response to what level of suspicion and
for what kind of misconduct, or for how long their systems will be permitted to
remain compromised. Nor is there anything governing the procedure to be followed
in selecting for examination, sharing, storing and destroying any material obtained
(Liberty at [69]), or anything governing the relationship between GCHQ's programme
and the equivalent programmes being pursued by the NSA, FRA, and potentially
others. Even if it is strictly speaking permissible as a matter of construction of
domestic law (which, given the Defendants have not yet advanced any such case, is
not admitted), it falls short of the requirements of the rule of law and of the various
articles of the Convention which import those requirements.

GROUND Z: DISFROPORTIONALITY OF INTERFERENCE

60. Given the limited availability of the details of GCHQ's activity (still less the
purported legal basis for it) to the Claimants at this stage, the Claimants must reserve
the right to make more detailed submissions on the disproportionality of the
interference in due course.

1. For present purposes it is sufficient to say:

a. As set out above, the nature of the intrusion carried out against internet and
communications service providers’ employees and customers is far more
serious than the interception of their communications and, if left unchecked,
amounts to one of the most intrusive forms of surveillance any government
has ever conducted. The amount of data which can be collected, and the
speed, ease and surreptitiousness with which it can be done, is completely
unpreﬂ:denl:ed_ In those circumstances any such intrusion would have to be
highly targeted and justified by very specific circumstances in order for the
activity to be proportionate to any legitimate aim.

b. All the indications so far are that the activity goes far beyond any such
specific justification. Indeed, the compromising of network infrastructures
would tend to suggest the opposite: as reported by The Infercept in March
2014, the NSA (with the cooperation of GCHQ) intends to use those
infrastructures to deploy malware into “millions” of devices,
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.

CONCLUSION

Moreover, the lack of safeguards mentioned above - in particular the
apparent lack of any restriction on the extent or duration of the infection of
any particular device - tends strongly against any finding that the
interference is proportionate to any legitimate aim.

There is nothing in the publicly available documents relating to the attack on
Belgacom which suggests that there was any specific justification for
targeting Belgacom in particular, other than the fact that it was an operator of
major network infrastructure and that this would enable the infection of its
users’ devices,

62 The Claimants therefore seek the following orders (which, again, may have to be
supplemented or amended in light of further disclosures):

€,

A declaration that GCHQ's intrusion into the computers and network assets
of internet and communications service providers, their staff and their users
is unlawful and contrary to Articles 8 and 10 and A1P1 ECHE;

An order requiring the destruction of any unlawfully obtained material;

An injunction restraining further unlawful conduct.

63. The Claimants adopt and support, mutatis mutandis, the amendments and re-
amendments made in the Privacy [nfernational claim,

Ben Jaffey

Tom Cleaver
Blackstone Chambers
July 2004

Tom Cleaver
Blackstone Chambers

19 May 2015
13 July 2015
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IN THE INVESTIGATORY POWERS TRIBUNAL Case No, [PT 14/85/CH
BETWEEN:

FRIVACY INTERNATIONAL

Claimant
and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(1) GOVERNMENT COMMUNICATION HEADQUARTERS

Respondents
IN THE INVESTIGATORY POWERS TRIBUNAL Case No. [PT 14/120-126/CH
BETWEEN:
GREENNET LIMITED
RISEUP NETWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUB
Claimants

=and=

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(1) GOVERNMENT COMMUNICATION HEADQUARTERS

Respondents

Expert report of Professor Ross Anderson
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I, Ross John Andersen, will say as follows.

1.

| am Professor of Security Engineering a1 Cambridge University where | have been a
member of faculty at the Computer Laboratory since 1995, 1 am a Fellow of the Royal
Society and the Roval Academy of Engineering, and have won the Lovelace Medal, the
top UK award in computing. | am also an elected member of Council, the University's
executive body.,

| have worked or consulted for a wide range of technology companies both before joining
Cambridge and since, including IBM, Microsoft, Intel, Google and Samsung. | have also
consulted for financial services and utility firms from Standard Chartered Bank 1o the
Electricity Supply Commission of South Africa. [ have over thirty years' experience
working with computer and communications security, including eryptography, in both
industry and academia. My CV can be downloaded from my web page’,

Since coming to Cambridge in 1992 | have made pioneenng contributions 1o & number of
new areas of research and practice, incleding the economics of information security,
crypio protocols, AP security, digital copyright marking and hardware tamper-resistance.

The grand challenge tackled by my research is developing the discipline of security
engineering: building systems to remain dependable in the face of malice, error or
mischance. This focuses on the tools, processes and methods needed to design,
implement and test complete systems, and to adapt existing systems as their environment
evolves. Security engineering is inherently multidisciplinary, as the hard problems in a
globalised world usually have interlinked challenges in engineering, psychology, and
ECONOMICS.

This repont is chiefly concerned with items 5 and 6 (d)-(f) in the Propesed Legal lssues
and the consequences of seeking or inducing weaknesses in security facilities. By using
computer and network exploitation (CNE) to obtain easier access to information, GCHOQ)
and its pariner agencies often inflict very substantial harm on others and indeed on the
economy as a whaole by weakening the essential electronic infrastructure upon which the
world's economy and stability depends. This "equities issue’ is already recognised in US
policy and a number of senior former intelligence community officials now acknowledge
that the NSA and FBI got the balance wrong in the past”. UK policy and oversight need
1o be reconsidered accordingly.

! See hitp://www.ross-anderson.com or http/fwww.cl.cam sc.uk/~nald

* “Obama administration explored ways to bypass smartphone encryption™, Andrea Peterson and
? “Oibama administration explored ways to bypass smartphone encryption”, Andrea Peterson and
Ellen Nakashima, Washington Post, Sep 24, at https:/fwww washingtonpost. com/world/national-
security/obama-administration- ponders-how-10-seek-access-to-encrypled-
data2015/0923/107a81 1c-5b22-11e5-b3fe-0688aachatd_story himl
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Scope

6. Security engineering is not just about protecting “computers’ from hacking but about the
large and growing number of systems that rely on computation, communication or bath.
Examples include card payment systems, prepayment electricity meters, burglar alarms,
goods vehicle tachographs and speed limiters, taximeters and vending machines’. (1 have
been engaged in research and/or development work on all of these.) New systems coming
onstream now or in the near future include implantable medical devices, remotely piloted
aircraft and self-driving cars.

7. Every single one of these devices is of active or potential interest 1o law enforcement and
intelligence agencies, and every single one uses cryptography, access control
mechanisms, or both — the same mechanisms used to protect email and e-commerce
against snoopers and hackers.

8. Thus when we talk about law-enforcement access to systems we are not merely
discussing who can read your email. Who can read your electricity meter? (The drugs
squad would like to know who's running a lot of lamps.) Who can defeat your burglar
alarm? (Perhaps the coveri-entry teams at M15 would value that.) And can a police
officer stop your car other than by stepping in front of you and raising his arm? {There
are discussions on technical standards for doing just that with autonomous vehicles and
indeed even for vehicles controlled by human drivers”.)

9. Starting in the 1970s with the invention of the microprocessor, computers have been
finding their way into more and more devices. In the 1990s these were called ‘embedded
systems’; in the 2000s ‘things that think’; nowadays it’s “the Internet of Things’. More
and more devices contain software, and communicate with online services.

10. Omline communications can be a lifesaver. Many modern cars will alert a central
reporting centre if the airbags deploy. Many have an emergency call button with which
the driver can summon help afier an accident, There is no need for people injured in a car
crash 1o die slowly at the side of the road because no-one called 999 for an ambulance”

11. Even toy dolls now talk to data centres. Kids love toys that respond to their voices, but
doing voice-recognition in the toy itself would cut the battery life to days or even hours.
The solution is to send the child's speech over the home wifi to a remote data centre

* See my textbook “Security Engineering”, RJ Anderson, Wiley 2008; also available free online
at httpzfwww.cl.cam.ac.uk/~rjal 4book html

4 “E1J has secret plan for police to 'remote stop' cars™, Bruno Waterfield and Matthew Day, Daily
Telegraph 29 Jan 2014

% w]_amara Bell dies of injuries sustained in M9 car crash™, Libby Brooks, The Guardian, 12 July
2013
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where it can be understood and commands send back to the toy”. Gesture interfaces are
also spreading, and the video-recognition tasks involved are even more computationally
intensive and thus even more likely to be done remotely.

12. A 2014 repont by the US President’s Council of Advisers on Science and Technology
predicted that because of the spread of voice and gesture interfaces, almost every
inhabited space on the planet wiil soon have in it microphones and cameras that are
connected to data centres, many of them in everyday devices'.

13, It will become increasingly common for the software in everyday devices, like the
software in 8 PC or phone, 1o be updated remotely by the vendor or service provider. This
enables businesses to add features and marketing offers, In the case of safety-critical
products such as cars it will let some problems be fixed remotely, avoiding the cost of
physical recalls, and making it feasible to fix more problems. It will also be ever more
important to fix such security vulnerabilities as are discovered from time 1o time.

14. Thus when we discuss computer and network exploitation {CNE) for the purposes of
intrusive surveillance we are not just talking about objects that are recognisably a
*‘computer’. Many other devices can also be pressed into service.

15. A law enforcement or intelligence agent wishing to place a crime boss under surveillance
could also somehow access the microphone in his child's toy, or the server in the data
centre that turns the speech into text and thus into commands to the toy.

16. A drugs gang that always deals heroin in the back of 2 moving taxi could be placed under
surveillance by a traditional radio microphone, inserted physically under the seat;
alternatively, agenis could hack the dealer’s mobile phone and tumn on the microphone;
and if the dealer leaves his phone at home, agents could hack the car and tum on the
microphone used for voice commands, or even the microphone provided to make

emergency calls.

17. Successive FBI chiefs have complained that the world is 'going dark’ because of
encryption®. The reality is that although some service providers tumn on encryption (often
to stop competitars stealing their ads), the spread of computers and communications has
created a comucopia of new sources for law enforcement and intelligence. It used 1o cost
thousands of pounds a day to follow a suspect around; now, mobile phone location traces

* “Privacy advocates trv to keep ‘creepy,’ ‘eavesdropping’ Hello Barbie from hitting shelves”,
Sarah Halzack, Washington Post, 11 March 2015

" “Report to the President -~ Big Data and Privacy: A Technological Perspective”, President’s
Council of Advisers on Science and Technology, May 2014

' See for example Director James B. Coney at Brookings Insntute, 16 October 2013; text art
hitps:/fwww.fbi. govinews/speeches/going-dark-are-technology-privacy-and-public-safety-on-a-
collision-course
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are easily available. And while people used to do business on the phone or in person, now
people use email, text and chat, Material that would only be recorded if someone took the
trouble is now archived automatically and is potentially available as evidence unless
every single recipient takes the trouble to delete it, and does so competently.

The costs and risks of CNE

18. It is against this background that the Tribunal should consider the proper regulation of
computer and network exploitation (CNE) for law enforcement and intelligence purposes.
Where the ‘Proposed Legal Issues’ document refers to a “device’, it can mean not just a
smartphone, but also you car, your electricity meter, your child’s toy doll or even the
laboratory equipment being used to analyse your blood test in a hospital. The seme goes
for the Home Office’s Draft Equipment Interference Code of Practice.

19. 1 first consider the use of CNE by a law enforcement agency against a named individual
target when they have a warrant to do so. The targeted surveillance of someone against
whom an investigator has shown probable cause, or reasonable suspicion (depending on
the jurisdiction), to an independent party who has assessed whether the intrusion is
proportionate and necessary, is a reasonable extension of how civilised societies have
dealt with law enforcement intrusion into physical property for many years.

20. Targeted CNE does however face several challenges. First, the intrusion may render any
information collected difficult or impossible to use in evidence; the target, or some other
criminal defendant, might claim that any evidence claimed to be found on his computer
had been put there by the police. Whether such a claim is true or not in any particular
cases, its possibility has consequences. My colleague Professor Peter Sommer, who has
extensive experience in computer evidence, will discuss them in a separate report.

21. Second, the intrusion may place lives at risk. For example, in one of the first dismbuted
denial-of-service attacks, an ISP (Panix in New York) had its service taken down by
political opponents who hacked a number of servers in hospitals in Oregon and installed
malware on them. These servers then bombarded Panix with traffic, depriving its
customers of Internet service’. The hospital servers were casy targets because their FDA
certification required them to be kept in an insecure state, they could not be upgraded
with security patches as this would have voided their safety approval. Interference by
hackers with medical equipment carries clear and present risks.

22_ No harm to patients was reported in the Panix case, and while patients have been killed
by software failures in a number of other reported cases, we do not yet have any
documented incidents of people being killed by hacking attacks against machines on

% “Distributed Denial of Service Attacks™, Charalampos Patrikakis, The Internet Protocol Joumnal
Volume 7, Number 4

728



which they depended. (Hacking attacks have cost lives in other contexts; see for example
the two suicides reported by the police in Canada following the Ashley Madison hack'".)

23, Nonetheless, in my opinion it is only a martter of time before CNE causes fatal accidents.
Computers are becoming embedded in ever more devices, on which human societies
depend ever more in ways that are complex and ever harder 1o predict.

24, In addition to safety hazards, CNE camies political nsks that have been underestimated
the past. A recent example if the disclosure that GCHQ hacked Belgacom in order to
conduct surveillance of EU institutions''. Given that much of the UK 's law is made there,
this is almost ag if the First Minister of Scotland had authorised Police Scotland o
conduct surveillance of Whitehall by hacking BT. The Tribunal might ponder whether
such an operation would have ever taken place if it had required specific autharisation,
whether from a minister or & judge.

25, For this reason, security experts are overwhelmingly opposed 1o the use of CNE on a
vigilante basis even in those jurisdictions where it is still legal. It is simply not safe to
“hack back™, as the machine that is being used to attack you and which you want taken
offline might be providing a safety-critical service somewhere, or might belong to an
institution with some kind or power or authority that could harm you.

26. Yet despite the hazards of hacking unknown devices, criminals routinely do so, mainly in
order 1o assemble botnets — collections of compromised machines under their command
and control which they use to perform criminal tasks, such as sending phishing emails
{emails that purport to be from your bank and mvite you 1o enter vour bank credentials ar
a fake website) and mounting denial-of-service attacks.

27. We analysed the costs 1o the UK and global economy in a 2013 report commissioned by
the Chiefl Scientific Adviser at the Ministry of Defence. While some specific cyber
crimes can be costed separately, an ever-larger part of the direct cost of cybercrime
relates to the shared infrastructure created to support crime — most notably the “botnets”
or networks of infected computers which criminals create in order 10 send spam, conduct
phishing attacks against bank credentials, launch distributed denial-of-service attacks for
hire or for ransom, and even host unlawful content. The global direct costs are estimated
to be of the order of $4-5bn while the indirect costs - the time and effort taken to clean
up infected machines — is estimated at $10bn for companies and the same again for
individuals. The broader social costs to the global economy include a further $10bn 1o
individuals of economic activity avoided because of fear of cybercrime, while the cost 1o
merchants of people being reluctant to shop online because of security concerns is double

10 “Toronto police report two suicides associated with Ashley Madison hack™, Sam Thielman,
The Guardian, 24 August 2015

"I “Belgacom Attack: Britain's GCHQ Hacked Belgian Telecoms Firm™, Der Spiegel, 20
Seplember 2013
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that again', Because of the difficulties in measuring the costs of crime, these must be
seen as no more than defensible order-of-magnitude estimates. However it is notable that
an earlier Cabinet Office report estimated the direct and indirect costs of cybercrime to
the UK economy at about double the figures in the 2013 rupun“-

Use of CNE by nation states and their proxies

28, There have been many news stories of large-scale attacks on networks and computers that
caused significant disruption, including anacks on civilian infrastructure in Estonia and
Georgia after these countries had disputes with Russia. Thsee attacks were said by some
to be the wark of the Russian state but ascribed by others ethnic Russian hackers'. There
were also some very damaging attacks on Sony that were said by the US government to
be the work of North Korean siate |g:|:|u“.

29, My own group has direct experience of an attack from China on the private office of the
Dalai Lama in 2008 at the time of the Beijing Olympics. We received a call for help from
the Tibetan government in exile and | sent an Indian research student, who happened to
be in Delhi at the time, up to Dharamsala to help. We discovered that perhaps 35 of the
50 PCs in the Tibetan leader's office had been compromised and information was being
sent to three locations in China associated with military and intelligence units tasked with
different aspects of Tibet policy. For this and other reasons we were prepared to name the
Chinese state as the likely responsible party. Chinese officials protested at this; their line
was that eriminals must have done it. Indeed, the software tools used to penetrate and
then remotely control the Tibetans’ machines were cimeware tools, freely available on
the Internet, and used subsequently by Russian crime gangs. Further details can be found
in our technical report, “The Snooping Dragon.™*

30, The Snowden papers inform us that it is also NSA pelicy that where possible CNE
operations should use crimeware tools against targets that might be competent at
defending themselves, or be able to call on competent assistance. The main reason is
deniability; a secondary reason is that an agency will not want to needlessly risk a

 “Measuring the Cost of Cybercrime”, Ross Anderson Chris Barton, Rainer Bochme. Richard
Clayton, Michel van Eeten, Michael Levi, Tyler Moore and Stefan Savage, The Economics of
Information Security and Privacy, (Springer 2013) pp 265-300

13 wIhe Cast of Cybercrime™, Cabinet Office, 2011
" See for example “2007 cyberattacks on Estonia”, Wikipedia

1% “Obama imposes new sanctions against North Korea in response to Sony hack™, Dan Roberts,
The Guardian, 2nd January 2015

'® “The Snooping Dragon — social-malware surveillance of the Tibetan movement,” Computer
Labaratory Tech Report TR-T46, hitp:/fwww.cl.cam.ac.ukechreponsUCAM-CL-TR-746 . hitml
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valuable asset, such as a vulnerability of which no-one else is aware and which can
therefore be used 1o get covert access to high-value adversary systems.

31. The § eyes and other governments have been investing in CNE for intelligence, defence
and law enforcement purposes at ever-greater scale in recent years. Since the 2010
publicity for the Stuxnet atack on Iran's uranium centrifuge facility at Natanz'’, the
market prices for valnerabilities have surged.

32. This has led to significant unease in the industry about "vulnerabiity stockpiling”; that
rather than reporting problems with the systems on which we depend, many agencies
keep them secret, with a view to using them for offensive purposes.

The vulnerability ecosysiem

33. Vulnerahilities can be thought of as the computer equivalent of loopholes in the law, As
the law on some subject gets complicated, specialists notice interachions that the lawgiver
did not foresee and which may (for example) enable a company to pay less tax.
Eventually this is noticed, and once enough firms start using the loophole, the law is
changed. In exactly the same way, the software that runs on a computer, phone, car or
other device becomes more complex over time as new features are added; eventually,
security researchers or others notice that sequences of instructions which the designers
had not foreseen have some interesting effect, such as enabling unauthorised programs to
be run on the device. If this is exploited at sufficient scale, then eventually the sofrware
will have to be changed. This may be expensive: cars may be recalled to a garage for
patching, while railway signals may require a visit from & technician.

34. It is expensive to change software, just as it is expensive to change laws. Our society
mitigates the cost of law change by leaving many of the rules in regulations that can be
changed by statutory instrument, or in CPS or other guidelines that can be changed by
order. Similarly, many steps have been taken to reduce the cost of changing software 1o
fix vulnerabilities as they are discovered. Microsoft automatically ships a bundle of
patches to Windows PCs every month, and the software of many but not all mobile

phones is upgraded regularly.

35, There is also a software industry tradition of responsible disclosure, whereby security
researchers or others who discover vulnerabilities report them to the software maintainer
in confidence in advance of making them public. For example when our team discovers
flaws that eould affect banking systems we typically disclose them to regulators (the
FCA, the US Federal Reserve, the European Central Bank) who i tum pass the news on
to Visa and MasterCard who in turn inform equipment vendors and their member banks.
This gives the vendors time to work out how to fix their systems and ship upgrades to
their users. Public disclosure might follow 3-6 months after that, or longer depending on

'" See for example “An unprecedented look at Stuxnet, the world's first digital weapon”, Kim
Detter, Wired, 11 Mareh 2014
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36,

3

38,

39.

the circumstances. This convention aligns incentives in that the researcher gets rewarded
with publicity while the vendors are pushed to fix the flaw rather than hushing it up. In
the case of vulnerabilities in common operating systems and network software, disclosure
may be to the vendor, the maintainer, or a computer emergency response team (CERT).

This convention is backed up by further mechanisms. First, major systems and sofrware
firms such as Google, Apple and Facebook operate “bug bounty” programs, whereby
security researchers who report vulnerabilities get paid directly. Second, there have been
overt markets in vulnerabilities since about 2003 when iDefense and Tipping Foint were
set up. Their business model was to report the vulnerability to the vendor but meanwhile
warn their own customers, who would enjoy additional protection in the time window
between the vulnerability’s being reported and its being finally fixed. This was one of the
early industrial applications of the discipline of security economics that 1 helped found.

Since 2000, the 5 eyes powers have enjoyed privileged access to vulnerabilities reported
to the CERT system. This was part of a deal that ended the “Cryplo Wars", the struggle
between the NSA and the tech industry over the regulation of eryptography, to which I
will return later. At the time | was a consultant to Intel and under NDA; the NDA has
now expired. The deal as it was reported to me was that the NSA would stop pushing to
restrict the use of cryptography in ways that were harming US industry and instead rely
on the exploitation of vulnerabilities that occurred naturally. The mechanism is as
follows: when a vulnerability is reported to a CERT, it flows through the CERT network
to the main CERT in Pittsburgh, which then reports it to the vendor. CERT also has staff
with security clearances who also report it to the NSA. So the NSA has advance
knowledge of vulnerabilities that have been reported but not yet fixed. (The UK
government also set up a UK CERT under the aegis of the Security Service but this is
nowhere near as centrally located as the US one, which receives information from CERT
teams in thousands of organisations worldwide.)

This was how the world worked from about 2000-2010: thousands of vulnerabilities
discovered by many people independently would flow to vendors to get fixed; or flow via
CERT in which case the NSA, GCHQ and 5 eyes partners got & few months’ exploitable
advantage; or flow via vulnerability markets such as iDefense in which case their
customers got a few months’ advance protection instead. In either case, within a few
maonths the fix would become available to all.

Things changed from about 2010 with the growth of a second generation of vulnerability
markets consisting of companies whose customers did not want to get protection, but to
do attacks. Companies such as Vupen and Hacking Team started selling to government
agencies rather than 1o corporate America; they either sold hacking tocls, that would
enable a police force or intelligence agency to take over a suspect’s laptop or mobile
phone directly, or they sold vulnerabilities that the agencies could use in their own toals.
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40. As a result, the amount of money available to a researcher who found an exploitable
vulnerability in Windows or Android or i0S increased from perhaps $10,000 to over
$100,000.

41. The trade in vulnerabilities can be understood by studying a large cache of emails leaked
from Italian cyberweapons manufacturer Hacking Team, in July 2015'%. These emails
make their own business practices clear and also contain intelligence on their
competitors. According 1o initial press analyses of the leak, Hacking Team were not just
selling malware to NATO governments but to many repressive states, including Russia,
the Sudan and Uzbekistan, something they had denied doing". The Hacking Team leak
followed a hack of a UK competitor, Gamma, in 2014™. These leaks confirmed that the §
eyes agencies are major purchasers of vulnerabilities and of 10ols incorporating them.

Effects of CNE preparations on the wider software economy

42, These attempts by NSA, GCHOQ and other governments’ agencies to scquire and
stockpile vulnerabilities have so increased demand as 1o cause real damage to the
software ccosystem. For example, | learned in 2012 that a volunteer to the Webkit free
software project, which develops and maintains graphics software for use in browsers,
had been discovered trying to sneak a vulnersbility into the software, with a view 1o
selling it later. This sort of behaviour was profoundly shocking 1o the free sofrware
community; it might perhaps be compared to a news of a parliamentary draftsman
accepting a bribe from a company to insert defective language into a Finance Act 50 as 1o
create a loophole the company might exploit. While one might expect overt lobbying
{e.g. of ministers), a disclosure of covert manipulation of the legislative machinery could
significantly undermine trust.

43. Such behaviour had been unknown before it became possible 1o sell vulnerabilities for
six-figure sums, and it poses a real problem for the industry. Much of the software on
which we rely is built on free software platforms; FreeBSD is the basis for Apple’s
operating systems and Linux for Google's, while almost everyone's browser uses Webkit
and most of the world's web servers run Apache. Some of this software is provided by
companies who want others to use their standards, in order to get commercial advantage
elsewhere (for example, Apache was originally written by & consortium of firms
including IBM and Hewlen-Packard in order to provide a shared platform to compete
with Microsoft). But much is written by volunteers, such ag computer science graduate

'* See for example “Hacking Team: A Zero-day Market Case Study”, Viad Tsirkeivich's blog,
22 July 2015

a “Hacking Team hacked: firm sold spying tools to repressive regimes, documents claim™, Alex
Hem, The Guardian, 6 July 2015

* See for example “Top gov't spyware company hacked; Gamma's FinFisher Leaked”, Violet
Blue, ZDnet, & Aug 2014
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students, who acquire both skills and reputation capital thereby, rather like law students
interning as judges’ clerks. It will impose very considerable costs on industry if all
contributions to free software projects have to be vetted carefully for malice.

44. For this reason, industry views the stockpiling of vulnerabilities by the NSA, GCHQ and
others with great alarm and, in the USA at least, has lobbied hard for a change in policy,
particularly after the 2013 Snowden revelations make clear the scale of the program to
facilitate CNE. This has now become a sensitive issue in Washington,

45, The industry feeling of violation was exacerbated by the Snowden revelation that GCHOQ
had been collecting Google traffic in transit between the company's data centres, in order
to circumvent the encryption used by default on the links to users. Such network
exploitation was seen as a gross breach of trust and left firms determined that law-
enforcement access should only be through the front door, by due process of law.

46. The Snowden documents reveal that NSA / GCHQ built significant infrastructure to
facilitate global CNE, with references to systems such as FOXACID (for lsunching
malware against targets), TURBINE (1o control a network of TURMOIL implants), and
WARRIORPRIDE apparently a proxy network of infected machines providing
‘scapegoat targets’ through which exfiltrated material could be relayed. Technical
information is fragmentary but taken together the disclosures suggest that large numbers
of innocent people’s computers were taken over and used for intelligence or law
enforcement purposes without their knowledge or consent.

47. Following the Snowden revelations, President Obama set up a Review Group 1o advise
him what to do about surveillance. The group consisted of three eminent lawyers (Cass
Sunstein, Peter Swire and Geoffrey Stone), former counterterrorism tsar Dick Clarke, and
former acting CLA Director Michael Morrell. It recommended inter alia that the NSA
cease and desist from vulnerability stockpiling; that it should focus on its defensive
mission rather than its offensive one, and see to it that vulnerabilities were patched as
quickly as possible. President Obama implemented most of the Review Group's
recommendations; in this case he did not agree unconditionally but rather ardered the
NSA to set up a review process. A former NSA director admitied stockpiling in May
2014*" but by November 2014 the administration was claiming that it now kept back only
a very small number for offensive use, and reported the vast majority to ven

48, There are further costs that follow from the agencies undermining network and other
security standards, for example by restrictions on encryption, and from their preparations
and actions to target intermediate sysiems, from Internet routers to wifi hotspots. These

I “Former NSA chief defends stockpiling software flaws for spying”, Andy Greenberg, Wired, 7
May 2014

2 IS Gov insists it doesn’t stockpile zero-days to hack enemies”, Kim Zetter, Wired, 17
November 2014
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preparations form part of the same security/intelligence/law enforcement 1ool chain,
compromised routers and weak encryption can be used to insert malicious payloads into
the communications between endpoints of interest leading to one of them being
compromised, even if the endpeints cannot be compromised directly. 1 will set out the
background to encryption restrictions, and describe their effects; then deal with attacks on
network infrastructure.

Restrictions on encryption

49. The Prime Minister recently indicated that he would like to see restrictions on encryplion
that would ensure it never got in the way of law enforcement and mntelligence. President
Obama is unconvinced but the Director of the FBI has publicly supported the Prime
Ministers position.

£0. In response to this, an international group of experts on cryptography, including myself,
wrote a paper, “Keys under doormats™ which explains in detail why this is a very bad
idea. 1 include the paper as Appendix A. It has been published as an MIT technical report
and accepted for the Journal of Cybersecurity.

51. Most of us were members of a previous expert group which in 1997 responded to an
attempt by President Clinton to control cryptography with an earlier paper, “The rigks and
costs of key escrow™", which our paper in Appendix A brings up 1o date.

&2, There had been a number of sporadic attempts in the 19705 and 1980s to restrict the
civilian use of cryptography by using export controls, by steering research funding away
from areas considered sensitive, and by giving key researchers consulting work so as 1o
draw them within the security clearance system. Y et cryptography became steadily more
important in key commercial applications including ATM and point-of-sale networks
{where | first started working in the field), prepayment utility meters (where [ was also a
pioneer), software licensing and pay-per-view TV.

53, Cryptography is not just a tool for military and diplomatic communications
confidentiaiity. It provides dependable mechanisms for linking your bank PIN with your
account number; for generating the magic code needed to credit your electricity meter;
and for ensuring that your seftware will work, or your set-top box will decipher the
football, so long as you pay your subscription. It has become a general-purpose
mechanism for taking trust from where it already exists to where it is needed. My expent
group colleague and co-author Ron Rivest describes it as being “duct tape™. It's what we
use to bind digital objects together.

54, The agencies had seen cryptography as their "turf" and now had to watch as it escaped 10
become a mainstream commercial technology. And control was slowly being lost: the

3 H Abelson, RJ Anderson, SM Bellovin, ] Benaloh, M Blaze, W Diffie, ] Gilmore, PG
Meumanm, RL Rivest, J1 Schiller, B Schneier, “The Risks of Key Recovery, Key Escrow, and
Trusted Third-Party Encryption”, World Wide Web Joumal v 2 no 3 (Summer 1997) pp 241-257
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agencies had managed 1o see to it that the Data Encryption Standard, widely used by
banlks, had a rather short key, and banks realising this started to use multiple encryption.
The ever-widening applications of cryptography caused more and more engineers to leamn
gbout it and to start contributing innovations.

5% Business for its part became increasingly resentful at the inconvenience and insecurity
caused by export conirols on cryptographic technology. For example, in 1989 1 was
working for a large bank in Hong Kong and discovered that the ATM networking there
used encryption that was completely insecure. Smart criminals who had wiretapped the
ATM nerwork could have deciphered all the passing PINs, recorded the associated
account numbers, and forged cards on en industrial scale, possibly forcing the ATM
network to be closed. It had been felt impossible to get properly certified hardware
encryption devices not just for the network switch but for the 46 member banks; despite
the fact that Hong Kong was a British colony at the time, a number of the banks were
controlled from mainland China. Eventually the big banks decided to upgrade the
eryptography and push hard for the necessary export licenses. At that time, we were
suffering substantial credit card fraud by Chinese gangs in the region and needed to
introduce CVV's (the 3-digit security codes on card mag strips and signature strips),
which are also generated and verified by the hardware encryption devices. Multiple
annovances such as this were creating steady pressure for governments io liberalise
eryptography.

56, In 1993, however, the Clinton administration announced the Escrowed Encryption
Standard, or Clipper chip. The offer was that firms who switched to this standard would
be able 1o expon devices containing cryptography. The catch was that the chip contained

an NSA master key, and the design supposedly had the property that encrypted material
could be decrypted by the intended recipient, and also if need be by the NSA,

57. In short order, a cryptographer at Bell Labs (Matt Blaze, one of my coauthors on the two
crypto policy papers) found a flaw in this design™, and the Clipper chip was abandoned.

5. Several further attempts were made by the US, UK and other governments to come up
with technical proposals for controlling commercial cryptography. GCHQ sponsored the
development of a key-management protocol for public-sector use, which was showed by
a number of academics to have flaws, just like Clipper””. There was a proposal that all
cryptographic keys should be put in “escrow” with a “trusted third party”; so all key
services would have to be licensed, and a licensing condition would be that the service
operator kept copies of the key to hand to GCHQ. The European Commission objected
because kevs are also used for electronic signature, and third parties with spare copies of

2 wprotocol Failure in the Escrowed Encryption Standard™ MA Blaze, Proceedings of the 2nd
ACM Conference on Computer and Communications Security: 59-67

# #The GCHOQ Protocel and its Problems™ RJ Anderson, MJ Roe, Eurcerypt 97 pp 134148
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keys could forge signatures. Industry objected that government demands to control
ervptography were hindering innovation and harming public confidence in e-commerce.

59. While this debate was raging, the UK and US governments prevented the export of
mypmgnp]:e- using keys longer than 40 bits. Such kevs are weak as they can be found by
trying all 2™ (about one trillien) possibilities. Longer keys required licenses, so could not
be used in mass-market equipment. Licenses were granted only for specific applications
such as banking and often only afier lengthy and opague negotiations about the capability
of the equipment concerned. This hindered innovation and led directly to serious harm.

60. For example, the content scrambling system used in DVD disks had to use 40-bit keys
and as a result was easily broken. This meant that video copyrights could be infringed by
illicit copying, and that the region control coding scheme used by the film ndustry to
release new videos at different times in different parts of the world was defeated. This in
turn meant that studios had 1o pay for worldwide marketing of films from the day of
release rather than test-marketing them in the USA first.

61. Another example comes from WEP, the first system used to encrypt wifi. Its vulnerability
meant that people could get service without paying, and that supposedly secure wifi
nerworks could be penetrated in order to attack devices using them. The most high-profile
resulting loss was claimed to have been the theft of over 40 million customers” eredit and
debit card details from TJ Maxx, millions of which were sold to fraudsters™. The hacker
Albert Gonzales was arrested with $1.65m in cash and got 20 vears. The costs to affected
companies, including banks who had to reissuve compromised cards, were reported in
hundreds of millions.

62. Some industries were permitted to use slightly longer but still inadequate keys. For
example, the most common contactless smartcard system for many years was the Philips
Mifare, variants of which have been used in many systems from the Oyster Card to the
door locks on the building where | work. The Mifare card used 48-bit keys and was
broken ten years ago. As a result, the Oyster card could be cloned from October 2008 and
TL had to improve back-end systems to detect cloned card use® .

63, Most of the remote key entry systems used in cars have been broken as they use defective
cryptography designed in this era; a significant proportion of the theft of high-value
motor vehicles in the UK can be traced, directly or indirectly, 10 the Crypto Wars. Many
ather vulnerable systems are still in service, forcing system operators to implement
system changes or mitigations at great expense, or live with the risk of breakins.

* T 1 Maxx Data Thefi Likely Due 10 Wireless ‘Wardriving'™, Larry Greenmaier, Information
Week 9 May 2007

7 “Why being open about security makes us all safer in the long run”, B Schneier, The Guardian,
7 August 2008
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4. Another victim of weak keys is the authentication in CANBUS, the standard way for
components in a car to talk to each other. An attacker who can run malicious code in a
car radio (for example) can progressively take over one vehicle component after another,
until ultimately they have the engine control unit, the brakes, the accelerator and even the
door locks. In 2010, researchers from UCSD and the university of Washington showed
they could take over all but the steering wheel of a target vehicle®™. This led others to
experiment with hacking motor vehicles remotely, and recently to the recall of 1.4
million vehicles by Chrysler after hackers showed they could take over 2014 and 2015
model Jeep Cherokees over the Intermet™,

65. Where products supported weak keys for export but strong keys for domestic use in the
USA or in 5 eyes countrics, the key management mechanisms typically turned out to be
vulnerable to attack.

66. One example is SSL/TLS, the protocol used to encrypt traffic 1o and from websites. Since
its introduction two decades ago. this has suffered repeated “downgrade” or “rollback™
attacks where an attacker tricks the communicating parties into believing that the other
party is using export-grade cryptography. Most recently, the FREAK attack™ targeted
export-grade RSA keys, and embarrassingly the vulnerable websites included
whitehouse. gov and nsa.gov (in total, over a third of websites were vulnerable including
large commercial sites such 8s American Express and Groupon).

7. Another is the BBE (Barkan-Biham-Keller) attack on GSM, the standard used by mobile
phones for authenticating handsets and encrypting both speech and text messages. Again,
there was a ‘strong” algorithm A5/1 and an *export’ version A5/2". It tuned out that an
attacker who listens to a conversation encrypted with the former can then replay the
anthentication protocol later to the handset, asking it to use the latter. The handset
generates the same encryption key it used before, and this key can now be solved,
enabling the earlier traffic 1o be read. This vulnerability persists to this day despite the
later introduction of an *even stronger algorithm’ AS/3. The result is that foreign
intelligence services who maintain sigint facilities in their embassies in London can
decipher the mobile phone calls and texts of high-value UK targets.

™ Experimental security analysis of a modern automobile, Karl Koscher, Alexei Czeskis,
Franziska Roesner, Shwetak Patel, and Tadayoshi Kohno, IEEE Symposium on Secunty and
Privacy 2010

** “Eiat Chrysler recalls 1.4m vehicles in wake of Jeep hacking revelation”, The Guardian, 24
July 2015

¥ ~yE-2015-0204

* Instant ciphertext-only cryptanalysis of GDM encrypted communications, E Barkan, E Biham,
N Keller, Journal of Cryptology v 21 (2008) 392-329

738



68, Another is the hogely complex design of IPSEC, the protocol used in most virtual private
networks (VPNs) on which many companies rely 1o protect confidential data in transi
across public networks. This resulted from the NSA/GCHOQ demand to have an export
version that does authentication only. Snowden revelations about all VPNs being
breakable, and about collection of IPSEC key negotiation traffic worldwide, have since
undermined firms’ confidence in VPN products.

69. A current topic is BGPSEC. At present, the networks that collaborate to form the Internet
trust each others’ route announcements, which are not strongly authenticated. Problems
can occur when one network announces that it has good routes to certain IP addresses and
this causes other networks to send it traffic for those addresses, where this is not
appropriate. For example, Pakistan Telecom tried on 24th February 2008 to censor
YouTube by announcing that it had good routes to YouTube; this announcement was
visible worldwide rather than just in Pakistan, leading to 2 hours and 15 minutes of global
service denial, In another incideat, China Telecom announced on Bth April 2010 that i
had good routes to many US and other addresses, causing about 15% of the world"s
Internet traffic to flow via China for 18 minutes. Some people thought this was
backscatter from & Chinese test of a “cybermuke™; my own view was that it was probably
an honest mistake™, Nonetheless it's clear that malicious route announcements could do
grave damage to the Internet’s routing infrastructure, and in consequence a suite for
authentication protocols for interdomain routing, BGPSEC, is currently under
standardisation. However BGPSEC doesn't stop route leaks or relay anacks, and some
people are concerned that the GCHOQ/NSA mput to this process is having an effect similar
1o that on X.50% and IPSEC. To put it bluntly, perhaps the agencies areé more concermed
with their ability to take out the Intemet in hostile countries in times of tension than they
are with preventing hostile actors (including terrorists) doing the same 1o us.

70, The laws and regulations enacted to impose expart controls on cryptography also inflict
coliateral damage. In the 1990s the US pushed the UK 1o extend export controls from
tangible items such as tanks and planes to intangibles such as software. The result was the
Export Control Act 2002, This was opposed by research scientists, including then
President of the Roval Society Lord May, as it brought under the export control regime
not just cryptographic software but software written by academics to control many types
of scientific equipment that were subject to export licensing. The effect is that perhaps
tens of thousands of academics, as well as tens of thousands of software developers, are
technically breaking a law of which most are completely unaware. Those of us who are
aware of the law can circumvent it with ease (by putting software in the public domain by
making it available on our websites).

* For a discussion of these incidents and BGP security generally, see”Resilience of the Internet
Interconnection Ecosystem™, Panagiotis Trimintzios, Chris Hall, Richard Clayton, Ross
Anderson and Evangelos Ouzouios, ENISA, 2011
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Indirect costs of GCHQ / NSA controls on commercial information security

11,

T2

The persistent attempts by GCHQ and its 5 eyes colleagues to see to it that commercial
information security is only just ‘good enough’ impose serious costs indirectly. For
example, during 19956 1 advised the BMA on the safety and privacy of medical
information systems, and one of the issues was whether medical records, test results and
so on could be sent by email. After we suggested that personal health information be
protected using available free software tools such as PGP, the Department of Health
commissioned a report from a consultancy that took advice from GCHQ and
recommended a government-use system with key escrow. GCHQ saw this as a means of
marketing their key escrow agenda but the technology was inappropriate. First, there is
no need for government access 10 keys when at least one endpoint is always an NHS
organisation and the government thus has access to the plaintext anyway. Second, the use
of a closed proprietary system cut sharply the number of possible competing suppliers,

The end result was first that the NHS initially adopted an obsolete email standard (X.400)
which delayed the adoption of proper email in the NHS by several years; second, that BT
became 8 monopoly provider of NHS networking, with the result that the DSL link to a
GP practice costs perhaps ten times as much as a similar link supplied by the same
company to a vet next door; and third, that for some years the focus of information
security in the NHS was keeping out “hackers’ rather than preventing abuse of authorised
access by insiders, which is by far the main source of abuse. In short, a misguided GCHOQ
policy led to NHS networking being late, expensive and insecure.

. As a second example, | worked on standards for authenticating communications in

electricity substations with a student who was sponsored by ABB to work on this
problem. The US government had realised that its electricity transmission and
distribution infrastructure might become vulnerable to cyber-attack and had pushed the
regulators and standards bodies to come up with solutions. Consultants were hired and a
proposal, which became draft IEC 62351, according to which communications between
devices in a substation would be digitally signed. This was however not implementable as
some of the messages between meters, controllers and switchgear must be delivered
within Sms, and the eryptographic processors capable of executing the specified digital
signature algorithm quickly enough are subject to US and UK expori controls. The
standard had to be redesigned to focus on protecting communications from the substation
to the network control centre using such mechanisms, while traffic on the substation's
local arca network would be protected either physically or using message authentication
codes that can be computed and verified quickly in software. This whole debacle held up
for several years the standards process and thus the prospect of protecting power grids,
both in the USA and here, from cyber-attack using standard cryptographic mechanisms,

Deliberately weakening systems to facilitate LE access
74. In addition to the weaknesses in encryption algorithms and protocols described in the

section above, there have been sustained and harmful efforts to modify system designs in
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other ways to facilitate law enforcement and intelligence access. This is partly done by
overt means such as CALEA (the US Communications Assistance 1o Law Enforcement
Act, which enables the US authorities to order the suppliers of communications hardware
and software to build in wirctap facilitics), and partly by covert deals, of which the most
notoriows was the backdoored elliptic curve random number generator.

75. In that case, the ‘Dual_EC PRNG' was designed by the NSA and standardised by NIST.
It was used to generate cryptographic keys. It is now believed that the NSA, knowing
secret parameters, can predict the random numbers it generates and thus the keyvs. As the
generator is slower than need be, adoption incentives were needed, and it is reported that
the NSA paid RSA Data Security, the main supplier of encryption toolkits 1o developers,
$10m to embed it by default in its product. The contract berween RSADS] and the NSA
was ameng the Snowden leaks. The collateral damage has included the credibility of
MNIST as a cryptographic standards-setting body; NIST had to abandon proposed changes
to the cryptographic hash function SHA-3 as the crypte community is no longer prepared
1o trust it

76. It is not only the US government that pushes telecommunications equipment providers to
insert wiretap facilities; GCHQ has been doing the same since at least the early 1970s
when standards were set for the first electronic telephone exchanges. It cooperates with
other agencies in Europe to standardise mechanisms via ETRI. In addition to providing
interfaces of signals intelligence agencies to collect traffic, under various warrantry
regimes, from the operator with its cooperation, such mechanisms are sometimes also
exploited covertly, and academic researchers have criticised the quality of security
protection engineered around these back doors. In a famous case, law-enforcement access
features standardised by ETRI in GSM base station and back-end systems were exploited
to hack Greek povernment mobile phones in 2004 during the Athens Olympics. A team
of unknown amackers subverted the wiretap facilities in the network of Vodafone Greece
to tap the mobile phones of the Prime Minister, the Minister of Defence and other
prominent Greek officials™ .

77. Yet another example of subverting commercial computer-security products was revealed
again in the Snowden papers with the story that GCHQ / NSA had been reverse
engineering and finding ways 1o subvert anti-virs software™’. The news that security
software can also be a vector of infection by state actors can have a chilling effect on
normal users’ willingness and ability to protect themselves. The cynical may ask whether
it's significant that the antivirus firm in the story is a Russian one, which disclosed the
existence of Stuxnet. 1s this GCHOQ / NSA's revenge? Are Western antiviros firms like
Symantec and McAfee trusted not to find US / UK government malware? | have no
answer to these gquestions, but once people start thinking in these terms, trust in the whole

** The Athens Affair, Vassilis Prevelakis and Diomidis Spinellis, [EEE Spectrum 29 June 2007

* “GCHO and NSA broke antivirus software so that they could spy on people, leaks indicare™,
Andrew Griffin, 23 June 2015
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industry is undermined. It becomes more difficult to get people and firms to take even
rational action to mitigate real threats from cybercriminals and hostile state actors.

Coneclusion
78, In conclusion, GCHQ has been engaged at all material times with the NSA and its other 5

8l.

eyes allies in a sustained, directed and generously funded programme to facilitate CNE
by restricting the use of strong information security mechanisms such as cryplography,
undermining their effectiveness by subverting the design and implementation of
eryptographic protocols, random number generators and other essential system
components; compelling the introduction of backdoors into infrastructure and other
products by manipulating technical standards or as a condition of expont licensing;
positioning itself in the vulnerability reporting ecosystem so as 1o take covert advaniage
of naturally-occurring vulnerabilities reported in good faith for remediation; and
subverting the market for vulnerabilities by bidding up the price of exploits that are not
thereafter reported 10 veadors for closure.

. This had imposed very substantial costs on industry and society as a whole. It has

facilitated common criminality such as car thefi. It has undermined the confidence of
prospective customers overseas in the trustworthiness of securify and other products
offered by UK suppliers. It has damaged public confidence in the trustworthiness of
online services, which imposes direct costs on industry; bank customers are more
expensive to service in branches than online, and the same goes for much of the retail
sector. In general the indirect costs of security breaches are significantly larger than the
direct costs.

. The equities issue is now discussed openly and frequently in the serious business press,

not just the technical community. For example, The Economist writes on Sep 13 2015:
“Digital weapons have their drawbacks. Iran ‘s nuclear programme was delayed, not
derailed. But they present problems for America s military planners. They involve
discovering and exploiting weaknesses which potentially affect everyone, not just
America's enemies. The NSA, posi-Snowden, is under fire for having deliberately
weakened commercial eryptography to ease its espionage efforts. A digital weapon thar
sabotages power stations could also be discovered and used by America’s foes.” As a
result, industry has pushed back hard.

1 would like finally to refer the Tribunal to a report in the Washington Post, “Obama
faces growing momentum to support widespread encryption™, Sep 16 2015, and a leaked
National Security Council document discussed therein “Review of Strategic
Approaches”, The document and the story suggest very strongly that the US Government
is moving towards abandening the policy of pushing for back-door access to systems and
instead favouring defence over attack. This is also a position that many eminent former
members of the US national security establishment have adopted as the relative costs
have become clear. These are not just economic costs but also relate to the West's soft
power — our ability to be a beacon for democracy and human rights in a troubled world
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must also be balanced against the minor additional gains that might flow 1o intel and law
enforcement if the rules online were 1o be less onerous that the mules offline.

82. 1 refer in particular to the statements of former NSA Director Mike McConnell and
former Homeland Secretary Michael Chertoff to the effect that despite the legitimate
concerns of law enforcement about encryption, “the greater public good is 2 secure
communications infrastructure protected by ubiquitous encryption at the device, server
and enterprise level without building in means for government monitoring.”

83, They continue, “The administration and Congress rejected the Clipper Chip based on the
reaction from business and the public, In addition, restrictions were relaxed on the export
of encryption technology. But the sky did not fall, and we did not go dark and deaf. Law
enforcement and intelligence officials simply had to face a new future. As witnesses 1o
that new future, we can atiest that our security agencies were able to protect national
security inferests to an even greater extent in the "90s and into the new century.”

84, The overnding public interest is in protecting the secunty of the digital infrastructure on
which we arc all increasingly coming to rely. The actions of GCHQ / NSA have caused,
and will continue to cause, damage to that infrastructure and 1o our computer and
communications security more broadly by svstematically interfering with security and
cryptography - via standards, via export controls, and now via the large-scale deployment
of CNE.

85. The US admimstration thankfully seems to be realising that this was a strategic mistake.

B6. 1 am happy 1o provide the Tribunal with further information, if so requested, and 10
appear before it

Signed

Foss John Anderson
Cambridge, September 30th 2015

Appendix A: “Keys under doormats”, MIT CSAIL-TR-2015-026, July 2015
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1.

1 am instructed by Bhatt Murphy, solicitors who act for the Claimants,
to provide the Tribunal with expent evidence in relation 1o the
technical features of the various forms of Computer Network
Exploitation and Equipment Interference. | am asked to provide a
description and to indicate the degree of interference with privacy
involved in such activities, and issues that may arise in the
authorisation and deployment of these techniques and their oversight.

. For the purpose of this Report my over-riding duty is to the Tribunal

and not 1o those who instruct me. | understand that the Tribunal does
not kave procedural rules similar to those in the Civil and Criminal
Courts but nevertheless [ have followed the obligations on Exper
Witnesses laid down in Civil Procedure Rule 35 and Criminal
Procedure Rule 33 (Rule 19 in the version with effect from 5 October
2015).
This Report is aimed principally at addressing elements in Item 6 in
the Proposed Legal Issues document of 27 July 2015 and in particular
providing factual evidence to suppon the assumptions that the use of
CNE might have involved the following:
*  The obtaining of information from a particular device, server
or network. (item a)
*  The creation, modification or deletion of information on &
device, server or network. (item b)
* The carrying out of intrusive surveillance. (item ¢)
*  The use of CNE in respect of numerous devices, servers or
networks, without having first identified any particular device
or person a5 being of intellipence interest. (item e)
* The use of CNE to weaken software or hardware at 1ts source,
prior 1o its deployment 1o users. (item f)

* The obtaining of information for the purpose of maintzining or
further developing the intelligence services” CNE capabilities.
{item g)
1 understand that item 6(d) is being addressed in a report by my

colleague Professor Ross Anderson.
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4. In addition the Report also sets out my opinion on the following
glements in Ttem 5:

*  What records ought to be kept of CNE activity? Is it necessary
that records of CNE activity are kept that record the extent of
the specific activity and the specific just:fication for that
activity on grounds of necessity and proportionality,
identifying and justifying the intrusive conduct taking place?
(item b)

*  What, if any, is the relevance of the fact that, until February
2015, it was neither confirmed nor denied that the
Respondents carried out CNE activities at all? (item d)

* What, if any, is the relevance of the Covert Surveillance and
Interference Code, issved in 2002 and updated in
2010 and 20147 {item &)

*  What, if any, is the effect of the publication of 2 Draft
Equipment Interference Code of Practice in February 20157
(item f)

*  What, if any, is the relevance of the Intelligence Services
Commissioner's oversight of the use of the powers contained
within 1SA 19947 (item g)

*  What, if any, is the relevance of the oversight by the Tribunal
and the Intelligence and Security Commitiee of Parliament?
{item h)

Qualifications
5. 1 am an academic and cyber security consultant. 1 have acted as an

expert, over the last 20 years, in many criminal and civil proceedings
in the UK and elsewhere usually where digital evidence has been an
issue including official secrets, terrorism, state corruption, global
hacking, murder, corporate fraud, privacy, defamation, breach of
contract, copyright breach, professional regulatory proceedings,
harassment, allegations against the UK military in Iraq and child
sexual abuse. Particular themes have been situations where the Court
requires assistance to understand technology and assessments of
quantum and extent of damage. I have acted as an expent for the
prosecution and defence, for claimants and defendants and have
advised governments and individuals.
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6. My first degree 15 n law, from Oxford University. Until 2001 1 was a
Visiting Professor in the Department of Management at the London
School of Economics. | am currently a Visiting Professor at De
Montfort University Cvber Secarity Centre and lecture, examine and
validate curmcula at other universities. | have been 2 specialist
advisor in the House of Commaons and consulted for the OECD, the
LN, the European Commussion, the UK Cabimet Office Scientific
Advisory Panel on Emergency Response, the UK National Audit
Office, the Audit Commission and the Home Office. The OECD
waork, written with Professor lan Brown of Oxford University,
nddressed the cyber aspects of Future Global Threats. [ have given
evidence to the Home Affairs and Science & Technology Select
Commirtees, the Joint Committee on the Communications Data Bill
anid 1o the Intelligence and Security Commities.

7. 1am the authar, pseudonymously, of The Hacker's Handbook,
DataTheft and The Industrial Espionage Handbook and under my own
name Digital Evidence, Dighal Investigations and E-Disclosure
(LAAC) now in its 4th edition.

8. During its existence | was the joint lead assessor for the digital
speciality at the Home Office-sponsored Council for the Registration
of Forensic Practitioners and currently advise the UK Forensic
Science Regulator and the Home Office on communications data.

9, I am a Fellow of the British Computer Society and also a Fellow of
the Roval Society of Arts.

What techniques are involved in “Computer Network Exploitation™ and
“Equipment Inference™?

10, Computer Network Exploitation - CNE - means the use of what are
commanly called “hacking™ technigues in order to gain access to
computer-held information. It can also refer (o aggressive destructive
actions, for example to disable or disrupt a computer resource.
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Equipment Interference - EI - refers to a number of related specific
techniques; the interference can be to software including operating
systemns but also to hardware. A related three-letter acronym, CNA,
stands for Computer Network Attack, activities designed to destroy or
degrade the computer resources of others. The terms are, 1o &n extent,

used interchangeably.

11. Equipment Interference, as it appears in the Home Office’s Draft Code
of Practice ("Draft El CoP") published in February 2015" uses
language which, intentionally or not, does not make obvious what in
practice is involved. Similarly the Home Office Covert Surveillance
and Property Interference Code of Practice of December 2014" appears
at first reading to be about authorisations in particular circumstances to
enter private premises without saying that frequent reasons for so
doing include the planting of devices that will capture activities within
those premises via sudio and video and transmit the results — by wire,
radio, mobile phone or other means — so that they can be heard, and if
sppropriate, recorded and analysed by investigators. None of the
provided examples refer to this.

12. Paragraph 1.6 of the Draft E] CoP reflers 1o the following:

This code applics 1o (i) any interference {whether remoely or otherwae)

by the Intelligence Services, or pereons acting on their behalf or in their

suppor, with equipment producing electromagnetic, acoustic and other

emisgicns, and (i) information derived from any such interference, which

is to be authorised under section 5 of the 1994 Act, in order to do any or all

of the following:

8] obiin information fram the equipment in parsuit of intelligencs

ot

b} obtain information conceming the ownership, nature and s of the
equipment in pursuit of istelligence requirements;

¢] locate and examine, remove, modify or substitate equipmient kardware
ar software which is capable of yielding information of the type
described in 2) and bi;

d ) ensble and facilitate surveillance sctivity by means of the equipment

1
hitpa:/farww. pov. uk/government/uploads/system/uploads atachment_data/file/401863/Drafi_Equipment_In1
rfm:_m_nl'_?ﬂndnﬂ.pdf

https: /fwrwow. gov. uk/goveramentiuploads/system/uplosds/anachment_data/file/384975/Covert_Surveillance_
Property_lnterrefernce_web__ 2 pdf
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“Informatios” may inclode communcations coment, and communications
data ps defined in section 21 of the 2000 Ac

13, The position of the Agencies, referred to in the Proposed Legal Issues
document, is that they neither confinm nor deny ("NCND™) their
capabilities. One reason for this is that they fear that publication
would aler1 their targeis who would then take more effective evasive
action’. The problem with this position is that politicians who grant
genera] powers through legislation and Codes of Practice, those who
authorise specific activity and those charged with pre- and post-
deployment oversight mey not have sufficient understanding of the
levels of intrusion involved in an application and hence not be able to
make informed judgements about necessity, proportionality and issues
of collateral intrusion. In addition, as will be seen later, a number of
actual acts of exploitation involve several stages of technical activiry
each of which perhaps ought to be the subject of separate
authonsations,

14. It might appear that the only sources of public information about the
use of various El technologies by government agencies are described
in the Snowden papers a5 published by various news outlets and
unredacted passages in the Pnvacy and Security Report of the
Intelligence and Security Committee of Parlizment (“15C Report™)*
published in March 20135,

15, Bui there is a substantial literature going back over 400 years on
“hacking™ and cybercrime techniques. The authors include academics,
analysts employed by ‘malware’ (malicious software) detection and
security companies’, specialists in digital forensics, expert witnesses
providing evidence in court and specialist technical journalists®. There

. F.upnmi:u’i Open Response paras 4-9

* hitps: b | cha9h3.a- 50663 | fd-3-

sites googieproups com/s/independent. gov ukfisofile201 20312 _I5C_PYW2B5%IBRp Eweh 'l pdiMat
schauth=ANoY TorY el 30 Tokow Uhw MEX saPjiTY e Ak L 6dyGPabXr THyASqERaR | 3 DmB 65 TRA4 0y
egEMPMOTghévagrrGIg P X Chik VM b Zoelly 0HyTWoBIHTC 4TUBnmXF320n05HDZD] ghe
AglR b1 215 cwad BOQOmMA S0 v EEEN e Mmerv Tol 0V rfubgBW TaxvNE ydeanejRaaB L)V TpiFW
meWEHKRA CeREBRPY qevI3-PioS CgG S D4MF | wimd glanredirects=0
* For example hitps:/‘secureliss com’ , hatp.(www symantec com/security_response/
* For example hop./krebsonsecurity com/, himps:www schneier com/
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are also specialist conference series such as ‘BlackHat'” and ‘Defcon’
where such techniques are presented and discussed’, “Penctration
Testers”, sometimes known as “White Hat' Hackers, are technicians
employed by businesses to test the security of their systems by
employing hacking techniques to an agreed and designed agenda to
examine whether the business has proper security procedures and
systeme. Some collections of tols used by penetration testers are
freely available, for example Kali Linux and Metasploit”. These are
collections of software tools that bring together a range of CNE
techniques to allow such techniques to be deployed quickly and easily.
These tools are freely available and do not require extensive technical
skill to make use of, although a skilled user will obviously be able 1o

do mone.

16. Hacking in the non-Agency world may be carried out for a varety of
reasons: as a demonstration of technical skill (recreational hacking),
as & form of propaganda to draw attention to a political or ideclogical
aim, as an element in perpetrating & crime such as theft, criminal
damage and extortion, as a means of industrial espionage, as a means
of destroying the reputation of an individual or an organisation, as a
means of circumventing copyright protections. People with these
different aims may use the same or very similar techniques.

17. GCHO will be fully aware of this literature both for its own CNE
activities and as part of its remit to provide advice on cyber defence
via its CESG unit. To put it in a more tabloid fashion — if certan
exploit tools can be deployed by 16- and 17-year-olds to significant
effect as T have seen in my practice as an expert witness then it would
be very surprising if GCHQ were not able to call upon and wse similar
or better techniques.

" hitpa:/ifwwra blackhat.com
! https:/twrwrw defeon.org

 hotps/twww kkali.org!. There are also & mumber of related books, eg Kali Limex: Asnering Security by
Pemesration Testing and Masiering Kali Linux for Advanced Penetration Testing
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18. It is thus relatively easy to assist the Tribunal sbour many of the
CNE/EI techniques from open sources. There is no definitive
generally agreed taxonomy of hacking methods and, as will be seen,
many actual exploits may require more than one hacking 1echnique 1o
achieve success. The paragraphs that follow provide a non-exhaustive
overview of some of the most widely-used; there is some unavoidable
overlap in some of the descnptions and some exploits can be placed m
more than one category. Later 1 will also refer to some of the
“Snowden” slides.

Remote Access: Software

19. The simplest form of unauthonsed remote access (o a computer is (o
acquire by some means its sign-on credentials. The means can
include “shoulder surfing”, watching a legitimate user, and social
engineering tricks™ such as phishing'', but also information acquired
through the examination of paperwork linked to & user. [t is also
possible 1o use “brute force™ guessing of credentials, the successive
trying of possible passwords until one is successful.

20. There are also the results of the deployment on other devices of some
of the techniques explained below and where the devices contain the
credentials. Armed with the credentials the intruder can then user the
computer in exactly the same way as a legitimate user; indeed it may
niot be possible, from the digital evidence alone, to distinguish
between the intruder and the legitimate user.

21, Personal Computers Beyond this it 18 trivially easy 10 control a
personal computer and many other devices remotely across & network
including the Internet. Facilities to do so are included in most
versions of Microsoft Windows in the form of “Remote Deskiop
Connection™"”. The main aims are, for example, 1o allow a user to

access an office computer from home or a travelling user to access a

" To induce some-one 1o carry out an action against theis interests — soe paragraph 66 below

" The sending of booby-trapped email and the use of booby-trapped websites,

" e iwimdpas microsoft com en- ghiwindiow s conmect- i g -nemmobe -0es Ko -Conn ECn0 iR Can BCT- Uk -
remole-desktop-comection=wimndows-T
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home computer, and to allow users to receive remote assistance from
a technician. More sophisticated facilities are availuble via such
commercial products as TeamViewer'”, Logmein'* and
GoToMyPC", The essence is that the computer to be remotely
accessed needs to have present a small program which cen receive
and accept remote commands.

22, There are two types of facility — the ability to view and interact with
the computer in the same way as a local user, and the ability to see
and explore & list of files on the remote computer in much the same
way as in "My Computer” or “File Manager”. Files can be
downloaded from the remote computer &nd indeed uploaded 1o it

23. The programs mentioned above are overt in their operation and in
practice the technical problems for investigators are not the basic
facilities but finding ways 1o make the operation coverl. The aspects
that need 1o be addressed are:

23.1. To inseri software on to the target computer without being
detected: it will need to evade any malware-detection programs
likely to be present. The usual mechanisms are via compromised
anachments in emails, via code embedded in websites and via
compromised USB sticks.

23.2.  Tohide any sign that the software exists and the device is
being remotely controlled — the hiding has to include any on-
screen activity but also the presence of untoward files.

23.3. To hide the fact that data is being transmitted from the
computer; this will need to evade security facilities such as
firewalls.

24. Commercial and hacker programs o achieve these aims are widely
available. Hacker programs are also known as Trojans and RATs -

" hatpeLweww seamviewer. com/
* hips: [isecure. logmein.com/
™ hrpa:fwwew, goilomEype. com
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Remote Access (or Admimstration) Tools = and have besn in
existence for at least 30 years'®., Commercial programs are aimed at
businesses concemned about their employees, private investigalors
and private individuals concerned about partners and famaly
members and at costs from about £60. These programs offer, in
addition to the simple remote viewing and file access, the scrutiny of
live activity, keystroke monitoring, email tracking, web activity
monitoring, and the remote use of microphones and web cameras.
This audio and video capability may have the benefit that there is
then no need to use conventional bugs of the sor instafled under a
Property Interference warrant'®, The significance of these will be
discussed later.

I7

25. Commercial and hacker programs tend to rely on a mixture of social
engineering'” - tricking individuals into performing actions that
asgist the intruder, such as ignoring a security alert. or giving up their
password and other confidential information — and technical tricks.
Ofien the larter exploit discovered defects in operating systems and
application programs. The most sophisticated of these 1échnical tricks
gre multi-stage — this pproach makes detection more difficult. Once
a particular defect or bug is known malware detection programs are
adapted to find them so that the commercial and hacker programs
must constanthy be updated in order to remain effective.

26. Thus the secrecy GCHQ may be justified in seeking via NCND is not
the basic facts of the possibilities of remote control and remote
secess but the precise technical methods by which they are achieved.

27. Forensle Access A further development of the PC-based activity
monitoring programs referred to above is the use of digital forensic

'* Examples mclude HakaTak, Blackshades, Back Orifice and many others

" Examples include SpyAgent (hatp/fwww. spytech-web com/spyagent.shaml), Webwascher

(hap.eww webwascher. com), PC Pandora (kitp:fwww. pepandora.com), Spector Pro

{hetpoierww speciorsoft comiprodicts’), and eB laster

{hetp:feeww spectorsoft. comiprodecisieblaster windows').

" The andio and video would only be captured in the vicinity of the compuoter - i the compuier may bs &
lapop or ket

¥ See also paragraph 68 below
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analysis programs in remote mode. Regular digital forensic analysis
programs are able 10 access the entirety of & hard disk as opposed to
those elements that are normally presented 1o the regular user.
Among other things they can perform recovery of deleted data and in
some instances restore 2 disk to & previous state.  The major
products in this arena can also carry out remote enalyses, once an
appropriate server has been installed™. In addition they can carry out
live interrogations, which may be useful if the target computer is
encrypied or is itself accessing other remote services which are
password and/or encryption protected. There is also a facility to
download a full forensic disk image of a target computer for later,
off-line analysis.

28, Smart phones The sbove accounts deal with personal computers.
Similar techniques exist for smart phones, though achieving results
may require the use of different techniques™’, Commercial “activity
monitoring™ software is available™. Smartphone monitoring
software can also collect geolocation data, social media activity and

SMS text messages.

29, Tablets In terms of investigatory issues tablets are very similar to
smartphones, lacking only the “phone™ aspect; the main operating
systems, Android and Apple I0S, are shared between smartphones
and tablets

30. Mainframes The oldest targets of hacking were large mainframe
computers, Most mainframes have remote access facilities and the
simplest form of intrusion is to use compromised access control
facilities — username and password combinations. Many

* httpsirwww. guidancesoftware com/productsPages/encase-enterprise/overview.aspx;

hetp o aceessdasa. com/salutions/digital-forensics/ad-enterprise; hitpazifanwe - peaponse. comisoftaere/oes

! hitps-/Awww blackhat com/docs/us- | S/materialsius. | 5-Trommer-QARK pdf and

hetyy.//toals kali. org hardware-hackimgindroid-sdk and hotp:www coet com/uk/eews/researcher-finds-
mother-of-all-android-vulnerabilities’ and hitp-cSmac com/201 5/06/1 Timajor-zere-day-security-flaws-m-
ios-os-x-allow-theft-of-both-keychain-and-app-passwords!; hetp:/blog. simperium. com/experts-found-a-
umicom-in-the-hesr-of-android

Y Far example hip-ifwww mobile-spy.comd, bigps:/mobile-tracker-free.com/,

hitpe/aaw phonesheriff comd, hitp:fwaw.mspy.com/
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organisations have centralised server facilities — for email, shared
files and corporate Internet access. The most popular of the products
in use is the Microsofi Exchange Server family — this would be
vilnerable to many of the hacks used for Microsoft deskiop
{Windows) products. The potential “harvest™ and also the dangers of
collateral intrusion depend on the information held and processed an
the mainframe.

i1. Cloud Services Many individuals and organisations use ‘cloud-
based” services both for data storage and large-scale data-processing.
Web-mail, where emails are received and sent via a web-browser as
opposed 1o via a program on a PC and phone and where the archived
emails is stored locally, is also a cloud service. Under web-mail
emails sent and received are on the cloud's servers. Access 1o these
services 15 usually via username’password credentials. Presumably
the Agencies will in some circumstances have access via specific or
general wamrant, but UK law, discussed below, also gives a route via
the amendment of 5 10 Computer Misuse Act 1990 in 5 44 Serious
Crime Act 2015 which allows for police and agency use of
“computer interference” techniques. The potential “harvest™ and also
the dangers of collateral intrusion depend on the information held
and processed on the cloud senace.

12, “Back-doored™ and compromised software A funher route to
gaining access to a device beyond those referred to above (see
paragraph 23) is to offer enticing programs or apps which themselves
contzin a hidden TrojanRAT. They can also contain command-and-
control software™ for BotNets (see below) though a number of those
&0 far uncoversd seem directed at fraud and extortion rather than

exfilimtion of informaiion.

= hetp:/iwww. computerworld com/anicle 2457533 /security0/‘androsd-trojan-app-targets-fucebook-

users heml; hopeferww peworld, comdarticle 2360460 5mojan-app-encrypts- fil es- on-andrend-devices-and-asks-
far-ransom. html; hitp:fesew vl ek 3-ukemews 232 R60 | fanidraid-apps-with-troj an-sms-malware- infece-
300-000-devices-net-crooks-1sdim
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13. Mass Remote Control: Botnets The taking over of & computer and
controlling it remotely can be expanded to the point af which very
large numbers of poorly protected computers are compromised and
herded together in what is called a BotNet (robot network) - a
network of compromised computers that can be instructed, en masse,
to carry out the controller’s instructions. The main criminal use of
these botnets is 1o create a Distributed Denial of Service (DDoS)
attack in which a target computer is overwhelmed with large
mumbers ufmqtmtsmlbyth:mplﬂmhmmﬂin“ In the
eybercrime world these then are often accompanied by demands
relating either to some ideclogical objective or to extortion™ .

Wehsite Injection

34, Website injection can consist of planting covert code on a website 5o
that visitors are induced either to give away information about
themselves (via a form of social engineering) which can then be later
exploited or to receive a Trojan providing backdoor access to their
computer™. The website may be genuine and have been hacked ar
may have been created by the hackers, perhaps (o masquerade as a
“real” website.

15, Another example is SQL Injection. In this the contents of a remote
website and mare particularly an associated database are downloaded
by the use of special commands. Many websites consist of a “front-
end™ — the pages the users see — and a “back-end”, a database of
customer information, orders in progress etc. When a visitor asks the
wehsite for information, code on the page translates that into a guery

** There are & namber of variants.

- mimwm“mm-nﬁw

eptwww digitalasiackmap. comfunderstanding-ddos; hatpstwww techrepublic.cam/article/chinese-
r-linked-10-largest-ddos-attack-in-github-history/; http-/'sarw darkreading. com/artacks-and-

breaches'ddos-atack-his -400-ghii-s-breaks-record/d/'d-sd T 11377,

Tttpefwww theregister co.ak/2014/12/1 Thondon_teen_pleads_guilty_to_spamhbaus_ddos/,

hmﬁn‘mnwﬂbﬂw-ﬂm Payback; hitp:/fwww.caet comews/wikileaks-endires-u-lengihy-
"hup ifwrurwr_cwasp org/index php/Cross-site_Scripting %2EXS5%29
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10 the database. When the database responds, web page code
translates the result into & page which is then seen by the user. Very
ofien the database works to a computer language known as SQL -
Structured Query Language. In a poorly protected website, a
knowledgeable hacker can craft requests direcdy to SQL and use that
1o download all or substantial parts of the database.™

Service Provider Compromise

16. “Service Provider™ in this context means a business operating on the
web that allows participants to send messages and files, post
information sbout themselves, conduct e-commerce and Internet
look-up facilities, picture editing ete, ** The technigues of getting
unauthorised access to such services are the same as those mentioned

gbove but because of the volume of personal data likely to be
available the consequences are much greater,

" hop:fwwew darkreading com/risk/sql- injections-sop-arack-staristics/d/d-id/| | 329887,

b/ faww eweek com/sesurty-watch/sony-woes-continue-with-sg)-imection-anacks hemi

* Google, Facebook, Amazon, Apple, Twitter and many smaller and less well-known entities all fall imo
this emegory so do retail operations with s significan online presence

** Among significant hacks of this kind: Ashley Madison (birp./fwww bbe oo uk/mewsAechnology-
34002815), Carphone Warchouse (hitpefwww independenlcouk mewsuk/crimse‘icarphone-warehouse-hack-
2d-mlliop-customers-details-breached-afier-cyberaftack- | 0446745 himl) , Targe

( Birepe e baginessinsides comheres- what-happened-1o-your-larget-dats- - was-hacked-2014- | 0TR=T)
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Hardware Exploits

37. The techniques referred to so far involve software-based exploits.
They tend to be easier to deploy as often targets can be induced to
install them themselves having been tricked via social engineering.
Once the cyber security community is aware of their existence
detection software can be written. Hardware-based exploits often
require physical access to targets; but their advantages arc that
software detection tools may not be able to locate their presence end
they may also have “persistence”, a feature discussed below.

38. The need for physical access may mean that in some circumstances
an Equipment Interference authority will also require one for
Property Interference.

39. Keyloggers The purpose of a keylogger is to capture and record
keystrokes from the legitimate user of 8 computer. The most
common aim is to scquire username/password credentials.
Keyloggers are pvailable in software (see paragraph 24 above) but 2
hardware device consists of a small unit placed berween & keyboard
and a computer. Commercial versions are available for a few

pounds™,

40. KVMs KVM stands for Kevboard Video and Mouse and is an item
of hardware with a legitimate use of allowing an operator o bave one
keyboard, video display and mouse which can be quickly switched
between several computers. Its main use is by technical staff who
may have to manage large numbers of computers. A KVM allows
them to use a single keyboard, mouse and display screen, rather than
have to have separate devices for each computer. But these devices
can be modified to provide hardware-based keylogging and remote
access. The technigue was used against Barclays and Santander and

* Far example, on Amazon: hitp-/fwww amazon. co.uk/K eyGrabber-USB-KeyLogger-8MB-
Black/dp/BOMTUBOKW
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referred 10 in a trial which concluded in 2014, *' The modified KVM
was linked to a 3G data dongle 10 allow stolen information 1o be
exfiltrated and bank computers remotely controlled.

4]. PCs All personal computers have on their motherboard a piece of
firmware {software on a chip) the function of which is that when the
computer is powered up, the computer is made aware of the hardware
- keyboard, display unit. in/out ports, storage devices — attached to
it. It then seeks out a storage device, typically & hard disk, CD/DVD
drive, USB stick, loocking for an operating system. All being well,
the operating system is located and the computer is “booted up™.
This piece of firmware is known as the BIOS (Basic [In Out System).
The BIOS is designed 1o be re-writeable so that, if necessary, the
detail of its operations can be subsequently upgraded.

42, It is possible to subvert the process so that the BIOS contains
additional features which can mclude enabling remote access. The
advantsges of this approach are two-fold. First, regular malware
detection only looks at the contents of a hard disk and not any
activity before the hard disk is started up. Second. the faciliry is
persistent. The wiping of a hard digk or even its entire replacement
will not defeat the BIOS-based program. The use of this technique
was much criticised when the manufacturer Lenovo was discovered
to have placed persistent advertising software (*adware’) on some of

jts laptops™.

43, Hard Disks Hard disks consist of the magnetic platters upon which
the data is stored, a series of heads which move across the platters 1o
the specific location where the data is stored and some controller
hardware which accepts commands from the PC and then directs the
heads 1o read or write the data. The controller hardware can be

M herpefweuew therepistes coouk/ 20140428 vm_crooks_jailed’;

hop: fwewewe. ielegraph.co.uk newsfuknews'crime/ 1 03 22 536/ Barchays-hacking-anack -gang-stole- | 3-million-

police-say html
harp:arsiechnics.co.uk/information-technology 200 508 lenovo-ased-windows-anti-thef-feature-10-

insinll-persisieni-crapware’ ’
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modified so as to create hidden partitions; in fact manufacturers can
use this facility 1o determine the capacity of a disk as sold to the

3

public.

. USB sticks as vectors of malware USB sticks are normally used as

a low cost small-sized means of storing data and transferring data
from one device to another. They can also be used as “boot” devices
on PCs — the USB stick contains an entire operating system and the
PC is started from the stick rather than the hard drive. One use for
this is to “run” an alternative operating system such as Linux while
leaving the original hard disk — perhaps with Windows — intact™.

USB sticks can be used to insert malware on a PC without the
knowledge of the owner by use of the “sutorun” facility. When a
USB stick is inserted into a PC, the PC will, unless the facility has
been deliberately disabled, list out its contents. If among the contents
is a file called ‘autorun.inf,” a program referred to in the file will then
immediately run. The facility has & number of legitimate uses but the
program may be malware.

. A more sophisticated version involves reprogramming a USB

pesipheral so that although it appears to be a storage device it
emulates & keyboard and calls a malicious program which could, for
example install a back-door. Nothing untoward will appear on
screen. This is referred 10 as “BadUSB™

Many accounts of the Stuxnet malware used to compromise lranian
centrifuges used in nuclear fuel production claim that USB devices
were used as the infection vector,™

& hyiepe:wwrw utics, edwacademicinerinnes/ecii/publications/articles EFE36584-D 1 3F-2062-
GTBEB 146864 A 2671 pdf; htp./fwaw atole. com/productsinsight/disk-utilities html

M For example: hep:/fwesow_ ubunta com/download/deskiop/create-a-ush-sick-on-windows,
** hirpa:/lsriabs. de/badush/

M ptrpetiweww, wined.com/2014/1 Licountdown-to-zeso-dey-shaxnet/;

hrepe// ppectnem jeee. orgitelecom/security/the-real-story-of-stuxnet
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48, Smartphones On a smarphone the whole of the operating system s
in firmware and can be completely changed. Indeed this is the
process when manufacturers upgrade the operating system — many
recently-purchased but slightly older Android-based smartphone will
have been bought with version 4 of the operating system and then
given an over-the-gir upgrade to version §° . On the [Phone and
IPad there is a current transition from version & to version 9.
Although most regular upgrades are over-the-gir (via a download
from an official site) it is also possible to install an upgrade
manually’ and also introduce a new operating system with more
facilities than the official one™. In addition mobile phone companies
who have sold phones “locked™ to their particular network are able to
send upgrades and alterations without the customer being aware.
This facility gives the opportunity to create a back-door access to
smartphones,

49, It is also possible to mject malware, including remote access, via a
SIM card. It appears that the injection has to be made or be carried
out with the co-operation of the mobile phone mmq:m:r“.

50, Wifi Access Polnts Most customers of Internet broadband facilities
recejve their services through a device called a hub which combines &
modem 10 connect via a telecommunications service (telephone,
cable) and a means of internal distribution via a local area network.
Often the internal distribution is via wifi. Many retail outlets, coffee
shops, hotels and travel locations — airports, train stations — offer
Internet access via wifi hotspots'’. The devices which perform this
function are all designed to be upgradesble®; just as with PCs and

" 1m fact there are wsually a number of minoe upgrades 1o esch major version

* bmp/ixda-university com/ns-a-user/endroid-flashing- gusde

™ For example Cyvanogen: hitpe'www cyanopenmod orp!

“Yorp./'www forbes com/sies/parmyalson20 ] 30721 'sim-cards-have- finalty-been-hack ed-and-the- faw.
coubd-affect-millons-of-phones' | hipo o theverge com 200 371248101 585 Ahe-nsas-sim-heig-could-
have-given-ii-the-power-to=plani-spyware=on

" i 2013 one major UK suppbier, The Cloud owned by BakyB claimed thar 10 m UK adubs logged on w
ene of s sites every week. hitp:wrww ispreview, couk/index php200 31704/1 0-milion-britons-a-week-
bogging-on-1o-publc-wifi. bl

2 bt/ www. thegeekstufT com 200506 how-to-upgrade-link sys-wireless-router-firmware/
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smartphones, the upgrade facility can be subverted”’. A common
criminal application is the so-called “evil twin", a subverted device
Mﬁuh:ppnml:giﬁmt:.mﬁmummlngnnbmiub!ntn
intercept traffic passing through it. * This route would also be useful
to Agencies and law enforcement in cincumstances where an
interception warrant on & communications service provider under
RIPA Part | Chapter | was for one reason or another difficult to
obtain, for example where premises were thought 10 be used to share
and download information but there was incomplete information
about all possible users such that they could be identified.

Switches Physically the Internet consists of a series of cables and
switches; the function of the switches is to direct Internet packets —
information traveling over the Internet - towards their destination.
The switches also collect information about network conditions so
that packets can if necessary be rerouted via less congested paths™.
The cables and switches vary considerably in their capacity —smaller
for local traffic, very large for traffic between continents. Most
switches are remotely accessible and upgradeable for routine
management purposes but this provides a means of subverting the
facilities so that interception of traffic can take place. In addition, by
prior errangement with the manufacturers it would be technically
easy for special Agency facilities to be added. Alternatively products
could be intercepted between supplier and customer and the switch
firmware modified. One of the leading manufacturers has recently
wamed of rogue firmware,

“h!p.."l‘ll'll'l' dd-wrt.com/sitefindex

evil-twinss, brpssiwerw, youtabe, mﬂmh"'v-LwE}YLEEwa

* gnecification of products by & leading manuafacturer can be seen at:
;hup eticn. comiciens s supportimdex_hmmlToverlay=switches
htp-/ftoals. cisco. comdsecuriny/centerfricwAlert s Talertld=40411
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Man in the Middle (MITM) Exploits

52 Encryption Defeat The basic aim of 8 commen form of man-in-the-
middle (MITM) exploit is 10 overcome situations where data in
transmission is encrypied. The technique consists of interposing a
device between the fwo communicating parties; each believes
themselves to be communicating with the other but their traffic is
being intercepted before being passed on. In the most common
forms of encrypted traffic transmission. the devices being used by the
two parties exchange suthentication information between themselves,
usually via a digital certificate. Once the suthentication has taken
place a session key is created to carry out the encryption of the
subsequent traffic. Different session keys are created for each
“conversation” and it is this feature that makes regular interception
difficult.

53. The MITM device has knowledge of the respective digital certificates
and is hence able to provide apparently satisfactory authentication to
both parties. Digital certificates can be obtained by several means -
previous “hack™ of users’ computers where the certificates will be
stored, or by compromising the authorities that issue the
certificates” . Other forms of encryption defeat are discussed
below at paragraph S8 below.

54, Rogue Wifi Access Points, referred 10 above a1 paragraph 30 can
elso be categorised as a form of MITM attack,

55, IMSI Catchers An IMS] caicher is a device designed to identify
and capture mobile phone traffic. 1t is also known as a Stingray,
which is the name of one of the evailable products. It consists of a
fake mobile telephone base station and mobile phones in 1ts vicinity
are induced by virtue of the strength of the signal it puts out to log on

*' b/ arssechnica com securiny/ 2011 $08 wriackers-are- hijackmg-critical-networking - gear- from-cisco-
company-wams'

‘" Lee for exsmple, the compromise the Duich certificate suthority DigiNotar. hetps-‘threstpost.com/final-
report=diginotar-heck-shows-total -compromise-ca-servers- 1031 1277170
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to the fake station 25 opposed 1o an official one provided by a regular
mohbile phone company. The fake base station intercepts traffic
before passing it on to & legitimaie base station which is part of the
general telecommunications network™. There have been accusations
in the United States that IMS] caichers have been used by law
enforcement as 8 means of by-passing the warranting procedures for
interception®™. A possible use in the UK by the Agencies and law
enforcement is to identify hitherto unknown mobile phones operating
within a small physical area of interest. *'

Encryption Defeat

56. A frequent requirement of hackers and cybercriminals is the ability to
defeat encryption. Encryption can be software based, as when files
are protected but is also deployed in hardware, often to provide
copyright protection but also to control access 1o hardware such as
computers, smart phones and data storage devices such as hard disks
and USB sticks.

57. Robust encryption of any kind is difficult to defieat but many forms of
encryption are not robust — either the encryption algorithm has
weaknesses or the overall cryptosystem has been poorly managed so
that encrypting passphrases or cleartext versions of files can be
located.

58. Encrypted data in transmission can sometimes be defeated via a Man
In The Middle artack. See paragraph 52 above.

Ili‘-tpl-.l'.l’r'r-l'lr_ﬂ:l-u'ﬂﬂ.lﬂi argwp-contentuploads/publicationsDebrowskiELAL-IMS1-Catcher-Carcher-
ACSAC2014.pdf: htps:/www. youtube com/watchh=3oHx02j3G

hirtps ffwewew. vourube. com/watch Tv=r X VHPNheOzod index=5& list-PLD479F 281 IAES04DD

* hrp.larstechnica comAech-palicy/201 4404/ conty-prosecitos -3ays-it-has-no-idea-when-stingrays-were-

used-so-man-sues’
1 This would be an alternative to the & “tower dump”™ from a mobile phone provider as the official lower
may not be in an optimal position and may identify many irelevant and inaocent mobile phone subseribers,
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59, For file decryption there are a number of commercial products, for
example Passware™ and Elcomsofi’’, These “know” about weakness
i popular encryption systems and/or use “*brute force™ and “rainbow
tahles” (2 method where much of the computational work needed 10
break a password is done in advance and stored in a large database,
making the cracking process much faster)™. Software is also available
to remave the copy protection from entenamment DVDs and BluRay
djshii

6. There have been cases where copy-protected software has had the
protection removed so that it can be freely distributed and used via
hacker websites™.

fi1. Hardware exploits have, in the cybercrime world, been concentrated
around compromising games machines so that they can play more than
officially supplied (and encrypted) games and compromising
equipment for the reception of satellite and cable tv services so that
encrypted programmes can be viewed withoul payment to the official
suppliers” .

62, A further area of activity has been 1o compromise the ink cantridges
used in some printers and where the official supplier has designed the
printer so that it will only work with cartridges from the original
manufacturer.

63. There has been a debate suggesting that GCHQ and NSA have sought
artificially 1o weaken encryption facilities in order to gain easier access
to data. | believe that this is the subject of a separate Expert Report
before the Tribunal from Professor Ross Anderson,

* hitpeiiwew Jostpassword com

" wtep: fiwww eloomsoft co.uk/eprb html

™ Eg hitpasifwww, freerainbowtables. com’, hop:(kestas. koliakes com/Reinbew Talles!

" hrpuiwww winxdvd comyresource best- free-dvd-decrypter-softeare-review. him

" Eg DrinkorDie, hip:www theregister.co.uk 200505 M6 drinkerdic_sensencing!

"7 btep. /i forums xbax-sceme. com/index php?topic/6530 | S-ensmnodchips-wins-appeal-in-1 m-ghp-ek-
modc hip-case/page-3
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Reverse Engineering

64, Reverse engineering involves the processes of examining a product,
hardware or software to see how it operates, often for the purpose of
creating an altemative means of producing the same result. In the
“open™ world there are two main reasons for utilising the techniques;
the first is to circurnvent intellectual property rights. The second, often
used by malware analysts, is to seek to understand the inner workings
of an item of malware, partly as a contribution to general knowledge
but also to develop detection and mitigation products.

&5, In the hacker world, as already mentioned, reverse engineering is used
to thwart copyright protections on hardware such as games consoles
and satellite and cable set-top boxes.

6. Reverse engineering can also be used in seeking to thwart security
products, including those for access control. One area where there has
been significant “cybercrime™ activity is the reverse engineesing and
compromise of credit and debit card Point-of-Sale terminals a5 used in
retail outlets™.

67, 1 will refer later to reverse engineering as part of the skillsets and
research endeavours of GCHQ and its partner NSA.

Social Engineering

68. At several points in these descriptions of hacks reference has been
made to social engineering. In order to give the activity sufficient
prominence | am repeating its imporiance in many hacking /
cybercrime events. There are also implications for how its deployment
is dealt with in Codes of Practice and in the authorisation and
oversight regimes, & mater 1 return to later in paragraphs 101 and 112.

** herpe/iarstechaica com/security/201 /1 eredis-card-fraud-comes-of-age-with-first-known-point-of-sale-
batmet!; hitp:/krebsonsecurity. com/201 1 3/point-of-sale-skimmers-robbed-at-the-registes/
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69, As already memtioned, social engineering can encompass a deceplive
email and website but it may be no more than a “pretext call”, a phone
call to an unsuspecting individual. Some security professionals use
the phrase “Advanced Persistent Threat™ or another phrase “spear
phishing™ to identify attempis which have been specifically aimed at
individuals who are thought likely to have significant administrative
roles and who, if their identities &re compromised, will yield important
technical facilities for later exploitation. The targeting usually involves
researching the life of the individual through open sources and social
media so that when a booby-trapped email is sent to them it is crafted
so they are less likely to be suspicious (for example, & person known 10
be a theatre lover may be more likely to open 8 compromised email
purporting to contain & discount offer from the National Theatre).

70. The centrality of social engineering in hacking can be seen from books
written by a famous serial hacker, Kevin Mitnick, The Art of
Deceprion, The Art of Intrusion, Ghast in the Wires™, Cther books
include Unmasking the Social Engineer by Christopher Hadnagy™ and
Kingpin by Kevin Poulsen®'. There has also been extensive discussion

of social enginesring technigues &t specialist conferences.”

Multi-Stage Exploits

71, Many of the actual exploits and crimes referred 1o above have, to be
successful, required the deployment of a senies of technigues in
succession. Examples include:

* Bank credentials obtained by looking over a shoulder or back-doar
entry to a computer, then used to masquerade as a legitimate in
order to siphon off funds. In practice one person may steal bank
credentials, offer them for sale via a hidden “Darknet™ market
place; the buyer may then hire a series of mules 1o rob the

* hixpe//www amazon.co.uk/'sTef=nb_sh_ss_c_0_1 3 Tari=search-alias% 3 Dsmipbooksk fiekd-
keywords=kevinsmitnick&sprefiv=kevinsmimick I CapsflC] 48

* Wiley, 2010 and 2014

* Random Houws 2012

* htapfwww. el cam.ac. ukeventy/decepticon20 1 S/conf_program.hml
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individual accounts and‘or lsunder them via casinos and retail
purth.lm“

* Email credentials acquired by back-door entry to a computer; later
used to generate & plausible email to deceive third parties to
perpetrate & fraud or as a stage in obtaining confidential
information, or as a means of gaining high level access to
compuler resOuUrces

* Small malware program calls another which calls another —an
effective technique for making detection difficult

=  Malware introduced together with data destruction program either
to cause direct damage or for extortion

* Large numbers of computers back-doored and taken over, subject
to the command-and-control of a botnet, used for 8 DDo8 attack,
followed by an extortion demand,

CNE and EI as a means of attack

72. Strictly speaking the use of CNE /El for attack purposes is not an
“investigatory power” but it may be useful to indicate the main forms
that it can take:

*  Remote data wiping in which stored data is by command
over-written bevond recovery

* Distributed Denial of Service attacks in which large
numbers of innocent third party computers are taken over and
placed under command and control. From these, large-scale
simultaneous requests can be sent a target computer so that it
is overwhelmed and cannot function

* Targeted attacks where specific devices are identified, their
characteristics examined and attacks crafted so as to disrupt or
destroy their capabilities. The best known example of this is

S WHTCLWSOCA Operstion Euphroe, 2005-2007, Dark Marker, Mischa Glenny, Vinmge 2011; Kingpin,
Kevin Poulsoa, Crown, 2011
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Stuxnet which was aimed at machinery controlling centrifuges
allegedly used by the lranian authorities to refine uranium

* “False flag™ activities where a computer resource is created
gither for propaganda or anack purposes but 1s controlled by
some-one other than the apparent owner. In the aliernative, a
genuine computer resource is taken over, hijacked. and rogue
information and activity is promulgated from .

Techniques revealed in Snowden documents

(2

74.

1 now turn to indications in the Snowden papers of the use by GCHQ
of & number of specific techniques. The Tribunal will be familiar with
how Snowden distributed the material he had acquired and exfiltrated.
He did not publish directly but gave copies 1o a number of journalist
outlets including The Guardian, New York Times, Washington Post,
Der Spiegel and The Intercept leaving to them 1o decide what o
publish and when. I am not aware of any suggestion that the files and
documents he supplied were forged or inauthentic but | am aware that
GCHQ have said informally that some interpretations placed by the
media on the materials are incorrect or incomplete and that some of the
slides were for informal internal discussion and do not necessarily
reflect firm GCHQ policy. In using this material | have sought 1 be
relatively conservative — the references are to slhides which have been
published and what appear 1o be reasonably authoritative journalistic
articles that have accompenied them, and where the technology used
reflects my understanding of what is already known to be possible in
the non-Agency world.

For the avoidance of doubt, 1 have not had access 1o any slides that
have not been published and it is quite likely that there are slides
which have been published which | have not seen because [ am
currently unaware of their exisience. It has not always been possible 1o
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identify which activities are specific to GCHOQ) as opposed to NSA;
hewever the 5-Eyes Agreement suggests very close levels of technique
and information sharing.

75. The material reviewed here was selected on the basis that they were
likely 1o assist the Tribunal in its deliberations on legality and
adequacy of codes of practice and oversight and in particular in
framing questions to GCHQ in closed proceedings. Up to a point it
mukes litle difference whether a technique is being deployed as
opposed to being the subject of research as what is relevant is what
law, codes and oversight permit.

76, The slides ofien refer to thematic programmes of research and activity
and may cover more than one technique. In addition, as already
ohserved many hacking/CNE/E] actions require the deployment of
more than one technique, what has been referred to 2bove as “multi-
stage exploits”.

77. NSA Tailored Access Program In December 2013 Der Spiege!
published a series of anticles about & catalogue of technologies and
devices™. 1 produce copies as PMS/1-4. There is a useful Wikipedia
listing of some of the technigues® and 1 produce a copy of this as
PMS/S5. 1 produce extended extracts from the ANT Catalog as PMS/6.
Among those referred to and by way of example are (the footnotes
point to the “open” versions referred to earlier in this Report):

77.1.  Candygram, which appears to be a IMSI Catcher™
77.2. Cottonmouth, which used USB connections®

773. DeityBounce, which is hardware-based persistent Trofan
directed at Dell servers™®

* nop:itwww spiegel definternational world the-nsa-uses-powerful-toolbox- m-effort-to-spy-on- global-
nefwnrks-a-S4056% hitm|

2 hppacen wikipedincrgiwili/NSA_ANT catalog

* See parngraph 55 above

"' See parngraph 44 above
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774. Dropoutjeep, which is software giving remote access and
control of Apple [Phones -

77.5.  Feedthrough, & backdoor to some mainframe computers ™

77.6. Ginsu, hardware based persistent remote controller for
personal mmpmnﬁ“

77.7.  Gopherset, software deployed via a mobile phone SIM™
778, Howlermonkey, remote control of computers via radio”

77.9. lIratemonk, compromise of hard disks from ceriain
manufacturers

77.10. lronchef, compromise of the BIOS on a personal computes’

77.11. Picasso, software that covertly sends data from a targeted
mobile phone about location, call data and can also activate the

phone's microphone to capture local conversations

78. GCHQ's Technical Enabling Covert Access Product Centre
(TECA) In June 2015 The Intercept published what it claimed were
details of GCHQ programs to subver widely-used commercial
software’". 1t also included part of a memo describing the services of
GCHQ's TECA which I produce as exhibit PMS/7. Also published
were a memo on Software Reverse Engineering ® which | exhibit as
PMS/8 and another memo on Reverse Engineering’® more generally
which I exhibi as PMS/9,

¥ See paragraph 41 above

** See paragraph 18 above

™ See paragraph 30 above

"' On the same principies as pamgraph 40 above
Sl:tp;nn-ph 4% above

™ Another version of what is described in paragraph 40 above

™ See paragraph 43 above

" See paragraph 41 above

" e paragraph 28 above

"I'm'pi ifirstiook-org/theintercepe/20] $/06/2 2igchg-revense-engineering-wamants/
Inqn irslock org/theintercept/document 201 5062 1isofrw ire-teverse-eagineering-grhq
hmmmmmymemmwdmwmsmﬁllhmmp
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79, JTRIG / SIGDEV In February 2014 the Intercept published an
article on GCHQ's social engineering research™, It includes a GCHQ
presentation entitled “The Art of Deception™'. 1 exhibit this as
PMS/10.

£0. 1 Hunt Sys Admins In March 2014 the Intercept published a
document advising on the value of targeting system administrators as
s way of getting access 1o important computer resources™. | exhibit
this as PMS/11.

&l. Man in the Middle attacks A further document from the Intercept
published in March 2014 describes techniques very similar to those
covered above in

£2. Word did not find any entries for your table of contents.

In your document, select the words to include in the table of contents,
and then on the Home tab, under Stvles, click a heading style. Repest
for each heading that you want to include, and then insert the table of
contents in your document. To manually create a table of contents, on
the Document Elements tab, under Teble of Contents, point to & style
and then click the down arrow bution. Click one of the styles under
Manual Table of Contents, and then type the entries manually.s 19,
34 and 52, They are called Willowvixen and Seconddate. | exhibit
thiz as PMS/12.

83, Quantum Theory This series of slides", also from the Intercept in
March 2014 shows that NSA/GCHQ tactics often involve multiple
stages and can be compared with the “open” techniques covered in
paragraph 71 and below. It will be seen that there are explicit

* hieps:/firstiook arg/theimercepe/2014/02/24/jirig-manipulation/. See also:
hetp-fiwww nbenews. comfeatsre/ed ward-snowden-interview/exchusive-snowden-docs-show-ak-spies-
attacked-anomymows-hackers-n21361; http:twww nbenews. comfestare/edward-snowder:-

¥ hteps-/ifirstioak org/theintereept'document/ 201 4/02724/an-deceplion-training-new- generation-online-

coveri-operations’
2 bieps:fifirstioak_org/theimercept/document/201 4/03/20 bunt-sys-admms/
¥ brepszifinsticok org theintereept'document 201 4103/] 2insa-gehgs-quantumibeory-hacking-tacsics/
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references to GOCHQ and w the NSA/GCHO station at Menwith Hill,
Morth Yorkshire. | exhibit this as PMS/13.

E4. Purchase of specialist software to facilitate eavesdropping on PCs
and mobile phones In June 2014 Wired magazine published a long
article about a company called Hacking Team and its Remote Control
System™ and claimed that this was an instance of GCHQ's purchase
of surveillance software. The essential methods are similar to those
deseribed above in paragraphs23, 25 and 28, 1 exhibit this as
PMBS14,

BS. Optic Nerve, Webcam Image Gathering, Facial Recognition In
Februsry 2014 The Guardian ran a feature on Optic Nerve, said 1o be
¢ GCHOQ program to collect and then process millions of images from
Yahoo's use of webcams®™. 1 exhibit this as PMS/15 - it includes
screen captures said to come from the Snowden archive. In May
2014 the New York Times wrote about the capture of webcam
images more generally and their processing using facial recognition
software™. 1 produce this as PMS/16. This is a very large-scale
implementation of what is available in the open retail market and
mentioned above at paragraph 24 above,

E6. Auroragold: Cellphone Surveillance In December 2104 the
Intercept published an article and slides sbout NSA’s alleged spying
on lzrge numbers of cellphone companies world-wide in order to
understand their systems and to capture the traffic of their
customers' . As well as describing something which seems
analogous to the PRISM program which targeted Imemet traffic the
program is also an illustration of multi-stage attack in order to
achieve a desired end. | produce the article as PMS/17, the slides for
the project overview as PMS/18, shdes with more details as PM5/19,

* hitp:/fwww, wired com 201 4106/ remote-control-systei-phone-surveillance!

" hop./wwew theguardian com/world 2014/febv2 7/gchg-nsa-webcam- images- intemet-yahoo

% bt ffweww pytimes cornd2 0 | 406701 Ausnsa-collecting-millons-of-faces-from-web-images html? =0
*" hops fiestlook orgtheintercepy2014/1 204 /nsa-surorsgold-hack-cellpbones
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slides providing a “working aid™ as PMS5/20 and a slide which
appears to show GCHQ) involvement as PMS/1.

87. Gemalto: Breaking Encryption on mobile phone SIM cards.
Another route to getting access to encrypted mobile phone
conversations on & mass scale was described by the Intercept in
February 2015", This is another multi-stage artack — the first target
was Gemalto, manufacturers of SIM cards; information obtained was
then used to compromise individual SIMs and the phones in which
they were located. | produce the article as PMS/22 and two GCHOQ
slides as PMS/23 and PM5/24,

8%. Belgacom In September 2013, Der Speigel, relying on Snowden
documents, claimed that Belgacom, the Belgian telecommunications
company had been the subject of & complex artack by GCHOQ under
the name “Operation Socialist™, One of the techniques used was
“(uantum Insert”, presumably a variant on “Quantum Theory™
referred 1o above at paragraph 83. The technique itself is multi-stage
but the apparent reason for targeting Belgacom was that through it
there was access 10 its partners including those in Switzerland and
South Africa and through these in tumn to actual persons of
intelligence interest. In December 2014 the Intercept ran @ more
extended article claimed to be the “full story™™. The Intercept
account claims the use of another GCHQ-developed multi-stage
approach called Nocturnal Surge. I produce the Spiegel article as
PMS/25 and the Intercept article as PMS/26.

£9, Karma Police In September 2015, the Intercept published a long
article about a GCHQ programme said to have the ambition of
capturing the Internet browsing habits of every visible user on the
Internet® . Accompanying the article is a collection of slides and

" b orprs.firstlook. org theintercept/201 $02/1 §/great-sim-heist/

- hm;rmwn.mwmwwwmmm
923406 html

* hetps:dtheintesceptcomi2014/1 21 Mbelgacom-hack-gebg-inside-story/

¥ hope:/theintercept com/201 $/09/2 8/ gchq- radio-porm- spies-track-web-upers-online-identitiea/
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documents from the Snowden trove. Much of the article is concerned
with bulk interception and the way in which the material can be
analysed. There is also significant comment on interpretations of
legality. But of interest to the Tribunal's current work is the extent to
which information gathered via these forms of interception is then
used to provide credentials and other information for CNEEL. Some
of this is done under a programme called Mustant Broth™. The
Intercept claims that these technigues were used to identify and target
individuals in the Gemalto and Belgacom evems referred to above.

I exhibit the main Intercept article as PMS/27 and a collection of
slides (TDI Introduction) referring to Mutant Broth as PMS/28,

Implications and Intrusions

20. I now tum to some of the implications of CNE/EL. In contrast to
most situations in which an interception warrant is sought, there may
ofien be no ready linkage between a request for a technical facility
and the amouni and exient of mtrusion likely o be involved. An
interception warrant under s 8(1) RIPA 2000 may only cover a single
person ar premises and will contain a schedule referring to all the
relevant selectors (a phone with a number, a computer with an [P
address, a ISP subscriber contract etc.) and a period in time dunng
which the interception is 1o take place. From this it is reasonably
easy to infer what it is hoped to gain and hence make judgements
aboul necessity, proportionality and the problems of collateral
intrusion on third parties.

1. The same may be said of Property Interference authorsations
involving video and audio bugs — they are likely to be specified in
terms of identified premises, and particular places within premises.

892, From the review of technologies 1 can identify the following

situations:

** hetps./Aheintercepl com/document20 1 5/0902 5 ‘sensitive-targeting-amhonisation
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92.1. Directed Interceptions: where the CNE/EI collects traffic -
data, audio, video — by compromising equipment rather than via a
Communications Service Provider (CSP). These overlap with the
functionalities of bugs and taps which ere traditionally dealt with
via Property Interference warrants in that cameras and
microphones can be activated. Such interceptions are targeted at
identifiable individuals.

92.2. Directed Computer intrusions — with the aim of viewing the
contents of & computer, smart phone, etc. Targeted at identifiable
individuals.

923, Compuier intrusions to acquire information for later
exploitation. Examples include the “1 hunt sys admins”
document™ and the attacks on the SIM manufacturer Gemalto to
break encryption generally™ and on Belgacom to gain wide-
spread access facilities™.

924. Mass computer intrusions to collect large quantities of data
which might later yield intelligence but without any specific target
in mind. Examples include Optic Nerve™, a program to collect
large numbers of webcam images for later use with facial
rmngntﬁnniuﬂnmmdhmgnld". surveillance of cellphone
companies to ease later interceptions of phones.

925, Computer intrusions with the aim of using facilities to reach
other computers and to masquerade as someone else.
93, Looking at these in more detail from the perspectives of levels of

intrusion and judgements involved in initial authorisation, on-going
managemenl and post-event review/oversight:

" See paragraph 80 above
™ See paragraph B7 above
™ Gpe paragraph B8 above.
™ See paragraph 86 above
¥ See paragmph Babove
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94 Non-CSP interceptions In an interception carmied out by &
Communications Service Provider in the UK it is likely to use
equipment designed specifically for that puspose. RIPA s 12 requires
the “maintenance of an interception capability™. This will limit what
is acquired by reference to a phone number, I5P subscriber ar
similar. But where interception is carried out by other means rather
more may be collected as there is no obvious technical means of
limitation. This is an issue in item 6(¢) of the Proposed Legal Issues.
Some of the activities considered below come very close to the 1ssues
of bulk intercepts. With that one finds oneself re-visiting the view
that “interception” does not take place at the point of capture but only
when material is read, as reviewed in [PT/13/77/H. | understand that
the IPT s decision is likely to be reviewed before the CJEU.

94.1. A Wifi Access Point or Hot Spot ™ will capture all traffic
that signs on to it. It will not be possible to filter on the basis of [P
address — because a person of interest may be using a dynamically
assigned [P address™, The investigator requesting the use of a
compromised Wifi access point will thus have to carmy out post-
capture removal of all “irrelevant™ matenial; it is not clear how this
process can be controlled and monitored.

94,2, Similar considerations applv to & compromised Network
Switch'™, It too will capture all traffic that signs on to it. It will
not be possible to filter on the basis of IP address — because a
person of interest may be using a dynamically assigned [P
address'™'. Again, post-capture filtering of raffic will be required.

** See panagraph 50 above

*™ Most ordinary users of the Imernet do not have a permanent [P address; because of the shonage of such
eddreszes, [5Ps usually bease an [P address 1o 8 custamer fof 8 shan period and may share & single 1P
address berween & large number of users,

*** See paragraph 51 above

"1 Mos crdinary users of the Inwemner do not have & permanent [P address; because of the shorage of such
sddresses, [5Ps psnally bease an [P address 10 8 customet for & shan petiod and may share & single [P
aiddress between a large number of wsess.
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943, As we have seen, the main purpose of an IMSI Catcher'™ is
to identify unknown phones in a particular locality. The process
collects all the phone numbers — and possibly also the content of
conversations - in the vicinity and again post-capture filtering is
required.

944. Inrelation to Optic Nerve and Aurogold, the available slides
do not tell us about how the harvest is managed once acquired —
the slides are about technical capabilities

95, Multi-stage Investigations: A common characteristic of digital
investigations is that several stages of technical inquiry may be
needed. For example a keylogger may be used to acquire 2
username/password combination which is then subsequently used to
access a computer or & cloud resource. One would want to ensure
that any authorisation procedure saw this as two distinct actions.
Some of the issues commented on by the Tribunal in the
Chatwani™CA case'™ where a search warrant was used as a cover
for the planting of a bug, may be apposite.

96. Computer and Cloud Storage Intrusions Whereas it is relatively
easy to forecast the scope of the likely “harvest” associated with an
interception the sume cannot be true of entry into a computer. | have
been examining for forensic purposes personal computers for over 20
years. Most of these have been the result of seizure by the police
under PACE &nd similar powers or where the owners have given
permission. The following issues of limiting the level of intrusion
arise:

96.1. Most forms of computer access are “all or nothing” either to a

computer/'smartphone itself or to the user space of an individual
aecount holder.

" See paragraph 55 abave.
10 g Mo: IPTISB4METH
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96.2.  In the case of forensic access as referred 1o in parsgraph 27
above, the access is so complete as to include portions of the
computer that would not normally be seen by the regular user.
ACPO Good Practice, which may or may not be applicable 1o
Agency operations, recommends forensic disk imaging'™.
Redaction of a forensic disk image is difficult to achieve without
losing evidential integrity. In the Criminal Justice world this can
create difficulties where, for example, there is materiza] likely to be
subject to legal professional privilege.'™ The usual practice is to
appoint an independent lawyer, perhaps accompanied by a
technician, 1o arbitrate on what can and cannot be used. But this
may be more difficult in in an Agency environment where finding
the lawyer and technician with the appropriate secunity clearances
and the necessary independence may be challenging, '™

96.3. A “personal” computer these days is just that: a repository of
vast amounts of personal information generated by the user. This
is even more true of a smartphone which is likely to be with its
owner all the time that the owner is awake. This fact of course
makes the personal computer such a valuable potential source of
evidence but also creates substantial difficulties when applying the
necessity, proportionality and collateral intrusion tests.

6.4, Among the classes of information likely to be found are:

*  Archives of emails sent and received during the “lifietime” of
the device (that is, since it was first used) and possibly copies
of emails from previous earlier devices. The position is thus
very different from the interception situation where the
“harvest” is limited to the duration of the warrant. Emails
are not stored individually by the major email programs but in
databases’™” which have initially to be acquired in their

"™ bt library. college police uk/‘docs acpo/digital-evidence-201 2 pdf, paragraph 214
"= Amarmey Ceneral’s Guidelines on Dischosure, December 2013, AZE-34

"™ The draft EI CoP stempts to address these issues in Chapaer 3.

7 pscrosofi Chitlook emails are siored in PST files, Thumderbird emails are in “Profiles”
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entirety, The emails are highly likely to involve much more

than the subjects of immediate interest to an investigator and

will of course contain correspondence with individuals

against whom there it not and never will be suspicion.

« A routine task of a digital forensic investigator is the
examination of the Internet cache (history). Again the cache
has to be available to be reviewed in its entirety. Searches
may reveal many irrelevant matters that a user wishes to keep
private. In one case in which [ was instructed an individual
was charged and later found not guilty of conspiring to rob a
gold bullion truck, and where there were clear indications of
his use of sex escort sites in his Internet cache.

»  Similar considerations apply to records genersted by the use of
social media sites, messaging systems and Intemet telephony.
Records mey exist for the entire lifetime of the device.

»  Computers also typically contain large repositories of files of
various kinds. These can include documents generated by the
owner and others, still and video photos, spreadsheets and
others. Video material is highly likely to be found on
smartphones and teblets because these devices have in-built
cameras. Again slthough some of this material may be of
significant intelligence value other files may be irrelevant bu
intensely personal. In my experience over 60% of computers
owned by men are likely to contain sexual material {and I
exclude those where the subject of a charge is a sexual
offence); pictures may include the computer owner engaging
in sex with a partner.

*» Personal computers and smartphones often contain credentials
for banking and e-commerce and other services. Some of the
credentials could be used by imvestigators 1o masquerade as
the person who owns the computer. As above, one would
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want to see that procedures clearly balance the possible
intelligence value of this information against normal
expectations of privacy.

*  Computers owned by families may have several user accounts
for different family members; all user accounts not just that of
a suspect would be open 1o scrutiny by investigators,

* In the case of computers used to run 2 business it is very likely
thai there will be a database of customers, this in hum may
include credit and other financial information. In any event
the database will probably fall within the remit of Data
Protection legislation and contain information personal to the
individuals within it.

97. Active Use of Computers This is the situation where a third-party’s
computer is taken over and used to carry out further actions:

97.1. At atechnically trivial but important level, these techniques
can be used to disguise GCHQ's involvement in intelligence
gathering and computer intrusions

07.2. “False flag" operations — as an extension of the above, where
part of the aim is that activity, if discovered, should be specifically
aitributed 1o some-one else

97.3. Commercially available remote control software has the
capability to make use of cameras and microphones'™. There is
thus the possibility that an authonsation to intrude into a computer
also acts as an authorisation to carry oul live audio and video
eavesdropping - and also make recordings.

98, Soclal Engineering The aim of the deplovment of social
engineering tricks is intrusion in which the target unknowingly
assisis the hackerfinvestigator. Typically the result of the trick is

" See paragraph 14 sbove.
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information in the form of credentials which are then later exploited.
It is not clear how far this route is covered by the draft EI CoP, ls
it the case that the deception is not EI, but the consequences are? Al
what stage does & warrant authoriser become engaged?

99, Computer Attacks This aspect may be outside the immediate remit
of this case before the Tribunal but in considering issues of
suthorisation and oversight it is also worth considering the situations
where attacks are mounted on specific computers and how these are
authorised, These are sometime characterised as “takedowns" and
“disruptions”. These can be aimed at state enemies, terrorist groups
and intermational cybercriminals. Are these situations covered under
“Equipment Interference” ar more generally under, for example, ss 5-
7 Intellipence Services Act, 19947

Legal and Procedural issues

100. The requirements of the law are a maner for the Tribunal, not
me. But there are a numbser of practical matters which [ believe ought
to be, but are not currently to my knowledge, reflected in Codes of
Practice and guidance offered to those asked to suthorise and
oversee. None of the comments below should be read as legal
submissions but are based on my practical experience of the criminal
justice system.

101, The Draft EI Code plainly recognises the need (o assess for
propartionality (to be exercised by the Secretary of State):

The following elements of proportionality should therefore be considensd-
v balancing the sire and scope of the proposed inter{erence agaiost what &
sowmght 1o be achieved;
v explaining bow and why the methods to be sdopted will cause the Jeast
paesibibe minsion on the subject and others;

v comsidering whether the activity is an sppropriase use of the legislation &nd
a reasonnhle way, having comsidened all reascnable alternatives, of
ohtaining the necessary resulr,
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¢ pvidencing, 88 far & reasonably practicable, what other methods bave been
comsidered and why they were not tmplemented "™

102. But the Draft El makes no reference to any specific CNE
situation although parts 2 and 4 cover general eriteria and
expectations. The problem remains that those who authorise and
oversee may not have sufficient knowledge of the range of
technologies and their application 1o be able to make informed and

plausible judgements.

103, What is the function of 2 Code of Practice? It might be
helpful at this point to reflect on why Codes of Practice exist and
their various purposes: these seem 1o be:

103.1. To provide a level of detail which could not be incorporated in
primary legislation but which nevenheless has acquired
Parliamentary approval where it has been reviewed

103.2. To provide guidance and interpretation to those who seek
suthorisation, those who give it, and those who act on
suthorisations

103.3. To alert investigators and others of limitations to their powers
which they need to respect

103.4. To give a basis for post-deployment criticism, including if
necessary by Commissioners, Tnbunals, Courts, Parliamentary
commitieses

It is surely not simply to provide wide-ranging cover for a large variety
of disparate actions which can then be said 10 be compliant with the
code,

104, It is instructive lo compare the draft El CoP with others
issued, for example under the Police and Criminal Evidence Act,

" Paragraph 1.4 1o 1.8
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1984'"® Code A covers scarches of persons, Code B covers searches
of premises and seizure of property, Code C deals with the detention,
treatment and questioning of suspects. In all instances there is & great
deal more detail. 1f we look at the CoP for Covert Surveillance™' we
see in Chapter 2 general rules on suthorisations and extensive
discussion of the differences between directed and intrusive

surveillance,

1035. Intercepts and Intrusions In paragraph 96 above | have
already shown that given the vast amount of data that will mevitably
be found on an accessed computer and the indiscriminate sature of
non-CSP forms of interception, the practicalities of making
judgements on necessity, proportionality and limitation of collateral
intrusion are considerable. Those making these decisions will need
technical advice, separate from that used by investigators. 1 pick up
this issue below at paragraph 115

104, It is extremely difficult to predict what will be found on any
given targeted computer. Investigators will undoubtedly have a list
of items they hope to find but will have little idea how much material
will be irrelevant to their aims but nevertheless be “private” to others.

107. As a result of the various capabilities of remote control
software there is a danger that an suthority to enter a computer is also
an uthority to monitor live activity in the computer —and its
immediate environment. The current draft E1 CoP does not make
explicit provision for this.

108, Any intrusion into 8 computer is likely to result in & change to
the contents of the device unless the most stringent precautions are
taken, The precautions usually followed by law enforcement in
imaging disks — the use of write-protect devices — may not be

U8 urrent codes sccessible from hitps:fwww. gov.uk/guidance/police-and-crisinal-cvidence-act-19%4-
mu«-ﬁﬂn-ﬂ-ﬁpﬁ:ﬁu

w:mpv.mwmuﬂmw_mmmm_mm_
Property_Interrefernce_web__ 2 pdf
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operationally feasible in a covert intelligence exercise. The risk, if
there is an eventual criminal prosecution, is of potential defence
accusations of evidence tampering. This risk can be partly mitigated
if there it a very full log of all investigatory activity — but the
Apgencies may nol wish 10 reveal such a log on the basis that it may
weaken future investigations by revealing methods.

109, It is highly likely that computers seized from suspects and
where those computers have been subject to CNE will wamt 1o be
tendered in evidence in any subsequent criminal procesdings given
the quantity of material likely to assist'"*. The position is thus
different from that with interception evidence, currently rendered
inedmissible under s 17 RIPA 2000. Whereas a prosecution may be
ahle to proceed without referring to an interception — because other
evidence it available - it seems highly unlikely that substantial cases
can be prosecuted without reliance on the contents of computers.

110, The intrusion would ordinanly have 1o be disclosed under
Criminal Procedure and Investigations Acts 1996 and 2003. “The
test is an objective one. To comply, the prosecutor must disclose to
the accused any prosecution material which has not previously been
disclosed 1o the accused and which might reasonably be considered
capable of undermining the case for the prosecution against the
accused or of assisting the case for the accused, save to the extent
that the court, on application by the prosecutor, orders it is not in the
public interest to disclose it.™ ' Following the amendment of 5 10
Computer Misuse Act 1990 (“CMA™) by s 44 Serious Crime Act
2015 it seems highly likely that defence lawyers will routinely
enquire whether powers under s 10 CMA have been deployed, and
with what results. One benefit could be to alert a judge if it was
thought an ex parte application might be made. I a prosecution
decision were made to NCND or claim Public Interest Immunity in
respect of Agency activity, then defence lawyers are likely 1o argue

"2 There 1 reference 1o this in the drafi E1 CoP at paragraph 6.3
'Y byt iwemrw cps.gov. ak/degalid_to_g/disclosure_manual/disclosure_manusl_chaper 11/
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for judicial discretion to exclude the entire related computer
evidence, under s 78 PACE 1934,

111. There is a potential clash between a El CoP requirement o
dispose of material when it is no longer needed and the possibility
that material needs to be retained for possible future criminal
proceedings, including defence arguments that material acquired but
subsequently destroyed might have altered the course of & criminal
trial (s 78 PACE again). "'

Oversight and Audit Trails

112. Owersight, whether by commissioners, the ISC, judges
{perhaps under future legislation as suggested by David Anderson
QC) or indeed ministers is impossible without historic records. In the
authorisation / granting phase those making the judgements may
want 1o know what has happened prior to the request being made.
Evidence to support necessity, proportionality and limitation of
collateral intrusion may be necessary. | have personal detailed
knowledge of what is involved in law enforcement processes for

secking access to communications data.

113. In the case of post-event reviews — to cover the process of
granting the authorisation and all the events in its execution and
exploitation — detailed logs are surely essential. These logs will need
to include: & detailed contemporaneous log of manual notes of
decisions and actions generated by authorised staff, computer activity
logging, and screen capture software on all devices used by
investigators to camy out CNE operations'"”, 1 believe that these
procedures are followed by police Covert Internet Investigatars
{CIls).

11 The Draft E1 CoP addresses these at paras 6.10 and 6.5
1" 13 thye “open” world a product such as Camtasia can do this, hitps:ferww.techsmith comicamtasia, himl

787



114 There are indications that GCHOQ) does have some intemil
auditing facilities' " but without more detziled examination of the
reports against the activities it is difficult to assess whether these
arrangements provide sufficient detail for any oversight team. |
exhibit two documents as PMS2% and PMS30,

113, Any oversight team will need to have its own independent
technical resource with knowledge of the law, investigative practice
and the capabilities of the various CNE technologies. The need will
be at its greatest where the techniques are multi-stage, where the
amounts of collateral intrusion are not obvious, and where an
investigation includes the use of data mining software to integrale
several independent streams of evidence. 1t must be recognised,
however, that recruiting such a technical resource may not be easy, as
the obvious source of expertise, and with the appropriate security
clearance, is former staffers of GCHOQ and some of iis contracions.

I am happy to provide the Tribunal with further information, if so requested,
and to appear before it.

= Soume

Peter Sommer

30 September 20135

"™ hyips. thesntercept comidocument 201 509725 hra-suditing ',
hetps:theantercept com/document 01 50928 semeitive-anpeting-suthor sation
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IN THE INVESTIGATORY POWERS TRIBUNAL  Case No. [PT 14/85/CH

BETWEEN:
PRIVACY INTERNATIONAL
Claimant
and
(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATION HEADQUARTERS
Respondents
IN THE INVESTIGATORY POWERS TRIEUNAL  Case No. IPT 14/120-
126/CH
BETWEEN:
GREENNET LIMITED
RISEUP NETWORKS, INC

MANGD EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (*JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUB
Claimants
=gnid=

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATION HEADQUARTERS

Respondents

—

WITNESS STATEMENT OF ERIC KING

I, ERIC KING, Deputy Director of Privacy International of 62 Britton Street,
London ECIM SUY, SAY AS FOLLOWS;

. lam the Deputy Director of Privacy Infernational. I am authorised to make this
statement on behalf of Privacy Intemational.

2. 1 have worked on issues related to communications surveillance at Privacy
International since 2011. My areas of interest and experiise are signals
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imelligence, surveillance technologies and commumications surveillance
practices. 1 regularly speak a1 academic conferences, with government policy
makers, and (o infenational media.

The contents of this statement are true 1o the best of my knowledge, information
and belief, and are the product of discussion and consultation with other expers.
Where I rely on other sources, I have endeavoured to identify the source.

In this statement | will address, in turn, the following marers:

4. Computer Network Exploitation: Introduction
The Five Eyes
¢. What malware can do against an individual device
i. Activaring sensors
i, Ohiainimg stoved dara from devices
iii. CNE as g alternative 1o interceps
iv. Other CNE capabilities
d. What malware can do against a server or network
i.  CNE 1a redirect and capture commumications
il. CNE to facilitate deplovment of further CNE anacks
fii. CNE for capturing bulk data
iv.  Other CNE capabilities
e. How malware is deployed
f. Additional harmful consequences of CNE
i  Stockpiling of zero days
fi. Affirmatively weakening securily provections
iii.  Influencing technical standards
i “Supply chain enabiing. exploiterion and intervention ™
v Faking security updates
wl.  CNE technical failures
wii.  Inability o remove CNE malware

&

g. Targets not of national security interest
i Targeting comparnies to enable CNE missions
ii.  Targeting suspicioniess people with CNE as a means 1o an end
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iii.  Using suspicionlexs people as “data mules " for CNE
iv.  Increasing the likelihood of suspicionless people being attacked by CNE
h. The scale of CNE deployments
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Computer Network Exploitation: Introduction

5. Smartphones, laplops and electronic devices have changed how we
communicate and interact with others, express ourselves, and record and
remember our thoughts and experiences. These devices have become prime
wrgets for GCHQ and the NSA.

6. These intelligence agencies have developed hacking techmiques they call
“Computer Network Exploitation™ (CNE) or “Active Signals Intelligence™
{Active SIGINT), which, NSA documenis explain, "offers a more aggressive
approach to SIGINT. We retrieve data through intervention in our targets’
computers or network devices, Extract date from machine.”' With these
capabilities to infect devices with intrusive malware,” GCHQ hopes to be able
to “exploit any phone, anywhere, any time.™ A GCHQ document explains: “if
it's on the phone, we can get it.™

7. With the February 2015 publication of the Eguipment Imterference Code of
Practice’, CNE became an avowed technique in the United Kingdom. However,
Five Eyes members have employed the term CNE since at least 1999°,

. Having now avowed the use of CNE, the Imelligence and Secunty Comminiee
has reported that “a significant number” of GCHQ's intelligence reports contain

; lnu:lllgu::-ﬂmud and Contral (15 March 2004} [Orline]. Available from:

w;mmmﬂﬂmmﬂm %]
Malware is specialized sofrware that allows whoever deploys it to take contral of or extract

information from a target device. This is eeually accomplished by cincumventing sny security sofrware
or pther protections present an the device.

" Borger, J. and Hopkins, N. (1 August 2013) Exclusive: NSA pays £100m in secret funding for
GCHQ, The Guardian [Onling]. Available from: httpoifaww theguardian. com k-
mﬂlamﬂlmmmmmmﬂ-mwdm [Accessed | October 2015)

l::p:hhq- - IPhone :1Hmu.u-_-.rlﬂ1-l] |l}n]m=] Amhl:l-:l'zm

Pg!ml [;l:-:euui :I ﬂmhuf .'H]I!-I
United Kingdom, Home Office (6 February 2015) Equipment Interference Code of Practice. [Online],
Avalable fram:
bittps:/farww gow uk/ government uploads systemn aplosdsanschment_daca/file 40183 Tiraft_Equipme
ni_Enterference_Code_of_Practice.pdf [Accessed 28 September 201 5]
"Tth:-:ln-u-n E:n*mn I['Ff-:plmhn lﬂlll ED::.IIu] Available from;
; . spicpel-pmariphones pdf | Accessed 28 Sepbember
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10.

11.

information derived from the technique.” GCH(Q and the other UK intelligence
agencies may deploy CNE against “computers, servers, routers, laptops, mobile
phones and other devices.™

One NSA presentation published by Der Spiegel highlights just how powerful
this capability is with reference to George Orwell's /984, The author of the
NSA document asks, “Who knew in 1984 that this [Apple co-founder Steve
Jobs] would be Big Brother. ..and the zombies would be paying customers?™

As | will present in more detail below, CNE gives intelligence agencies access
to the most personal and sensitive information about an individual's life -
information which can directly or indirectly reveal an individual's location, age,
gender, marital status, finances, health details, ethnicity, sexual orientation,
education, family relationships, private communications and, potentially, their
most intimate thoughts, Furthermore, the logging of keystrokes, tracking of
locations, covert photography, and video recording of the user and those around
them enables intelligence agencies to conduct real-time surveillance, while
access to stored date enables analysis of a user's movements for a lengthy period
prior to the search.

CNE is thus far more than an altemative to intercept capabilities or a supporting
technigue for traditional human intelligence (HUMINT). It is the most powerful
and intrusive capability GCHQ possesses, and its deployment has revolutionised
how GCHO) operates,

The Five Eyes

12.

It is well documented that the NSA and GCHOQ co-operate very closely, in
particular through the Five Eyes alliance, which also includes the intelligence
agencies of Canada, Australia and New Zealand. They have co-operated as a

! Intelligence and Security Comamittes, Parlinment of the United Kingdoen (12 March 2015) Privacy

end Security; A modern and ransgparens lepal framework (bereafier “15C Repon™), ai 67, The I5C

lB.Ep-:nrlrn-:ﬂ.-m the UK inelligence agencies’ “IT Operations™ primarily on pages 63-67.
Thid. at 14.13.

*NSA slides on smartphones (9 September 2003) [Ouline]. Available fram:

bt orwew ofT ore/fleg 201 3/11/1 5201 30905-spiegel-smartphones pdf [Accessed 28 September

2005
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signals intelligence alliance for almost 70 years, While the alliance was founded
when the agencies only carmied out passive SIGINT collection, their co-
operation has extended to other capabilities as they have become possible,
including CNE.

13, The Five Eyes share the development of CNE capability. There are
specialised Five Eyes teams, such as the Network Tradecraft Advancement
Team'®, that seek to improve CNE capability. Security researchers have
identified core malware development Librariezs of software that have been
collectively created and used by the USA, the UK, Canada, Australia and New
Zealand. These libranes serve 2s a foundation to allow each country to develop
its own malware from a common basis, as well 25 shared Five Eyes malware."’
Canadian Communications Security Establishment (CSE) documents highlight
suceess stories that are a direct result of Bntish GCHQ analysts identifying new
ways to target mobile phones during an Australian Defense Signals Directorate
(DSD) workshop.' Indeed, the malware itself is shared property of the Five
Eyes, with documents explaining that codenamed programs such as
WARRIORPRIDE, a key malware framework, i a “unified framewaork...
[used] across the 5 eyes [sic].""

14, The Five Eves work together to deploy CNE capability. The fnrerceps has
reported that the NSA and GCHQ have targeted anti-virus and other security
companies such as Kaspersky Lab." The Globe and Mail has also reported that

NS A GCHQ CSEC Network Tradecraft Advancement [Online] (4 December 3014 [Online].
Awailable from: hips:www eff org files2014/1 27167201 4 | 204-intercep-
nsa_gchg csec_network_tradecraflt_advancemnent.pdf [Accessed 28 Seprember 2012]
" Guarmierd, C. (27 Janaary 2015) ‘Everything we know of NSA and Five Eyes malware’ [Online].
Avzilabie from: hetps:nex. sxblog 201 5-01 -1 7-evervthing-we-know-of-nss-and- frre-syes-
n:u.]nn: heml [Accessed 28 Seplember 2015]

53-.-.:1-;1.-.':1:1 H:mmt ..'l.n.-l.y:u Tradecrafi (21 H.l:r 201 5]- Il}ulm-r] .'wu]lblc Er«uu

; y twerk

‘mn.ua 38 September 2015] -
* CSEC Document on the Handling of Existing Trojans When Trojaniring Cosnputers (17 January
musa Innhm] Ammzmmmﬂmnﬂﬁmzﬂ;ﬂﬁﬂumuk

ers.pdf [Acceszad IR

Srpmhﬂlﬂlﬂ
" Fishman, A. and Marguis-Bore, M. {22 June 2015) Popular Security Sofrware Came Under
R.:l:nl-u.-u NEA And EtH-lj-ﬁm::lu [{:ﬂu];. The J'nr.r.-::epu' Available from:
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the Canadian CSE and the NSA jointly targeted Brazil's Ministry of Mines and
Energy." Even intelligence agencies that are not part of the Five Eyes alliance
have been brought in for joint CNE operations, with GCHQ receiving redirected
communications traffic from the Swedish National Defence Radio
Establishment (FR.A), allowing them to inject malware into emails."®

15. Much of the covert infrastructure to support CNE capability is jointly operated
out of Five Eyes bases. NSA documents refer to deploying CNE from RAF
“Menwith Hill Station™ and “with help from GCHQ™."" For a period of time, the
NSA was seemingly unable to inject malware into users of Google serviees,
with Der Spiege! explaining that this “can enly be done by Britain's GCHQ
intelligence service, which has acquired QUANTUM tools from the NSA.""

16. The Five Eves share the data that is collected from many CNE operations,
regardless of who Initiated it."” Documents show that “almost all” of the data
from GCHO CNE operations flows into a Five Eyes joint database, and that
“lots” of data from NSA does the same.™

17. Throughout this statement, 1 will refer to many documents that hold secunity
classification markings “TOP SECRET/REL TO: FVEY", indicating that they
were shared with all members of the Five Eyes alliance. While some of the
references might be to American NSA documents or to Canadian CSE
documents, this statement will make use of such documents to illustrate 1o the

* Freeze, C. and Molen, §. (T October 2013) Charges that Canada spied on Brazil unveil CSEC's inmes
nﬂm.nl [DnHHL The Globe and Mail. .-I'l-dhﬁi'rﬁm

#HWIAMH ha:-mbu Hllﬂ
Itqvlm'z Sweden Meeting (12 November 2013) [Online]. Available from:
14/01/02/2013121 | -evi-xkevscore_sweden meeting pdf [Accessed 28
September 201 5]

" MHS Leverages XES5 for QUANTUM (12 March 2014) [Online]. Availsble from:
https:ifwww.eff arg/files/2014/04/09/201 403 1 2-interceps-mbs_leverages_xkeyscore_for_quantum.pdf

1&&:&&&1!5:;“&::1“
! Spiegel staff (29 Dmu‘n-mu}lwdﬂm :I:Immulu'ull TnpN"-iA thu TJmJJ-n'
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Tribunal the types of CNE capabilities being used by the Five Eyes. Due to the
high level of operational integration among the Five Eyes members, and the fisct
that these documents share the “TOP SECRET/REL TO: FVEY™ classification
markings, | will treat them as relevant regardless of which agency authored the
documents.

What malware can do against an individual device

18.

When CNE is deployed against an individual’s mobile phone or computer, there
gre few limits on what that mablware can do. Unlike bugging or imtercept, there
is no sel way CNE may be used. Instead, it is a capability that can be deployed
in any number of configurations 1o do any number of different things. The Five
Eves have a diverse arsenal of malware tools, each highly sophisticated and
customisable for different purposes.

Acrivaring senzors

19.

20.

Far from being simply passive siorage devices, smariphones are porgble
sensors that monitor the world around them. Vic Gundotra, Google's Vice
President of Social on Android, describes a mobile phone as having “eves, ears,
a skin, and ...[it] knows your location. Eyes, because you never see one that
doesn’t have a camera. Ears, because they all have microphones. Skin because 2
fot of these devices are touch screens. And GPS allows you to know your
lmﬂm'ull

Hacking a mobile phone gives governments {or others) total control of features
like the camera, microphone and keyboard, which may be utilised, manipulated
and turmmed against the user of the device. Internal GCHQ documents explain
that the agency is interested in "[n]ot just collecting voice and SMS and geo-
locating phone, but gerting intelligence from all the extra functionality that
iPhones and BlackBerrys offer."

! Gundaotrs, V. {m'Dﬂlﬂlhﬂ' 201 2) Google+ Puil ['D'n]rnt} Avnilable from:

il y [Accessed 2B Seplember 2015]
Borper, 1., Hl.rdml.L lﬂd Hopkins, N, (2 .nurustiﬂiii GCHOCY: inside the top-secrel warld of
Briiam's I:l:mt q:}' l.Fm:r The Eu‘nﬁm ['n'l'lhﬂl!l. Avnilable from:

s seowien [Accessed 28
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21. This sbility to activate features is not limited to mobile phones. COne malware
implant deployed by the NSA — codenamed UNITEDRAKE - can be used with
a variety of “plug-ins” that enable the agency using it to gain total control of an
infected computer. For example, an implant plog-in  named
CAPTIVATEDAUDIENCE is used to hijack a computer's microphone and
mmdmmnvmnﬁmurmﬂinhﬂngpllumﬂmm.m,
GUMFISH, can secretly activate a computer's webcam and take photographs of

whoever is in sight. ™

22. A similar, possibly identical, suite of tools ~ codenamed WARRIOR PRIDE -
is used by GCHQ. This framework includes a range of capsbilities: using
DREAMY SMURF, GCHQ arc able to turn on a mobile phone that is
apparently switched off; NOSEY SMURF allows the agency to activate the
device's microphone; and TRACKER SMURF allows the agency to activate the
device's GPS location tracker.®

23. Modules of enother piece of Five Eyes malware, Flame, have been analysed by
security researchers, who noted the sophistication of many aspects of the
malware. In the Flame malware, a screenshot module takes snapshots of
whatever is on the screen every 15 seconds when a communication application,
such as instant messaging or Outlook, i being used, but decreases this 1o once
every 60 seconds when other, potentially less interesting applications are being
used. ™

24, To ensure that the presence of malware is not detected, PARANOID SMURF
hdpnh:mﬂmmmmtuhiddmmﬁedem.“

2 Gallagher, R and Greenwsld, G. (12 March 2014) How The NSA Plans To Infect Millions' Of
Computers, The Intercept [Online). Available from: fups:/theintercent com/2014803/12/n3a-plans-

Mmmﬂtmnwmﬁ]
BEall, I (28 Japuary 2014} Angry Birds and Wﬁmtwmnﬂl tr;-HE.ﬁ. m:lEEHq ,Eq-uﬂ:

:nu.msumgmml Am'll.bl:ﬁ'm sty - d
pchg-smariphone-ang oty i -2 [ﬁwﬂlﬂlilscﬂmhﬂ'lﬂlﬂ]

Em:: K. (28 May Wll}'h'l-nrt 'thl.‘-. THHH.'HE Spy Malware Infilirating Irenisn Computers,
Wired [Online]. Available from: hep; /e wired com/20]1 205/ flame! [Accessed 28 September 2015]
* Ball, . ut:ummmummmwﬂm-mw nmmmhm
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25. GCHQ 1 able 1o record every keystroke pressed on a device using OWERTY, a
kevlogger plug-in for the WARRIORPRIDE malware framework, designed 1o
collect and exfiltrate all keyboard keys pressed by the victim and record them
for later inspection.”” This enables the agency 1o see everything that the user has
typed, including not just the contents of communications and documents, but
also any lext that was subsequently deleted, and any passwords that the user
entered.

Crbtaining stored data from devices

26, For an increasing number of people, personal digital devices contain the mosi
private information they store anywhere, Computers and mobile devices have
replaced and consolidated our filing cabinets, photo albums, video archives,
personal diaries and jounals, address books, and comrespondence. They are also
slowly replacing our formal identification documents, and our bank and credit
cards. They hold information that mey never have been set down or
communicated elsewhere,

27. Whatever information is stored on our computers and mobile phones becomes
immediately obtainable with CMNE. From texi messages, emails and phone
records, to address books, notes end calendars, as one GCHO document
explains, “if it"s on the phone, we can get it.™"

8. Commumications, social networks and contacts: Whether it"s an email,
iMezzape, Facebook chat or SMS (1ext message), almost all
¢communications are now sent using either a computer or mobile
phone, With CNE, it does not matter what kind of communication is
transmitted if a recard of this communication 15 stored on an electronic
device, or access 10 records can be sought via the device — the malware
will be able to obtain it. Address books, friends lists, followers <all are
there to be exfiltrated and analysed.

*7 palware from the Five Eyes (27 January 2015) [Online]. Available fram:
[gemcifas: spicgel demedip/media-15668 pdf [ Accessed 28 September 2015]
Ball, 1. (28 Jasusry 2014) Angry Birds and 'leaky’ phome apps targeted by MSA and GCHO for user

data, The Guardian [Online]. Available from: hetp/faoww theguardian com/world 201 4an/27 'nsa-
Fhg-¥ Mrds-persona) -Galk Lﬂm‘d!liﬂﬂlﬂ!bﬂ ml!f]
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28

b. Documents: Personal and work documents are stored on the storage

drives of devices being targeted by CNE. Accessing cloud file storage
services (such as Dropbox, Google Drive or Office 363) via our
phones or computers means that deploying malware against these
devices may results in the entire electronic document history of the
target being obtainable. This is very different from intercept of
material that a target has chosen to communicate afier & warrant has
been issued. The collection of data may go back many years.

Location: While TRACKER SMURF gllows GCHOQ 1o activate the
GPS locstion tracker on a phone w obtain its current location,
historical Jocation information can be also be discovered by placing
malware on a mobile phone. Many populsr smart phones store
historical location information.™

Information that only exists on that device and was never intended to be sent.
copied or shared can be obtained vin CNE.

CNE ax an alternative to intercept

28.

30

Information that could otherwise be obtained by intercept is also available. As
phone calls are connected, the malware on the device can copy audio from
phone calls and transmit it back to GCHQ in real-time. The same is true for
emnails being sent from a computer, or indeed amy other form of communication
that can be transmitted from a computer or mobile device.

L]

Video chats using Skype or FaceTime can also be captured using CNE and sent
back to GCHQ in real-time."’

" pall, J. (28 Januasy :nu].umm:udw phmwwudhyhls.m udﬂc'.l-Iu for umsT
T B Ik n 01 d 3

¥ ITRIG Tools snd ruhnqm (14 July 2014) [Online). Available from:

s fvewe fF. ot/ Biles 2014/07/ | 4frigalLpdf [1 Ostober 2015]
Thid
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31,  Onher malware 1ools used by GCHQ include FOGGYBOTTOM, which records
logs of internet browsing histories, and GROK, which is used to log keystrokes,
allowing the agency 1o collect login details and passwords for websites and

email accounts,

Orther CNE capabilities

32. Intelligence apgencies are interested in obtaining more than just the information
from an individual's computer. NSA documents list other goals such as the
ability to “manipulate, disrupt, deny, degrade, or destroy information resident in
computers or computer nerworks, or the computers and networks themselves, ™
This 15 unsurpnsing: once access 1o an electronic device has been secured, it is
as easy to delete material or insert new material as it is 10 exfiltrate it.

33 A diverse range of malware has been created in order 1o achieve different
objectives, for example preventing someone from gaining access to & cersin
website, or preventing 2n individual from downloading a file from the internet.
Malware can be employed to corrupt a target's file downloads. Remote control
of a computer allows intelligence agencies to send fake messages from the
infected device, or plant or delete documenis or data on that computer
remotely.” CNE provides 8 wide range of powerful options.

What malware can do against a server or network

34, Despite this already long list of what intelligence agencies can achieve using
malware, these capabiliies become more advanced if we consider the
deployment of malware against networks of computers.

" Gallagher, B. and Greenwald, G. {12 March 2014) How The NSA Plans To Infect "Millions’ Of
Computers, The lntercept [Online). Availabie from: hips: themsercept.com/3014°03/1 2 'msg-plans-
[Accessed 28 Seplember 201 5]
Oellman, B. mﬂ"-l':umnu,l‘:' (30 Augssn 2013) UK. spy agencics mousted 231 offensive cyber-
nplrntmmmlnll d-nmnml;ihﬂ' ThWanmleﬂulm] Avaslable I'n:m:

mum.’;mmme-l wz I1e3 b-l:l:-
dE1d |Accessed 28 September 2015)
Gallagher, B apd Greenwald, G. {12 March :J'I}I-I}I-Iuw'l'h:‘ii.llﬂ::: Tao Infect 'Millions' OF
Compuiers, The Infercept [Online]. Available from: i
infeci-millpns-compuiers-malware/

[Accessed 28 Septernber 2015]
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315, In the words of an NSA analyst, “there are a plethora of things you could do
ance you get CNE access to a router.. .suffice it to say, getting access to 2 router
is very good for the actor, and very bad for the victim.™"

316, Ome team at the NSA — Teilored Access Operations (TAQ) — has software
ternplates to break into common brands and models of “routers, switches and
firewalls from multiple product vendar lines."*

37. Targeted sysiems and networks are often large-scale and sit at the heart of a
coOmpany's Of & country's communications infrastructure., The same NSA
analyst quoted sbove (paragraph 35) explains: “1'm not tzlking about [hacking]
your home ADSL router. I'm talking about bhigger routers, such as
Ciscos/Junipers/Huaweis used by ISPs [inlernet service providers] for their
infrastructure™."’

38. Far from being a capability of last resort for extreme circumstances, it appears
this kind of large-scale attack is being deployed regularly against both company
and country communications networks. As one document explzins “Hacking
routers has been good business for us and our S-eyes [sic] parmers for some

time."™"

. ﬂ:d.lnnﬂ..ﬂ ﬂ.iHiku.Hﬂ.l.IL{H-ﬁAu;lﬂ 2003) U5, spy apencies mowmbed 231 offensive cyber-
up-n.h.:mmﬂ]l d-mnﬂ!lhl' The Fﬂwl’mlihlm:] Amliﬂeﬁm

[hmdﬁhmhnmlsi
mmﬂmﬁmm A.::HINM’HIEU March 2014) [Onbine]. Availeble

' EyuHuhn;Lu.: Rowters (12 March muunnumj Available from:
|m 28 September 2015]
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39, One documeni reveals that, by deploying CNE against entire mobile phone
networks, the NSA are able to automatically exfiltrate phone billing records and
the location of evervone comnected to that phone network "

40. As early as 2008, a published GCHQ Intelligence Services Act 1994 warrant
referenced the fact that the “[cJapability against Cisco routers developed by this
means has allowed 8 CNE presence on the Pakistan Intemet Exchange which
affords access to almost any user of the internet inside Pakistan ™"

CNE to redirect and capture communications

41. GCHQ is deploying CNE against core communications infrastructure of other
countries in order to obtain access to the communications of any user within the
target country. This is done to acquire communications that GCHQ would
otherwise have had 1o seek in parinership with the law enforcement or security
forces of that country. GCHQ bypasses such partnerships by routing the hacked
communications so they flow past a mass surveillance collection pomt like
TEMPORA where they can be processed and analysed."'

42. Under one CNE programme codenamed GENIE, the NSA reveals a similar
system in which they “provide high quality voice collection by delivering
implants [meaning malware] that can identify select conversations of interest
within & target metwork and exfiltrate select cuts back to NSA."* Such
technigues in effect steal the processing power of the target’s computer to do
the agency's work for it

» EmHHTyTu:hmqnn Can E‘nﬂsnml HEIGM:IHII.‘HH Tm (17 Juulry Iﬂ]ﬂ [Dﬂtn-t].
Available from: hip: X - ]

: zhy Lok !IMmud!!Sepmnhuimf-i
. hpplmuufnr Rm:m.! uf"#mul EI"'il-".-'I I 6 {11 .'hmrim 51 [Onlme], Available from:
https-ftheintercept com/document 201 5/06/2 1/ gehg-warrasi-renewal! [ Accessed 2B September 2015]
* Guarnieri, C. (27 Janasry 2015) ‘Everything we know of ¥5A and Five Eyes malware' [Online).
Availsble from: bitps:/nex swblog/2015-01-2 T-everytinng-we-know-of-nsa-and-five-gyes-
mll-m biml [Accessed I8 September 201 5]

HS.A Budget on l:mw:n Network Opesations - Code Word GENIE (17 Jasuary 2015) | Online].

[Accessed | October 2015]
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45,

a7,

Other documents confirm specific codenamed programs used by the NSA end
GCHQ to achieve such redirection. For instance, when deploying malware on
“network infrastructure devices™ one NSA document explains it can use
HAMMERMILL for “targeted copying” which permits the redirection of only
targeted communications, not everything that is flowing over the network.

However “targeted copying™ is not the limit of the capability that can be
achieved with CNE. A program codenamed BRAVENICKEL gllows the
capture “an entire [communications] link without selection.™*

GCHQ also engages in bulk redirection, as a 2008 warmant explains: “[o]ur
presence on routers likewise allows us to re-route selected traffic across
international links towards passive collection systems.™

Telecommunications companies are often the targets of these redirection
attacks. Just within Germany, several communications have been compromised
by GCHQ. Deutsche Telekom AG, which provides mobile phone, internet and
landline service to 60 million people in Germany, was hacked by GCHQ.™
Likewise, Metcologne, which operates a fiber-optic network and provides
telephone and internet services to 400,000 customers, was targeted by GCHQ,
as were German satellite operators Stellar, Cetel, and IABG."

Redirection via CNE appears to be part of an international Five Eyes strategy.
One NSA document explains the agency will continue to develop its redirection
capabilities 1o “more effectively handle the incressing volumes™ of data the
agency secks 1o acquire, as well as to minimize “unnecessary exposure of the

N Anakvtic Challenges from Active-Prsive Integration. {17 January 201 5) [Online]. Available from:
MWM

nmmmmmm:l ﬂ-mhn-ibﬂlﬁl
Guamieri, C. {27 Januasy 2015) “Everything we know of NSA and Five Eyes malwarne’ [Dnline].
Availabiie from: hrtps/nex.sxblog20 1 5011 T-everything-we-know-of-nsa-and-five-eyes-
mllmhﬂml[htz-tmdl October 2015]
“ GCHO Application for Renewal of Warrant GFW/1160 (22 June 2015) [Online]. Availsble from:

com/document201 506722 gehg-wamnt-renewsl! [Accessed | Ociober 2013]

hitps;/ithetmiencept.
* Grothoff, C. et al {14 September 2014) Map of the Stars: The NSA and GCHQ Campaign Against
mw&mmw[mﬂ Available from:

g [Accessed 1 October 2015]
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covert infrastructure.”® As evidence of how valuable such redirection programs
are perceived to be, the NSA has allocated more than 5650 million for their use
in 2013, with the projected budget passing 2 $1 billion in 2017.* Such
redirection also enables GCHOQ to acquire large quantities of intercept without
intercepting the content of every communications link.

CNE to facilitate deployment of further CNE aracks

48, Redirecting communications is nol the only thing that can be done when CNE is
deployed againet a network. There are other ressons why GCHOQ stiacks
networks. GCHQ's deployment of CNE against Belgium’s largest
telecommunications provider, Belgacom, provides a useful example.

49, GCHQ documents explain the attack was “successful™™" which in part allowed
GCHQ o redirect communications as | describe above. But, the attack against
Belgacom was also designed to accomplish something else. The ultimae goal of
hacking Belgacom eppears to have been to “enable CNE access (o
BELGACOM Core GRX Routers from which we can undenake MiTM [man-
in-the-middle) operations’’ against targets roaming using Smart Phones.”™ In
other words, GCHQ wanted 1o use Belgacom's network to launch funther CNE

operations against phones that used the network ™

HE,:I., Budget on Computer Nerwork Opersnons - Code 'l.l."-urd EEHEE{J'I' January 201 %) [Ombine]

1 B:m’au]ﬂl:i]
LMm, C. (27 January 2015) ‘Everviking we know of N5A and Five Eves malware” [Online]
Available from: hitps:Vnex. sx/blog 201 5-01 -2 T-everything-we-know-of-nsa-and- five-eves-
malhware il [Accessed 28 Sepiember 2013]
* CNE Access 1o BELGACOM (13 Dmnbn ll]':-l}lﬂnhmi .lwilllhl-l! Erml

[Amund!ﬂmhn IDLSJ
" A “man io the middle™ enack deplovs malware without the sciive participation of the terget. The
niack inserropis, or gets in the middie of, a request by the tanget device 1o access inlernel contenl. For
hm:wmnﬂgmhm|mmﬂmlpﬂmﬂuw The mgent will

that request, and respond to it, ofien by impersonating the website. In their response, the sgent
will send back malwars mstead of, or sometimes (B addition 1o, the requesied conient.
" [m-rmmﬁmu]m (24 October 1I:II]]| [ﬂnlln:] Availshle from:

1]

SaER L

ot s pieeel-by [Accessed | Ocinber 201 5]
G-.lllllhn R[]iﬂmﬁﬁlnlljﬂp-mhmh-lul Thhrdt&m#!ﬂwﬂnhﬂr%
H-.ﬂed Ed.innﬂl.u-m Tlhn.mfmmwlﬂnlmt] Anlﬂﬂttmn

I 3 1 indercepd i1 k=gchg=mside-sioryy [Accessed |1 October
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50. Documenis show that the Five Eyes have dedicated malware for this task,
codenamed STRAITBIZARRE * When deployed, the malware takes control of
the target network infrastructure, which can be used to inject malware into other

networks, computers or phones.™

51. Another GCHQ program, HACIENDA, exists to scan the communications
networks of entire countries, looking for vulnerable computers to anack.
According to one GCHQ slide from 2009, GCHQ completed scans of 27
different countries and are prepared to do more.™ One goal of the scanning is to
create what the Five Eyes have dubbed Operational Relay Boxes (ORBs). These
are not target computers, but third party computers owned by individuals,
companies and governments. Because they are easily vulnerable to exploitation
from GCHQ, these ORBs are the initial CNE targets, allowing the agency o
control them and use them as relavs for further CNE attacks. The ORBs then sit
hmamﬂ::mmﬂ:n'mdﬂ:th:gﬂ.nh&:mingmemﬁgimﬂfmm”

£2. Mot getting caught is part of the operation; an NSA document explaing,
“Islystem logs end processes are modified to cloak the intrusion, facilitate
future access, and accomplish other operational goals.”

CNE for capruring bulk data

53, CNE can also facilitate the acquisition of "bulk data.” Indeed, GCHQ told the
Independent Reviewer David Anderson QC that they needed to maintain the
“shility to scquire bulk data, including through the use of new techniques, such
s CNE™*

’*ann smmwmuumw m!-"f] [nnhu] Auu-b]-.-frm

008
" 15 A Budget on Computer Metwork Operations - Code Word GENIE (17 Jasuary 201 5) [Online].
Available mm&wﬂlﬂiﬂﬂﬂﬂumﬂ-

Lﬁ:ﬂﬂndlﬂﬂnhm]ﬂ -
Andenon, D, - Independent Reviewer of Termorism Legisbation (June 20015} A Cheestion of Tross:
Repart of the Investigatory Powers Review [Online]. Available from:
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54, A series of afacks by the Five Eves signals imtelligence agencies againsi
companies to obtain the encryption keys used secure mobile phone
communications demonstrates what can be done.

55. In one CNE operation against 2 European company, Gemalo, GCHQ sought 1o
obtain the encryption keys used by SIM cards (a small card containing a
computer chip which is used in mohile phones to store dentifying information
and help encrypt communications). Gemalto makes 2 billion SIM cards a year,
which are distributed to mobile phone service providers around the world. A
GCHOQ presentation states the operation was so successful that GCHOQ “believe
we have their [Gemalto's] entire network™ allowing the agency 1o begin
“harvesting [data] at scale. ™

56, Other Five Eyes pariners are deploying similar attacks 1o obtain data in bulk,

including from other SIM card manufactures. The New York Times reported

Australia’s signals intelligence agency, DSD, infiltrated an Indonesian mobile

phone company and stole nearly 1.8 million encryption keys used to protect

communications.”’ The same document also states that GCHQ was preparing

similar SIM card theft operations agninst one of Gemalo's competitors,
Germany-based SIM card giants Giesecke and Devrient,®

-l 5. [ = ..' m]ﬁ] A § T 1
“E-:;Iqr 1. and Scahill, J. {19 February 201 5) The Grest 5D Heist: How Spies Siole the Keys w the
Encryption Castle, The fmiercept [Cmline]. Available from: hitps-‘theintercept som 201 5021 %/great-

M!ﬁm I Dctober 201 5]
T

*! Poitras, L. and Risen, 1. {15 February 2014) Spying by N.5.A. Ally Entangled U.S. Law Firm, The
New York TME [Online]. AFIW!MMMMM

s mésfined [Accessed | Oiciober 2015)
H-qhy .1 -:dEuhL]L.’I ugrmwmnmmmsm Heist: How Spies Seole the Keys o the

Encryption Castle, The Jutercepr [Online]. Available from: himps:/‘theintercept. om0 307/) & reat-
sim-heist [Accessed | Ociober 201 %)
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57.  Another attack, this time against an unnamed telephone company, allowed Five
Eves agencies to obtain bulk historical phone billing records, which include the
time, date and the location of every phone call made on that network.”

Other CNE capabilities

58 One note in @ leaked copy of an intemal NSA/GCHQ message board
highlighted just a few capabilities available when CNE is used against network
routers:

"You could add eredentials, allowing vourself to log in any time you choose.
You could add/change routing rules

You could set up a packer capture capability [...]

You could weaken any VPN encryprion capabilities on the router, forcing it to
create easily decryptable tunnels

You could install a dorked version of the Operating System with whatever
functionality you want pre-built in™ =

55, By replacing the router’s opersting system with a “dorked” or altered version,
there would be no need to deploy malware again to obtain additional access, as
the very operating system of the router would be under your control until it was
updated or the malware discovered.

60, While controlling or extracting information from computers and networks is
intrusive, intelligence agencies can also do more. To block access to certain
wehsites, they can deploy QUANTUMSKY.® To prevent someone from
downloading a certain file from the internet, then they can use
QUANTUMCOPFER to carrupt a target's file downloads, *

* Stealthy Technigues Can Erl:t m-ursmﬂﬂ'-ﬂrhtﬁw{ﬁhmimﬂlﬂﬂwl
" 0

Anﬂtblnlmn. 0p =TT T .,' 1 15 MiETEnon -
e ol te iques A Cr 1k B lﬁﬁﬂ.ﬂdﬂm.:rﬂ']ﬂ]i]
F‘wr. Eran:hngI.mtu Itmlrt_{].'l Hm:h lﬂH] Iﬂﬂhl] Avuhbh ﬂrnﬂu
o WA 4, 8 | L 5= L it L 154

Hﬁmﬂ!ﬂﬁ:ﬂnﬂhmﬁ]

Gallagher, B and Greenwald, G. (12 March HH#]HWTI:HE& FhmTuld:ﬂ‘I-'[ﬂlmu of

-Eﬂ:ﬁ]!lﬂm The Intercepr [Online]. Available from: hsps:\theintercept com/ 2012011 B
[Accessed 28 September 2015]

Thid

BO7



How malware is deploved

6l.

62

63.

CNE is most often carried out by remotely sccessing the target device. One
NSA documnent explains that “1o maximise agility and minimize risk and cost. a
targeted system is usually subverted remotely, via existing tools/implants and
infrastructure. When remote access is not possible, field operations are
undertaken to physically place hardware implants or software modifications into

or near targeted systems,™

Historically, one of the primary ways GCHQ) would send out malware was in
bulk, as spam email. It appears that GCHQ was responsible for at least some of
the spam email that we all receive. This “bulk spam mission™ however was
reportedly slowly becoming less visble, resulting in the success rate of infecting
& computer becoming less than 1%

Currently, GCHQ appears to prefer a transmission system developed by the
NSA codenamed QUANTUM. Indeed, one NSA document reveals “GCHOQ
uses technique [sic] for B0% of CNE access.”™ QUANTUM isn't & new
technigue; some of its strains, like QUANTUMINSERT, were first crested by
the NSA in 2005, or QUANTUMSKY in 2004.™

QUANTUM consists of a variety of methods that allow intelligence agenis 1o
take control of target devices. One QUANTUM vaniation works by “shooting”
malware directly into internet traffic that flows through TEMPORA or similar
mass surveillance systems. As TEMPORA or similar systems collect and
process communications in bulk, the keyword searching conducted under that
program can be repurposed for the deployment of CNE too. Based on keywords

¥ NS A Budget on Computer Network Operations - Code Woed GENIE (17 January 2015) [Online).
ﬁwwtmmmwﬁﬂwﬂs&

1 Gctaber 2018]
NSA Phishing Tacties and Man in the Middle Auacks (12 March 2014) [Online]. Available froe:

dil [Accessed | Ocrober 2015)

J Hulﬁph Mﬂhdi. ufl:fl.lmm { I lhllmll .'H]'H:l [E‘-‘n]] Available from:

i

1404 09,201 4031 2-mercepl-muiuple methods of quantum, péf
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within emafls collected, QUANTUMTHEORY can be activated, injecting, or
“shooting™, malware into the communication in real time in an aftempt 10
exploit the recipient of the email.”

65. One base in North Yorkshire, RAF Menwith Hill, has been critical in the
deployment of QUANTUM attacks. A document shared with the Five Eyes
alliznce refers to RAF Menwith Hill as being an early tester of QUANTUM
when targeting in particular, Yahoo and Hotmail email sccounts. Indeed, for a
period of time the NSA was unable to deploy QUANTUM 1o target users of
Google services from any other Jocation than the UK. ™

66,  Another deployment of QUANTUM, codenamed QUANTUMHAND, works by
wailing until the target attempts to log into Facebook, at which point GCHQ
intercepts the request to log in. Then GCHQ, not Facebook, responds 1o the
request by sending back concealed malware which tricks the victim's computer
into thinking the communication is being sent from the genuine Fecebook.”

67.  Ancther option for interfering with a target device is supply chain exploitation,
which is discussed in further detail in the paragraphs 92 to 101 of this statement.

68.  Five Eyes agencies have also deployed malware 1o visitors of online forums. ™
Ome attack, carried out by the Equation Group which has been linked to the Five
Eyes, sent malware to everyone who logged-inio a series of web discussion
forums. The security company Kaspersky published a detailed description of
the operation.” They explained that the malware was sometimes deployed via
advertisements on popular web forums used in the Middle East. Everyone who

T MHS Leverages XKS for QUANTUM (12 March 2014) [Online]. Availsble from:
hvps/www. eff org Files/201 404092014031 2-imercept-mhs_leverages xkeyscore_for_guantum pdf
[Accessed 28 Sepember 2015)

‘quamwnﬁun? H.nﬂ-.rua r-::{n u: March :uu} [Cmline]. Available from:

4 peh pdf [Accessed 1 October 2015)
E-Jluinf !_mdﬁfmuld.ﬂ {I! HHI‘]]-MH'}IHW THHHFHI!I To Infect ’h'lﬂllm.l'ﬂ'f
l:umpum The Intercept [Ouline], Available from:
nfect-millwai-compuiess-malware/ [Accessed | Detober 2015]
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visited the compromised forum could be infected, although the operation was
partially geographacally limited. Visitors 1o the forum from cenain countnes,
including Jordan, Turkey and Egvpt, would not be targeted. Once deployed, the
malware infects the computer and installs 2 walidstor, named
DOUBLEFANTASY, which monitors the computer for & period, reporting back
to the person controlling it for further instructions. Those instructions may be
either to obizin whatever informstion is desired from the computer, or if the
device is not of interest, the operation may be terminated.™

Another method of deploying malware is known as a “watering hole” attack.
Such attacks are usually accomplished by installing cusiom code on a website
that will infect with malware any device that visits that websiie. For example,
the US Federal Bureau of lnvestigation (FBT) has admitted to deploving such &n
attack on the servers of the service Freedom Hosting. Each server was turned
into a watering hole, and subsequently infected with malware any device that
visited the server whether or not that device was of interest to the FBL."

Additional harmful consequences of CNE

T

T1.

CME by its nature exploits weaknesses in software and hardware that s often
used by millions of people. One US intelligence official analogised using CNE
to & situation in which “[v]ou pry open the window somewhere and leave it so
when vou come back the owner doesn’t know it"s unlocked, but you can get
back in when you want to."™

An intemal document reveals GCHO's desire for the ability to “explodl any
phone, anywhere, any time."" This goal creales perverss incentives, which may

™ hid

™ Poulsen, K. {13 Scpmb:“ﬂillmlﬂﬂmtllﬁmlﬂllﬁﬂ Tor El:h'n'l Hﬂﬂnd.'!.l[:n Malware

Arntack, Wired [Oaling]. Available from: hip:) wws

[:tﬂ::nnd 1 Cctober 2015)

Cieliman, B. apd Makashima, E. {30 Angos 20013) U5, spv agencics moumed 331 offensive cvber-
m;umll d-mnwwllw Tilﬁ'mhnifnnf'ﬂﬂlﬂnhnt! Aﬂﬂlblrﬂm

nmuuu Sepperaber 2015]

Borger, J. and Huph:m.‘.l’i {1 August 2013) Eheri-.-:- NSA pays £100m in secret funding for
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T2,

lead to sacrificing the security of the communications that we all rely on for
banking, commerce and other everydzy transactions in the name of access for

intelligence agencies.

As 1 will deseribe below, GCHQ and NSA are stockpiling sofrware
vulnerabilities, known as zero days. They are also overlly and covertly
weakening the security of some hardware and software ai its source, influencing
security decisions made at technical standards bodies 1o suit their goals, and
undermining trust in critical systems that people around the world rely on for

seCurity.

Stockpiling of zero days

T3,

74,

75.

GCHQ and the Five Eyes use a vaniety of methods to exploit hardware and
software. Many of those methods rely on the use of a vulnerability - a pre-
existing error, often called a “bug”, in hardware or software that allows it to be
used in @ manner that was nof intended or anticipated.

In the normal course, when researchers and others discover vulnerabilities, they
report the vulnersbility to the company responsible for the security of the
equipment affected. 1f GCHQ or the Five Eyes discover a vulnerability,
however, they have an incentive not to reveal it in order 10 use it offensively as
pert of @ CNE attack, or 1o stockpile it for future use. An NSA classification
guide states that “technical details concerning specific software vulnerabilities,
when not publically known, and [that] are exploited for CNE activities™ hold 2
minimum classification of TOP SECRET.®

Zero day vulnerabilities get their name from the fact that, when identified, the
computer user has had “zero days" to fix them before attackers can exploit the
vulnerability.

"3 5A Budget on Compuater Nerwork Operations - Code Word GENIE (17 Jaguary 2015) [Online].
Mﬂhﬂﬂw_mmk

Avrilable from: e
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76,

1.

78,

79,

US intelbgence officials have acknowledged that governments have become
some of the biggest developers and purchasers of mformation identifying zero
days."’ One NSA budget shows the agency in 2013 set aside §25.1 million for
investmen! in “resources 1o maintain and expand the Nation’s CNE capability
by additional coven purchases of software vulnerabilities in suppon of CNE.™

Almost all technology companies have schemes to purchase zero days affecting
their sysiems, with many offering large sums to security researchers who find
the vulnerabilities and bring them to the company to fix. While most companics
are providing thousands, or even tens of thousands of dollars for particularly
important vulnerabilitics, the largest publicly acknowledged payment ever made
was §100,000 for a whole class of vulperabilities affecting Microsoft’s
operation system Windows."

Payments offered by governments for vulnerabilities dwarf those given by the
companies in both size and scale. The price of zero days is therefore rising, with
one security firm that regularly sells zero days 1o governments now offering §1
million for a vulnerability that would allow an anacker to break into an iPhone
or iPad running Apple’s newly released iOS 9%

By purchasing zero days, and using them offensively as pant of attacks, GCHOQ
and the NSA are preventing preventing potentially millions of individuals and
companies from being protected.

This perverse situation has drawn criticism in the US, from the President’s own
Review Group on Intelligence and Communications Technologies. When

¥ Sanger, D. (12 April 2014) Obams Lmﬂsa E.'[p]:ln‘ﬁm: Intemnet nm,n:rmmusm nu New

York Times [Ondine]. Available from: hp 65, Lo ! palitics/obs
FHMW&MMH[AMIWEDH]
SA Bodget on Computer Merwork Operathons - Code Word GENIE {17 Janoary 2015) [Caline].

N
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considering the zero day problem, they recommended that “{ijn almost all
instances, for widely used code, it is in the national interest to eliminate
software vulnerabilities rather than to use them for US intelligence collection.
Eliminating the vulnerabilities — ‘patching’ them — strengthens the security of
US Government, critical infrastructure, and other computer systems."™

Affirmatively weakening security profections

81.

8d.

B3,

Not satisfied with being sble to outspend any competition in the market for
vulnersbilities, GCHQ end the NSA have also undertaken to shape the
technology marketplace and weaken the development of security technology o
suit the agencies’ goals.

The NSA's SIGINT strategy sets out its goals for 2012, which include
“Ii]nfluencfing] the global commercial encryption market through commercial
relationships, HUMINT, and second and third party pertners.”™ Another
briefing document sets out how the NSA wants 1o “[s]hape the worldwide
commercial ervptography marketplace to make it more tractable to advanced
cryptanalytic capabilities.”™™

These overt and covert efforts to weaken, and make “exploitable”, commonly
used technologies undermine computer security for all. Strong encryption is
essential for information assurance, data protection, and cyber security, as well
as being a critical underpinning for online commerce and international banking.

Despite this, a 2010 GCHQ document states, "[fJor the past decade, NSA has
lead [sic] an aggressive, multi-pronged effort to break widely used internet

8% President's Review Group on Intelligenee and Communications Technologies (12 Decemnber 2013)

Ll-hﬂ'-ﬂ'ﬂlldﬁﬂ‘:dhl_'fh -mn;m;w“u{ﬂumﬂ .&'uuhhhe E‘m:n
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85,

B6.

87,

encryption m:tmn]crg:iﬁ.'“‘]'hr. program “sctively engages LS and foreign [T
industries 1o covently influence and'or overtly leverage their commercial
products’ designs" including "inserting vulnerabilities into commercial
encryplion aysl:ma.'“

Another briefing document explains that in 2013, the NSA will “[cJomplete
enabling for [redacted] encryption chips used in Virtual Private Nerworks and
Web encryption devices” " meesning that either by working with the
manufacturers of the chips o insent back doors or by exploiting a security flaw
in the chips' design, the NSA will be able to break the encryption.”’

Virtual Private Networks (VPNs) are important tools that allow individuals and
organisations 1o keep data secure as it is ransmitted over the intemet. Many
businesses use dedicated hardware o encrypt traffic before it is sent using a
VPN. Indeed, the guidance provided by the UK Cabinet Office recommends
that businesses ensure “device and informstion exchanges are protected by an
appropristely configured VPN."" By undermining VPNs, the NSA not only
makes them vulnerable to exploitation for intelligence agencies, but also by
other actors who might discover the weaknesses and exploit them.

Certain companies appear to be working with the NSA/GCHOQ 1o ensure their
products are “exploitable.” Little is known about which companies are likely 1o
be mvolved, but one documeni from the NSA explains that “documents that
contain information that implies that commercial compenies cooperate with
NSA or Second Party partners to render their products exploitable™ are to be
classified TOP SECRET. Indeed the document goes on 1o say “exposure of any

" Hall, 1, Borger, 1. and Greenwald, . (8 Seplember 2013) Revealed: how US and UK spy agencics
d-:!h:luhrm-n pm'lr.'rm:l sECuTity, Thrﬁurn'mnlmh-:] Anﬂlhhﬁm _

™ The MNew York Times {3 September 2015) Secret Docoments Reveal N5 A, Campaign Ageins
Encrypiion [Online]. Available from: bitp.fwww nytimes. com/mternctive 20130805 usdocuments-

;mmw&mlmm[am1 Ceseber 2013]

- l.l'mud Kingdam Cabinet Office. Depanment of Business Innovation and Skills {16 Jamsry 201 5)
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company's commercial crypianalytic relationship with [NSA] even for a
company no longer in exisience, will damage [NSA's] credibility with current
companies who are approached for assistance. ™"

GCHQ has also contributed to the effort to weaken encryption by estzblishing a
HUMINT Operations Team (HOT). HUMINT, shont for "human intelligence”,
refers to information gleaned directly from human sources or undercover
agents. This GCHQ team was, according to an internal document, "responsible
for identifying, recruiting end running covert agents in the global
telecommunications inﬂmu?.'"

Influencing technical standards

89.

91.

Technical standards are essential for the compatibility and interoperability of
technologies as they are developed, produced and used globally.

The NSA bas intermally stated a goal to “influence policies, stundards and
specifications for commercial public key technologies."™ This is not necessarily
sinister in and of itself, as it would be expected that the leading US cryptologic
agency would be involved in cryptography standards. However, what is
concerning is the fact this statement is made within the context of a document
setting out the NSA's signals intelligence (SIGINT) enabling poals, aimed at
allowing the NSA to ensure commercial systems are “exploitable through
SIGINT collection."*

The NSA has implemented this strategy in at least one instance involving the
Dual Elliptic Curve Deterministic Random Bit Generator (Dual EC-DRBG)
algorithm, which is used to generate random npumbers. Random number

s Classification Guide for SIGINT H:urhl, ms.mﬁ'.rns hmzl:u -: g::mm:] A'rl:lhhﬂrﬁm
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generation is used throughout security systems (o creats secure kevs and for
suthentication. If the numbers generated are not random but can be predicied,
the encryption system itself will be compromised. Dual EC-DRBG was a
standard promulgated by a number of US and intermational standards bodies. In
2003, however, the New York Times reporied that documents in their
possession "appear to confirm® that the NSA had inserted a “backdoor™ into
Dual EC-DRBG to allow the NSA to decrypt material that used the algorithm.*
The US body responsible for the standard subsequently withdrew it and
recommended “current users of Duel EC-DRBG transition 1o one of the three

remgining approved algorithms as quickly as possible, ™™

“Supply chain enabling, exploitation and intervention”

8.

93.

In some circumsiances, documents show the N5A has underiaken what 1t calls

“supply chain enabling, explofation, or intervention operations”™ including
“Thlardware implani enabling, exploitation or np:m{bnm."”

One NSA staffer explains the hardware implant enabling process in full:
“Here's how it works; shipments of computer network devices (servers, roulers,
etc,) being delivered to our targets throughout the world are intercepted. Next,
they amre redirected to a secret location where Tailored Access
Operations/Access Operstions (AO-5326) employees, with the suppon of the
Remote Operations Center (5321), enable the installation of beacon implants
directly into our targets” electronic devices. These devices are then re-packaged
and placed back into transit to the onginal destination. All of this happens with
the support of Intelligence Community pariners and the technical wizards in
TAQ."®

En:r}pum{ﬂnhﬂ] .lnvlﬂlh}u frnu
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96.

ou.

Interfering with the network hardware supply chain in this way allows the NSA
o place controlled backdoors in the “internet backbone™ "
communications networks, providing potential access 1o a whole country’s core
communication infrastructure used by millions of people.'” Details of what can
could achieved is sat out in the earlier *what malware can do against a server, or
network' section of this statement.

and gain access o

The document that revealed the NSA's supply chain operations was
accompanied by a pholograph showing NSA staff unsealing, opening, aliering,
repackaging, and resealing routing equipment belonging 1o the US company
Cisco.'™ In response to this photograph, Cisco wrote to President Obama
explaining that “we simply cannot operzie this way, our customers trust us to be
sble to deliver to their doorsteps products that meet the highest standards of
integrity and security.'™ Cisco also began shipping equipment to fake
addresses in an effort to avoid NSA interdiction, "™

Orders for Cisco products fell 18% in the months after the revelation'™ and
some estimates suggest US technology companies may lose as much as 535
billicn in revenue as a result of recent revelations regarding intelligence agency
activities.'""

Documents obtained by Edward Snowden reveal another form of supply chain
exploitation, this time targeted at the development of applications (“apps™) for

" crenithy Technbques Can Crack Some of SIGINT's Hardest Targets {17 January 3013) [Online].
Available from: hisps/fwww. el org/files/201 301 27720 5011 1-spiegel-supplyv-chain _interdiction -
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s pdf [Acesssed 28 September 2015]
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98,

100.

Apple’s iPhone. Researchers at the CIA created a modified version of Apple’s
software development twol, Xcode, which is used to make apps for the iPhone.
The documenis explamm how if the modified version of Xcode could be
surreptitiously distmbuted to cenain developers, then any subsequent apps
creaied by those developers would be buill with backdoors already within
them."™ Depending on which developers used the modified Xcode, and how
many used their apps, millions of people could be affected. The documents do
not say whether the operation was deployed.

In China, secunty researchers recently discovered a modified version of Apple’s
Xeode software, dubbed XoodeGhost, had been distributed in exactly this way
and used by a number of prominent Chinese developers.

While it is not known who is responsible for releasing the modified version of
Xcode, and there is some scepticism as to whether US authorities carried out the
attack due 1o sloppy code being used i the malware, the damage caused by
XecodeGhost is significant. More than 4000 apps were created with the modified
XCode. "™ Apps created with XcodeGhost were reportedly able to obtain
usernames and passwords, infect other apps, redirect visits to websites, and steal
iCloud passwords and upload them to the atacker's servers without the victim’s
huﬂw-llﬂ

The mfected apps include those used for instant messaging, banking, maps,
stock trading, and games. Among the more well-known apps are the instant
messager app WeChat; Didi Chuxing - the most popular taxi app in China; and

Lee, b, (22 September 201 2) Apple's App Siore got infecied with the same type of malware the

ClA developed, The larercepr [Online]. Available from: hitps./theimerceps com/20 1 S/08/22 apples-
Epp-store-infected-tvpe-malware-cia-developed [Accessed | October 2015]

Pauli, D. (25 September 2015) XcodeGhost-nfected apps open gates to malware hijacking, The
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Railway 12306 - the only official app used for purchasing train tickets in
China."" Millions of people will have been affected.

101. Apple have removed the infected apps from the App Store and published
instructions for developers to help them identify if they have been infected.'”
Some have described the operation as Apple’s biggest ever hack.'”

Faking software updates

102. Updating the software on your mobile phone or computer with the latest
security patches is an essential practice for individuals and businesses seeking
protect themselves against cyber attacks. While these security updaies are
pushed to computers automatically, they ofien require action on behalf of the
user to be installed, which many users fail to do. Govermments around the world
are encouraging the download and installation of software updates as a critical
cyber security measure. One UK Home Office cyber security education
campaign explains, “Software updates contain vital security upgrades which
help protect your device from viruses and hackers [.,] While it's easy to hit
cancel' and go back to what you're doing, the few minutes it takes 1o download
and install the software updates could save you an enormous amount of ume
and trouble in the long run.*'"*

103. The Five Eves are exploiting the trust users place in these updates by deploying
fake software updates that install malware.

104. The most promineni example of this practice comes [rom a high profile
malware attack, called Flame, reported by the Washington Post to have been

" ino, C. (18 Sepiember 2015) Malware XcodeGhost Infeets 39 i05 Apps, Including WeChat,
mm uI'HJEI.ruu-H‘le [ﬂnhn-:] .A.vnlrb.i:lrmn.

i t-affect i -||u -t [Ammdlﬂmbﬂ'l'ﬂl!-]
m&mwlﬂ'lﬂ‘frﬂﬂm;?m?mmﬂfm [Omling]. Available from:
| Octber 2015]

Khandelwsl, §. (23 September lﬂlﬁ}ﬂpp-ic'!-ﬂiﬂﬂﬂ Hack Ever; 4000 Malicious 108 Store Apps
Linked to CIAT, The Hocker Mews [Online]. Available from: hitp.(thehsckemews comZ01 509/ins-

ﬁwmmmm 1 Dctober 2015]
HMEwwm Installing software updates [Ouline]. Available from:
ie.com apdates [Accessed | October 2015]
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105,

106.

107.

jointly developed by the Five Eyes,'"” a fact confirmed by subsequent Snowden
documents.'"® Over the course of six years, security researchers estimate Flame
targeted more than 1,000 computers around the werld, mostly in the Middle
East.'"”

Flame was designed to spread from one infected computer to other machines on
the same network. When unmfected computers update themselves, Flame
intercepts the request w the Microsoft Update server and mstead delivers
malware to the machine that is signed with a fake Microsoft centificate.'™

Al the time Flame wis deployed, about 900 million Windows computers trusted
and relied on security updates from Microsoft Update."'® Once Flame was
discovered, the Microsofi cenification process was rebuill, the delivery
mechanism for Windows updates was re-architected and a patch was sent out
via Microsoft Update in an emergency security package, ten days earlier than
the next planned update. Security companies described the loss of trust and
confidence in the software update process as "the nightmare scenario,”'™"

In a recently leaked policy document, the White House admitted and agreed that

exploiting companies automatic software update procedures could “call into
question the trustworthiness of established software update channels™ and might

' mtiller, G.oet al (19 Juse 2012) V.S, lersel developed Flame computer wires to slow lrankan noclear
ﬂhﬁ.nﬂimhuy. Thﬂ"millngmrlfm'[ﬂnlm:]. hm'hhl:ﬁum_

‘I.-’u.:thuu thhu l[!tl .!'qul Iﬂl-l] [-Dnliui A.vldhhll ﬂ'um 3
hwrwrnl 52014/04.30:20 | 40430 sercepl-gehyg visitpdf [Accessed | Octaber 2001 5]

Letuer, H.iiﬂ:nuhrﬂl!’jﬂld thu‘ﬁﬁmdﬂnﬂﬁ:ﬁpyﬁmhmhlhmﬂjmwm

Iran?, Wired [Online]. Avaalable from: hitp: Masaw. wired. s,

WMmM I Orcteber 201 5)

Zenier, R[Eﬁmlmld}ﬂmHMHmwﬂUphumw&andmlqu

Code, Wired [Onling]. Available from: g
i.h:m:d I Oclober 2015]
" Microsaf Updsie and The Nightmarne Scenario (4 Jumse 30012} F-Secure Blog [Online]. Availsble

from: hrtps: www f-secure. com/weblog/archives 70002377 html
0 ¢ etper, G, (7 June 2012) Microsedi's reaction to Flame shows seriousness of Holy Grail' hack,

W vVES [Accessed | October 2015]

C‘am,mrr Warld Iﬂnf:mzl Availahle frum'
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lead some users to opt out of updates, “rendering their devices significantly less
secure as time passed and vulnerabilities were discovered but not patched ™'

CNE rechnical failures

108,

109.

1140.

111,

Unlike more traditional SIGINT collection techniques that aecquire
communications passively, the active intervention of CNE is fraught with

Occasionally, unintended consequences occur when targeting large scale, core
communications infrastructure with CNE. In 2012, it was reported that 92% of
the communications networks providing internet connectivity for Symia
suddenly were knocked offline.’™ At the time, this disruption was widely
gssumed to have been caused by the Syrian government in order to destabilise
opposition groups, and was criticised by world leaders.

According to Edward Snowden, the NSA, not the Syrizn government, caused
the disruption. The NSA had been attempting to uvse CNE to conduct
surveillance on the Syrian network when something went wrong with the
operation “and the [targeted] router was bricked instead—rendered totally
inoperable. [...] The faiture of this router caused Syriz to suddenly lose =l
connection fo the internet — although the public didn't know that the US

weki 23

government was responsible.

Other documents show that the Syria incident is not & one off occurrence. One
NSA document refers to a time when all its malware deployments against a

’“mmﬂwhﬂmﬂmmﬂmm hmwmwmnm

mls .
- Shachtman, N, (29 November 2012) Syria Has Just Bees Taken Offtine, ired [Online]. Available

from:

[Acecssed | Ociober 2015)

3y ckerman, 5. (13 August 2014) Snowden: NSA sccidentally cansed Syria's internet blackout in

Iﬂli l'h Emrﬂ'n[ﬂnhn:i Available ﬁ'ﬁﬂ-
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2.

113.

114,

certain type of Cisco router began “experiencing a software bug that causes [the
routers] to interminently drop o,

On other occasions, poor procedures inside Five Eyes agencies mean that
structures set up to deploy CNE capability for missions are not properly
decommissioned, leaving loose ends causing damage far beyond the time period
of the operation.

For instance, security ressarchers were only able 1o discover the Five Eyes
Equation Group malware, described above in paragraph 68, because of mistakes
made by the agencies. The NSA s registration of some of the web domains used
by servers in the NSA command and control structure of the Equation Group
malware expired, yet the servers were still opersting on auto-pilot allowing
researchers to register 20 out of the 300 web domains that appeared to be in use,
and scquire information about the victims of the malware anack via those
ke

Furiber, some NSA CNE atacks, such as Stuxnet, whose targel was [ranian
nuclear facilities, have inadvertently spread. Stuxnet eventually appeared on the
company Chevron’s computer network. The CIO of Chevron put it plainly:
“We're finding il in our systems and so are other companies [. . .] [s]o now we
have 1o deal with this." '**

fnability to remove CNE malware

115.

1t also appears to be hard to remove malware from computer systems once it has
been deployed. For example, when researchers took over the web domains
related to the Five Eyes Equation Group malware, as described above in

Y Rq:m‘r. Updnusm'u«: nn.-]l Cu:n HHS Modes [Onling]. Availsble from:

2005]
" Goodin, D. (16 Febraary 201 5) How “omnipotent™ hackers tied 1o NSA hid for 14 years—and were
I'm:lnl:u.#.r.rl"nrkmm Eﬁnll:nt] Aﬂ.r]lbltﬂm m 201

nindes [Accessed 1 October

"

..J'mmln'-f Avullhl:! ﬁ'nm .

Dtmhu-!ﬂ]i] ol
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116.

paragraph 68, they found that despite the fact that the CNE attack occurred over
12 years ago, victim computers around the world were still infected with the
malware, with dozens of them continuing 1o report in from Russia, Iran, China,
and India.'"

This problem is likely to get worse as the complexity of the malware being
deployed by Five Eyes agencies increases. It is already a stated goal of the NSA
to be able to “[djevelop and deliver capabilities that will allow endpoint
implants to persist in target computers/servers through technology upgrades,”
with an emphasis “on developing persistent solutions that incorporate stealth
techniques. ™™

Targets not af national security interest

117.

With the convergence of communications technologies, the devices, netwaorks,
and platforms that are used by the suspicionless public are the same ones that
suffer as GCHQ undertakes CNE attacks, not against national security targets,
but against law abiding companies, their siaff, researchers, and system
administrators, who have only one thing in common with each other — they are a
“means 1o an end."'*

Targeting companies to enable CNE missions

118,

This statement has already described & number of operations undertzken by the
Five Eyes agencies agrinst companies that are not engaging in any wrongdoing
and are not considered a national security threat. Whether it is the targeting of
European telecommunications companies like Deutsche Telekom AG,™

' Goodin, D. iliFﬂ:u'u-:.r![IlﬂHﬂ'l- “nmmpuuﬂ"h:km un::mas.l.had for 14 run—nd were

1‘[!]5] "
NS A Budget uni.‘.u‘mpﬂtnbhmﬁﬂpumm mwmm-:nm (17 Jaruary 2015) [Online].
Anu-nnm

Accessed | Oesober 2015] '
“Tu-l:ﬂn; Em .hd:mhmin' Accousts to Access Hnmh {20 March 2014) [Online). Available

" Girothaft, C. of al {14 Embwll:lij of the Stars: The NSA and GCHQ Campaign Agains

En'ml:u S-Itdhh! Cmplﬂu:. ﬂlt'fmr::q:l'{ﬂlhll:] Avmilabibe from:

[Accessed | October 2015)
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Netcologne,'™' and Belgacom'"; Satellite operators like Stellar, Cetel, and
IABG, ' or companies that facilitste encryption for mobile phones like
Gemalto, ™ Giesecke and Devrient,'™ there now appears 1o be a class of
companies, ofien with thousands of employees, and potentially millions of
customers, whose involvement in technology mesns that the Five Eves
imtelligence agencies consider them feir game for targeting.

119. When discussing the rationale for targeting one telecommunications company,
NSA documents explain that many of its targets communicale using the
company's products; “[wle want to make sure that we know how o explon
these products [. . ] [to] gain access to netwarks of interest.”'**

120, GCHOQ and the NSA have also monitored researchers al anti-virus companies.
One NSA slideshow references a program codenamed CAMBERDADA under
which malware apparently was sent 10 various anti-virus companies. The
slideshow also lists 23 anti-virus companies from all over the world, stating just
two words - “Mare Targets!™

Targeting suspicionless people with CNE as @ means to an end
121, In addition to companies, GCHQ apparently targets entirely suspicionless
people, who are not a national security threat, nor are suspected of having
committed any crime.

i8i

had
" Gallagher, R (13 December 2014) Operation Socialist: The Inside Story of How British Spies
Hl:hd Bu][mu rLﬂ:ltT:lw. The .F-m-:qy.r[ﬂnliu] Available from:

Aoy [Accessed | Ceiober

20195
" GrothofT, C. ef al { 14 Sepeember 2014) Map of the Stars: The NSA and GCHOQ Campaipn A gainst
ﬁﬂmnilhﬂmfmm ﬂ:.ﬁuurcqﬂ I'Dnhtl] Available from:

..... of B gEMEITEpL ellar [Accetesd | Oeiaber 201 5]

’ Bqlr_l.r .T and Scahill, J. tl?Fd:nury mli}n:ﬁfulﬁm}]:m stpnﬂ.nk'ﬂ:tﬂz}: to the
Encryption Castle, The Interceps [Cnling]. Availeble fram: hisps:/‘theins ah !
W|ﬂ:mﬂi1 ﬂ:lnhltlﬂ]il

Thid

"™ Periroth, M. and Sangder, D.E. (22 March 2014) N.S.A. Breached Chinese Servers Seen as Security
Mﬂnh’w ?mtﬂmulﬂnh:] .m'uhl:hﬁum

Hﬂ him]? = [Aumdl ﬂ:lnl:-n' !Ulﬂ
Fichman, &. and Marguis-Bare, M. {22 June 2015) Popular Securry Sofrware Came Uinder
Rn}rmlnu M54 Ml.d I:'.‘rCI-IQ Anacks ['Dnlm:l Tth A-ru'lthh from:

36

B24



122. In one post to an NSA internal message board, an NSA staffer described

123,

124,

123.

126.

deployving CNE against systems administrators (individuals who run and
maintain internal computer networks). By hacking a system administrator’s
computer, the agency can gain covert access to communications that are
processed by his or her company whether that 12 a telecommunications
company, an internet service provider or any other company. In noting why
system administrators are targeted, the staffer explains that it makes it easier to
gain access to the communications of any “government official that happens to
be using the network some admin takes care of. ™™

The post — entitled 1 hunt sys admins™ — makes clear that there is a continuous
effort to target such individuals, and that intrusive surveillance is acknowledged
as not just something to be deployed against terrorists or other national secunty
threats. “Sys admins are 8 means to an end,” the NSA staffer writes, '™

The NSA staffer explaine how, in many circumstances, targeting the system
administrator is his or her first port of call; “many times, as soon as | see a
target show up on a new network, one of my first goals is, can we get CNE
access to the admins on that network, in order to get access to the infrastructure
that target is using?""*"

Both CNE, and other SIGINT capabilities such as interception, are used in
tandem to attack system administrators. The post continues, “all of this boils
down o getting an admin’s webmail/facebook account in order to QUANTUM
it and get CNE access to their box [computer].™"!

Der Spiegel describes how one computer expert working for a data storage
company was heavily targeted: “[a] complex graph of his digital life depicts the
man's name in red crosshairs and lists his work computers and those he uses

'"T:r'em;ﬂjm mhmmﬁmmuﬂu:m Haﬂdrh{ml'-hrﬁ 2014} [Online]. Available
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127.

128.

129,

privately (*suspected wblet PC'). His Skype username is listed. as are his Gmail
account and his profile on & social nerworking site. [...] In short, GCHQ knew
everything sbout the man's digital life.” '“

In another operation, codenamed AURORAGOLD, the NSA specifically
monitored the content of messages sent and received by more than 1,200 email
accounts belonging to individuals not considered a national security threat, nor
suspected of any criminal wrongdoing, bui who were associated with major
mobile phone network operators. By intercepting confidential company
planning papers, AURDRAGOLD helped the NSA deploy CNE agaimst

telecommunications m]:npmiﬁ.'“

GCHQ similarty attacks telecommunications companies by vacuuming up “a
large number of unrelated items™ from the private communications of targeted
employees.'

Suspicionless people other than system administrators are also targeted. One
Belgian computer science professor, Jean Jacques Quisquater, had his personal
computer targeted and infected with Regin, malware now confirmed to have be
developed by GCHQ and NSA. According 1o Quisquater, he is aware of other
computer science professors have also been targeted by the same attackers. '
His scientific research is focussed on devising methods for security and
cryplography which he publishes in conferences, joumnals, patents and
standards, When he was asked why he felt he was targeted, Quisquater told
newspapers, “[mjaybe cryptography research 15 under surveillance, maybe some

i Spiegel smff (11 mmmum—nmmﬁcﬂa Umrmummnmi‘uw
Engmwl.. ﬂ:r.!p#gﬂ[thln] Aﬂlh‘bluﬁm i ) apld/y

1 Galiagher, B, (4 numm:mmpcmm AURORAGOLD: How the NSA Hacks Cellphone

Netwarks Worldwide, The bmtercept [Online). Available from: bips. /theistercept.com/2014/12/04/nss-

gmmﬂm:ﬂunw [Accessed 2 October 2015]

Wakashims, E. (19 February 2015} NSA, Britain"s GCHO) allegedly seired encryption kevs for
millm nfm ?'.Fre H'ahw:m?mf [Ch:lm:] .lnm]lhlt from:

of-mahears-gitnck reluipd- - belancon brosch ki [Accessed 2 Oictoher 2015]
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people hope 1 have some interesting information or contacts or maybe there's
another goal we'll never know, "™

Using suspicionless peaple as “data mules” for CNE

130.

131

132.

When attacking a computer, the infection with malware is only the first stage.
The next stage is collecting and transmitting back information from that
computer, whether that is documents, account credentials for other computer
systems, or audio recorded using the computer's microphone. This is known as
exfiltration.

In order to hide this exfiltration trail, intelligence agencies of the Five Eyes have
justified even greater intrusion on suspicionless people in order to mask the fact
they deployed CNE in the first place. These suspicionless individuals are
described as “unwitting data mules” in one NSA presentation.”” Their purpose,
the presentation explains, is to act as middlemen, with the malware forcing their
computers to act &5 a go-between for the NSA and the target of the attack. This
is done in multiple stages, with sophisticated operations requiring the “nesd to
transfer data and commands over two or more hops,” causing a growing web of
suspicionless computers to be caught up in the operation.

Research by one anti-virus company, Kaspersky, into a sophisticated piece of
malware named Regin, which is widely believed to be the work of intelligence
agencies of the Five Eyes, highlighted one such technique, explaining how one
attack ended up affecting individuals and their computers from three other
organisations. In one country ‘X', multiple different groups were hacked,
including the president’s office, a research centre, an educational mstitution
network and 2 bank. These victims were spread across the country but all
interconnected to each other. Each of them had been ettacked and infected with
versions of the Regin malware, and was then instructed to communicate and
pess information with the others. In this way, a peer-to-peer metwork was

! Appelbaurm, J. et al. {17 January 2015) The Mmm Hsmrqnmumfarum

Bartle. E-pqalﬂ-nlm-[ﬂnlln:]. Avuilable from: hitp:J
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133.

created, allowing the Five Eve antackers to issue commands to the malware
targeting the president’s office via the bank's network, with the exfiltrated
mformation passmg back via the same route. o

According 1o Kaspersky, it is not likely the research centre, educational
institution, or the bank were the true targets of the atack, but instead they were
used as cover to ensure the desired infiliration of the president’s office stayed

place.

Increasing the likelihood of suspicionsless people being anacked by CNE

134,

135,

As mndividuals and institutions are now bemng used as middlemen for the
exfiltration of data, the likelihood that other foreign intelligence, or criminal

actors will target these “unwitting data mules™ also increases. '

One NSA document sets out fuch 2 scemario. In @8 CNE anack ageinst one
country (country A}, they discovered amother country (country B) also had
malwaré running on the same computers the NSA was targeting in country A.
The NSA withdrew from targeting the original country A machines, and instead
followed the trace back to see who country B were using as an “exfil point”
outside the country and instead deployed malware against this suspicionless
target, obtaining & copy of everything that country B was getting from the
computer in country A. This is known as Fourth Party collection.'

The scale of CNE deployments
136. CNE was once a rarely used capability. This did not stay the case for long. By

2003, the use of CNE had nsen dramatically, and with a few hundred NSA staff

1 K aspersky Lab's Global Research & Analysis Team (24 November 2014) Regin: nation-state
ownage of GEM networks [Ooline]. Aveileble from: hitps:(‘sscurelist com/blogresearch/6774 1 iregine

ﬁlmsw_m_mlwﬂmm [Accessed | Ociober 2015)

Fifth Party Access {]'-' January 2001 %) [Dnlrl:] Availahle ﬁm

ﬁmﬂ[w T October 2015]
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137.

138.

139.

conducting on average 20-25 CNE operations a day, rising again to 100 CNE
operations & day by the end of 2005."*!

Since then the Five Eyes have “aggressively scaled™'™ their hacking initiatives,
in the past decade computerizing some processes previously handled by
humans. One key system codenamed TURBINE now “allow(s] the current
implant network to scale to large size (millions of implants) by creating a
system that does sutomated control implants by groups instead of individually "

Another document confirms the scale of the ambition, stating TURBINE's goal
is 10 “increase the curremt capability to deploy and manage hundreds of
Computer Network Exploitation (CNE) and Computer Network Attack (CNA)
implants to potentially millions of implants.”'*" Developed as pan of the
Tailored Access Operations unit, the TURBINE system is described in leaked
documents as an “mtelligent command and control capability™ that enables
“industrial-scale exploiation.”™

It is unclear how many devices the Five Eyes have interfered with over the
years, but some figures are available, Under one NSA program codenamed
GENIE, the goal for the end of 2013 was to “increase the number of Endpoint
Paints-of Presence worldwide to a range of £5,000-96,000""* and the number
of “Endpoint active accesses to 9,000-10,000.""*" Elsewhere the Washington
Post reporied on the Linkedln profile of one NSA staffer, whose profile

of the Remote Operations Center (ROC) on Endpaint Operations {17 Janaary 2015)

lmﬂn]_ Aﬂﬂ.lhh: Emm WMMMHM

‘Accened I Ociober 3015]
* Gallagher, R. and Greeswald, G. 12 March 2014) Hlow The NSA Plans To Ifect ‘Millions Of
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Available from:
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included the fact that the 14 personnel under his command had underiaken over
54,000 CNE operations.””

140, In other areas, even small research teams are working out whether they can
deploy CNE in bulk, forcing computers to secretly stamp unique identifiers into
every internet packet that leaves that machine. These plans to conduct “large
scale staining of machines™ have already being deployed.'™ Activities like this,
that utilize the bulk capabilities of both SIGINT and CNE will likely increase,
as one leaked document explains “this is great example of CNE cffects enabling
pasgive SIGINT and then this in turn enabling CNE and will hopefully lead the
way for future joint projects.”"™

141, Other malware tools such as SECONDDATE can be used both for tailored
“surgical” attacks and to launch bulk malware amacks against computers.
According to a 2012 presentation, the tactic bas “mass exploitation potential for
clients passing through network choke points. "™

Eric King
5* Ociober 2015

" Petersom, A (10 Augist mEJ]n.:Hﬁahnnsmmmnmmh-:km.m FMMWM
[Omling]. Avmilable from; bitps:fwww washmgio . g
has-its-gwn-team-of-clite-hackery [Accessed 2 Ddubw'ﬂ-lﬂ
Op MULLENIZE (4 October 2014} [Online]. Availahle from:
23301 31 )4-wapo-gehg mullenize pdf [Accessed 2 October 2015]
" Thid

I Gallagher, R and Greeswald, G. (12 March 2014) How The NSA Plans To Infect Millions' OFf

Computers, The Taterceps [Online]. Aveilsble from: hieps:\theintercept comn /20140071 2 /mea-plass-
infect-mallons-computers-malware! [Accessed I8 Seprember 2015]
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Case No. IPT 14/85/CH
IN THE INVESTIGATORY POWERS TRIBUMAL
BETWEEM:

PRIVACY INTERMATIOMAL
Claimant
and

(1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
{2} THE GOVERNMENT COMMUNICATIONS HEADQUARTERS
Respondents

Case No. IPT 14/120-126/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

GREEMNMNET LIMITED
RISEUF NETWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK ("JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUB
Claimants

and
(1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS

(2) THE GOVERNMENT COMMUNICATIONS HEADQUARTERS
Respondents

THE RESPONDENTS' RE-RE-AMENDED OPEN RESPONSE

Privacy Infermational and the Greenne! Cloimants unll be referred fo below as “the
Clarmants”,

The term "Respondents”™ is used below to refer to both Respondemis in both Claims.

The IPT fudgnnent in the recent Liberty/Privacy proceedings, [2014] UKIPTrb 13_77-H
dated 5 December 2014, 15 referred fo in this Response as “the Liberhy/Privacy IPT
judgment”.

INTRODUCTION

1. The two Claims overlap substantially. For convenience, the Respondents are
filing a single Open Response to both Claims.
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This Open Response:

(a)  Summarises the need for the “neither confirm nor deny” policy, and
explains its operation in the present case pp2-3.

b} Addresses the Tribunal’s procedural regime, insofar as is relevant to
the present Claims pp3-5.

(€] Addresses the complaints made in the proceedings and in particular :

{a) sets out the Respondents’ open position on the factual
allegations made pp5-§;

(b} sets out the relevant domestic legal regime (“the Equipment
Interference Regime”) pp8-44;

{¢)  identifies the pure issue of law which is suitable for
determination at a public inder parfes hearing ("a Legal Issues

Hearing") p44; and
(d)  sets out the Respondents’ position on that pure issue of law,
pe3-54
{d) Suggests directions for the future management of these two Claims

(p3d)-

The Respondents” overall position is that the Equipment Interference Regime
is compatible with Arts 8, 10 and (if it is engaged by the Greennet complaint)
Article 1 of the First Protocol to the ECHRE. The Claims should therefore be

Secrecy is essential to the necessarily covert work and operational
effectiveness of the Intelligence Services, whose primary function is to protect
national security. See e.g. Atforney General v, Guardian Newspapers Ltd (No.Z)
[1990] 1 AC 109, per Lord Griffiths at 269F.

Az a result, the mere fact that the Intelligence Services are carrying out an
investigation or operation in relation to say, a terrorist group or hold
information on a suspected terrorist will itself be sensitive. If, for example, a
hostile individual or group were to become aware that they were the subject
of interest by the Intelligence Services, they could not only take steps to
thwart any (covert) investigation or operation but also attempt to discover,
and perhaps publicly reveal, the methods used by the Intelligence Services or
the identities of the officers or agents involved. Conversely, if a hostile
individual or group were to become aware that they were not the subject of
Intelligence Service interest, they would then know that they could engage or
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10

11.

continue to engage in their undesirable activities with increased vigour and
increased confidence that they will not be detected.

In addition, an appropriate degree of secrecy must be maintained as regards
the intelligence-gathering capabilities and techniques of the Intelligence
Services (and any gaps in or limits to those capabilities and techniques). If
hostile individuals or groups acquire detailed information on such matters
then they will be able to adapt their conduct to avoid, or at least minimise, the
risk that the Intelligence Services will be able successfully to deploy those
capabilities and techniques against them.

It has thus been the policy of successive UK Governments to neither confirm
nor deny whether they are monitoring the activities of a particular group or
individual, or hold information on a particular group or individual, or have
had contact with a particular individual. Similarly, the long-standing policy
of the UK Government is to neither confirm nor deny the truth of claims
about the operational activities of the Intelligence Services, including their
intelligence-gathering capabilities and techniques.

Further, the "neither confirm nor deny” principle would be rendered
nugatory, and national security thereby seriously damaged, if every time that
sensitive information were disclosed without authority (ie “leaked”), or it
was alleged that there had been such unauthorised disclosure of such
information, the UK Government were then obliged to confirm or deny the
veracity of the information in question.

It has thus been the policy of successive Governments to adopt a neither
confirm nor deny stance in relation to any information derived from any
alleged leak regarding the activities or operations of the Intelligence Services
insofar as that information has not been separately confirmed by an official
statement by the UK Government.! That long-standing policy is applied in

this Open Response.

TRIBUNAL'

The Tribunal's procedure s governed by ss. 67-69 of RIPA and the
Investigatory Powers Tribunal Rules 2000, 51 2000/2665 (“the Rules”), made
under s. 69,

In §173 of the Procedural Ruling of 22 January 2003 in IPT/01/62 and
IPT/01/77 (“the Procedural Ruling”) the Tribunal concluded that r. 9(6) of
the Rules® was ultra vires the rule-making power in s. 69 of RIFA. Further, the

1 Such a confirmation would only be given in exceptional circumstances - for example, on the
basis either that there were some compelling countervailing public interest in departing from
the neither confirm nor deny principle that clearly outweighed the public interest in
protecting national security (or on balance promoted the public interest in protecting national
security).

® The Frﬁnm;.l'l jurisdiction and remedial powers are addressed below.

YR 9{8) provides:

“The Tribunal’s proceedings, mehuding amy oral hearing, ghail be conducted in private.”
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Tribunal held that:

(a)  “purely legal arguments, conducted for the sole purpose of
ascertaining what is the law and not involving the risk of disclosure of
sensitive information” should be heard by the Tribunal in public
(Procedural Ruling, §172); and

(b)  the Tribunal's reasons for its ruling on any “pure questions of law”™
(§195) that are raised at such a hearing may be published without
infringing either r. 13 of the Rules or s. 68(4) of RIPA* (Procedural
Ruling, §§190-191).

12 It follows that, where necessary, the Tribunal may hold a Legal Issues
Hearing to consider any relevant (and disputed) pure issues of law 3 and may
subsequently publish its rulings (with its reasoning) on such issues.

13.  The Tribunal also concluded in the Procedural Ruling that, with the exception
of r. 9(6), the Rules are valid and binding (§148). It follows from this
conclusion, and from r. 6{2)=(5) of the Rules, that - prior to the determination
of a claim® - the Tribunal cannot disclose to a claimant anything that a
respondent has decided should only be disclosed to the Tribunal, and
similarly cannot order a respondent to make such disclosure itself.

14.  The overall effect of the Procedural Ruling is thus that:

{a)  where necessary, the Tribunal first holds a Legal Issues Hearing to
determine such relevant pure issues of law as are in dispute between
the parties, and publishes its rulings (with reasons) on those pure
issues of law;

b} the Tribunal then investigates the claim in closed session; and

¢}  as necessary,’ the Tribunal applies its rulings on the pure issues of law
to the facts that it has found following its closed session investigation
aof the claim.

15.  This was the approach taken in the two joined cases which gave rise to the

i The effect of r. 13 and 5. 65(4) s in essence that if the claim is dismissed then the Tribunal
may only give to the claimant a statement that "ne delermination has heen made in Bis fapour”,
but that if the claim is upheld then the Tribunal may, subject to r. 6(1}, provide a summary of
its determination, including any findings of fact.

* As the Tribunal confirmed in the subsequent case of Frank-Stemer v, the Dita Controller of the
Secrel Intelligence Servvee (IPT 06/ 81,/ CH), 26 February 2008, at §5, the pure ssues of law can
as necessary be considered on the basis of hypothetical facts.

¥ Az noted in footnote 5 above, the Tribunal has power - subject to r. &{1) - to provide a
summary of its determination, including any findings of fact, in the eveni that the overall
clairm is upheld.

7 Following its investigation the Tribunal may eg find that the respondents have not in fact
undertaken any activities in relation fo a claimant, with the result that the claim will be
dismissed without the need to apply the rulings on the pure Bsues of law o any specific
factual findings.
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16.

17.

15.

Procedural Ruling. Following the Procedural Ruling, the two cases were
separated and disputed pure issues of law were identified and determined
following Legal lssues Hearings (the ruling on the pure issues of law in
IPT/01/77 of @ December 2004 is considered below). Each claim was then
finally determined following the Tribunal's investigation of the cases in
closed session. This was similarly the approach taken in Frank-Steiner v. the
Data Coniroller of the Secret Intelligence Service (IPT/06,/81,/CH).?

The European Court of Human Rights (“the ECtHR") unanimously upheld
the Tribunal's procedural regime as summarised above in Kemnedy v. UK
(2011) 52 EHRR 4, at §§184-191. (Kennedy arose out of one of the domestic
cases that gave rise to the Procedural Ruling, namely IFT/01/62.)

In the Respondents’ submission therefore, the approach set out in §l
above is the one prescribed in the Rules, is taflored to the subject matter of the
matters falling within the Tribunal's jurisdiction, has been expressly accepted
as fair and compatible with the ECHR by the ECtHR; and should be followed
by the Tribunal in the present Claims.

In these proceedings the Claimants seek a public hearing of their complaints
(see §10 of Privacy’s Grounds and §12 of the Greennet Grounds). It is
asserted that documents which have been released into the public domain
regarding the alleged technical capabilities and activities of GCHQ mean that
there is no good reason to uphold the NCND policy. However, this approach
fails to appreciate the ordinary operation of the "neither confirm nor deny”
policy in the case of alleged leaks (as set out above). The long-standing
general policy is clear: the “neither confirm nor deny” stance is maintained.

The Respondents are filing a Closed Response with this Open Response. For
the avoidance of doubt, the Respondents’ position, with respect to the
Tribunal, is that in the light of r. 6 of the Rules, the Procedural Ruling and
Kennedy, nothing in the Closed Response can be disclosed to the Claimants
without the Respondents’ consent.

Computer Network Exploitation ("CNE")

20.

The allegations made in both claims concern activities known by a number of
terms, including “Computer Network Exploitation” or 'CNE'. CNE is a set of
techniques through which an individual or organisation gains covert and
remote access to equipment (including both networked and mobile computer
devices) typically with a view to obtaining information from it.

¥ There is a class of Tribunal cases that have not proceeded in this way (see r.g. Poton 0. Poole
Borowgh Council, IPT/09/01-05/C, determination of 29 July 2010). But that is becawse, in these
cases, the respondents have decided that the entirety of their factual case can be dealt with in
open session, with the result that the Legal lssues Hearing becomes in effect indistinguishable
from a substantive hearing on all dispated matters. Where, however. a respondent decides
that any part of its factual case is closed, then the approach in §19 applées.
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(b)

<)

CNE operations vary in complexity. At the lower end of the scale, an
individual may use someone’s login credentials to gain access to information.
More complex operations may involve exploiting vulnerabilities in software
in order to gain control of devices or networks to remotely extract
information, monitor the user of the device or take control of the device or
network. These types of operations can be carried out illegally by hackers or
criminals. In limited and carefully controlled circumstances, and for
legitimate purposes, these types of operations may also be carried out
lawfully by certain public authorities.

As with interception, there are a range of circumstances in which the
Intelligence Services may be required to conduct this type of activity. CNE
can be a critical tool in investigations into the full range of threats to the UK
from terrorism, serious and organised crime and other national security
threats. For example, CNE is used to secure valuable intelligence to enable
the State to protect its citizens from individuals engaged in terrorist attack
planning, kidnapping. espionage or serious organised criminality.

CMNE operations may enable the Intellipence DServices to obtain
communications and data of individuals who are engaged in activities which
are criminal or harmful to national security in circumstances where it may
otherwise be difficult or impossible to so obtain them. Such circumstances
may arise where, for example:

{a) the wanted communications are not in the course of their transmission
and cannot therefore be intercepted;

there is no communications service provider on whom a warrant can
be served to acquire particular communications; or

& more comprehensive set of the tarpet’'s communications or data of
intelligence interest is required than can be obtained through other

MEEns,

Response to the specific factual allegations in the Grounds of Complaint

24.

In its Grounds of Complaint Privacy International alleges, infer alin, that
GCHQ is involved in the infection of individuals’ computers and mobile
devices "on a uidespread scale™ and in a way which “appears fo be indiscrinrinate
irr nafure™ 10 fo gain access either to the functions of the devices (eg. activating
a camera or microphone without the user's consent) or to obtain stored data.
These allegations are made following alleged disclosures made by the former
NSA Contractor Edward Snowden (see §§11-18 of the Privacy Grounds).

In their Grounds of Complaint the Greennet Claimants allege, infer alia, that
GCHQ has targeted internet and service communications providers ('ISPs') in
order to compromise and gain unauthorised access to their network
infrastructures in pursuit of “mass surveillince actimities”. 1t is alleged that

¥5ee £3 of the Privacy Groands
' Gow £8 of the Privacy Grounds
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there has been manipulation of the ISPs property and unauthorised changes
made to its assets and infrastructure, together with surveillance of the ISFs
employees and customers respectively (see 8§55 of the Greennet Grounds).
The claims are said to arise out of reports by the German magazine Der
Spiegel which were also said to arise from alleged disclosures made by
Edward Snowden (see 8§3-5 and §§13-26 of the Greennet Grounds),

The Respondents neither confirm nor deny all of the specific factual claims
relating to the alleged specific technical capabilities and/or conduct of GCHQ
as set out in the complaints. Further, and for the avoidance of doubt, the

ts neither confirm nor deny whether there has been any
interference with the Claimants’ property (whether as alleged in the
complaints or otherwise) or that of their employees/clients/customers,
and /or whether such interference led to the consideration or examination of
any of the Claimants’ information or data and/or the information or data of
their employees/ clients/ customers.

1t is noted that the Claimants make very extreme factual allegations about the
scope, scale and nature of GCHQ's activities in these proceedings. For

Privacy asserts that GCHQ's activity “appears o be indiscriminate fn
rature”? and that there has been intrusion into “millions” of devices which is
disproportionate to any legitimate aim®. Similarly extreme allegations are
also made by the Greennet Claimants, including that GCHQ has engaged in
“mass surveillance activities™; that its activities are “indiscriminaie” in naturedd
and amount to “one of the most intrusive forms of surveillenee any government has
ever comducted S,

o assumption can or should be made as to the truth of any of the Claimants’
assertions about the intelligence gathering activities of GCHQ. As noted by
the Tribunal in the LibertyPrivacy judgment “the indiscrimminate trmoling for
information... whether mass or bulk or otheruwise, would be unlmoful, as would be the
seeking, obtaiming or refention of material wiich is wnnecessary or disproportionate”™
(see B160Miii)). Thus, whilst the specific factual allegations which are made in
these proceedings are neither confirmed nor denjed for the reasons set out
above, it is denied that GCHQ is engaged in any unlawful and indiscriminate
mass surveillance activities. Such activities are clearly preciuded by the clear
statutory regime which governs GCHOQ's activities as set out in detail below.

The Respondents nevertheless accept that the Claimants may challenge the
general Art. S8-compatibility of the Equipment Interference Regime on the
basis that their property/equipment might in principle have been interfered
with and that at least some of their data/information may have been

considered or examdined,

As to Article 10 ECHR, in the light of Osterraichische Vereinigung rur Erhaltung

" &8 of the Privacy Grounds

¥ €51 of the Privacy Grounds

1 E3 of the Greennet Grounds

W 510 of the Greennet Grounds

1 §61(n) of the Greennet Grounds
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35.

v, Austria, Appl. No, 39534 /07, 28 November 2013, the Respondents accept
that, in the present context, non-governmental organisations (such as Privacy
International) engaged in the legitimate gathering of information of public
interest in order to contribute to public debate may properly claim the same
Art. 10 protections as the press. In principle, therefore, any in with
Privacy’s communications or communications data may potentially amount
to an interference with their Ar. 10 rights, at least where the communications
fn question are quasi-journalistic ones, relating to their role as “social
watchdogs”.

However the Greennet Claimants cannot claim to be vicims of any Art. 10
interferences. They are not journalists, news organisations or a species of
NGO which is entitled to claim the protection of Article 10 ECHR (see HMG's
skeleton in Liberty/Privacy dated 3 July 2014 at £856-59),

Further and in any event Article 10 adds nothing to the analysis under Article
8 ECHR - see 8147 of Weher ond Saramia v. Germany (2008) 46 EHER SES5 and

see also §12 and §149 of the Liberty/Privacy judgment.

As to Article 1 of the First Protocol ((AIP1'), this is relied upon by the
Greennet Claimants, although it is noted that they advance no evidence in
support of the contention that (1) they have suffered any damage or other
material alteration of their property, or (2) there has been any damage or
detriment to their commercial relationships or loss of goodwill within the
meaning discussed in the A1P1 case law (see eg. R (New London College Ltd) v
Secrefary of State for the Home Department [2012] EWCA Civ 51 at §883-9B) (see
&37(d) of the Greennet Grounds). This claim therefore appears to be entirely
speculative in nature and, in absence of some evidential basis for the alleged
interference with their A1P1 rights, including proof of loss and/or damage,
should be dismissed. Further and in any event this claim adds nothing to the
analysis under Art. 8 ECHR.

The Equipment Interference Regime which is relevant to the activities of
GCHQ principally derives from the following statutes:

(&) the Intelligence Services Act 1994 (“the 1SA"), (as read with the
Counter-Terrorism Act 2008 (“the CTA") and the Computer Misuse
Act 1990 (“the CMA™)):

(b)  the Human Rights Act 1998 ("the HRA™)

()  the Data Protection Act 1998 (“the DPA"); and

{d} the Official Secrets Act 1969 (" the OSA").

In addition, the draft Equipment Interference Code of Practice dated
February 2015 ('the EI Code’) is relevant to the regime as regards the scope of
any powers to interfere with property and equipment,_as are GCHOQ's
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The 1SA (read with the CTA and the CMA)

GCHQ functions
36, By s 3(1)(a) of the 1SA, the functions of GCHQ include the following:

“... o momitor or interfere wnth electromagmetic, acoustic and other enmissions and
any equipment producing such emissions and fo obtain and provide informakion
derived from or related to such emissions or equipment and from encrypled material

37. By s 3(2) of the ISA, these functions are only exercisable:

“{a) fn the interests of nutional security, wxth particuler reference lo the defence
and foreign policies of Her Majesty's Government in the Umited Kingdom; or

ib) in the interests of the economic well-being of the United Kingdom in relation
to the actions er intentions of persons outside the British Islends; or

{c)  in support of the prevention or delection of serious crime.”

38. GCHQ's operations are under the control of a Director, who is appointed by
the Secretary of State (s. 4{1)). By s. 4(2)(a), it is the duty of the Directaor to
ETISINe!

*.. that there are arrangements for securing that no frformation is obtained by
GCHQ except o fior as necessary for the proper discharge of its functions and that
no information is disclosed by if except so fur as necessary for that purpose or for the
purpase of amy eriminal proceedings ...

Disclosure of information

38. By s. 19(5) of the CTA, information obtained by GCHQ for the purposes of
any of its functions “may he disclosed by it - (o) for the purpose of the proper
discharge of ils functions, or (b} for the purpose of any criminal proceedinge.”

40.  Thus, specific statutory limits are imposed on the information that GCHQ can
obtain, and on the information that it can disclose. In addition, the term
“information” is a very broad one, and is capable of covering e.g. both
communications and communications data.

41. By s 19(2) of the CTA:

*Information obtained by any of the intelligence services in connection with the
exercise of any of its functions may be used by that service in connection with the
exercise of any of its other functions.”

Computer Misuse Act (‘CMA)
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42, Bys1{1) of the CMA:

“(1) A person is guilty of an offence if -

{im) he couses @ comrputer to perform amy function with intent to secure access to any
progrant or data'® held in any computer;

() the access he mibends fo secure, 15 wnmithorised ! and

fc) he knows at the time when he causes the computer to perform the function that
that is the case.”

43.  Although “computer” is not defined in the CMA, in the context of .69 of the
Police and Criminal Evidence Act 1984 (PACE), the term has been held to
mean “a demice for storing, processing end retrieving informotion” (see DFF ©
MeKeowsn [1997] 1 WLR 295 at 302).

44, Bys.3of the CMA it is also an offence to do any unauthorised act’® in relation

1# Section 17 of the ChA provides, prter aiia, that:
{2) A person secures access to any program or data held o o computer of by causing
comipacter lo perform any fumchion he —
() allers or ernses the program or dals;
b} copies or moves i 0 any stornge medium other Fhas thief i which of 15 held or o
a different location in the storage mediom i which if is held:
{c) wses it; or
d) has it output from the comater i which it is held {whether by haing if
displayed or in any other manmner);
and references to access io @ progrem or data (and toan intent o secure mech acorss | or fo
erabie such access bo be secured) 1 ) shall be read accordingly.
{3) For ihe purposes of subsechion (2){c) mhove @ person wises @ program if the funchion he
cuuges the cormputer o perform —
() caneses the program fo be execuled: or
(b} is itself s fumction of the program.
{4) For the purposes of subsection (2){d) showe —
() & preogram £ oubpud if the instructions of which il consists are oufpud; and
{b) the form f mhich amy such tnstructions or amy other dalie is output {mmd in
particuliar whetfer o not it represents @ form in which, in the cose of instructions,
thry are capable of being executed or, in the case of data, if is capable of beimg
processed by & comepuler) i iommalerial ..

{6} References bo amy program or dats held inm & computer include referemces to any program or
data held in amy remotable slovage medium i 18 or the ime being e the compuider; and @
compeeter i fo b regarded a5 combmming any program or dats held o any soch medinm,

17 By section 17(5) of the CMA - “Access of any kind by sy person fo any program or data held in o
coompucher i unaithorised §f = {dﬁehuﬂh&mﬂ_{mﬁﬂdhmfrﬂm#ﬂwh‘ﬂhmﬁkmh
the program or doti; and () he does mat have consent to access by him of the kind i queshion o e
prrogrant or data from any person who is so enfifled” (NB. this subsection is sulbject to section 10
which contains & saving in respect of certain law enforcement powers).

'* By 5. 17(B) of the CMA - An acf dore {n relation to @ compirter i unauthorised if the person doing
the act {or causing it fo be dome)= (a) is not himself a person who kas responsibility for the computer

10
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to & computer, if, at the time that he does the act the person knows that it is
unauthorised (s. 3(1)) and either (1) the intention is to impair the operation of
any computer; to prevent or hinder access to any program or data held in any
computer; to impair the operation of any such program or the reliability of
any such data (s. 3(2)(a}-{(c)). or (2) the person is reckless as to whether the act
will do any of those things s. 3(3]).

Section 4 of the CMA sets out the territorial scope of, inter alia, offences under
s.1and 5. 3 of the CMA. In particular this makes clear that it is immaterial
for the purposes of any offence under 5.1 or 5.3 of the CMA (a) whether any
act or other event, proof of which is required for conviction of the offence,
occurred in England or Wales; or (b) whether the accused was in England or
Wales at the time of any such act or event. Save in respect of certain offences
{Le. under 5. 2 of the CMA), at least one significant link with domestic
jurisdiction must exist in the circumstances of the case for an offence to be

FI el o

Summary conviction under the CMA in respect of offences under s. 1 and 5. 3
may lead to imprisonment for a term not exceeding 12 months or a fine (see s.
1(3)(a) end s. 3{6){a) CMA). Any conviction on indictment may lead to
imprisonment for a term not exceeding 2 years or to a fine, or both, in respect
of a 5. 1 offence (see s. 1{3){c}) and for a term not exceeding 10 years, or to a
fine, or both in respect of a 5. 3 offence (see 5. 3{6)(c) CMA).

“Saving for certain low enforcement powers

Section 1(1) above has effect without prefudice to the operation -

{a} In England and Wales of any enactment relating fo powers of frspection,
search or seizure.”

and is entitled to determine whether the act may be dovie; and (b) does not have comsent o the act from
any such person. In this sebsection “act” includes g series of acts.

11
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Anthorisation for equipenent tnlerference

= 5, tharranis

47.

52

By 5. 5 of the 1SA the Intelligence Services, including GCHQ, can apply for a
warrant which provides specific legal authorisation for property interferences
by them, Thus by s5(1) of the ISA:

“{1) No entry on or interference with property or with wireless felegraphy shall be
unlmful if it is authorised by o warrant issued by the Secretary of State under this
sechon.

In relation to GCHQ, pursuant to 5.5{2){a}-{c) of the ISA the Secretary of State
can only issue a warrant under £5 following an application by GCHOQ if
he/she is satisfied that

{a) it is necessary for the action to be taken for the purpose of assisting
GCHQ in carrying out its statutory functions under s. 3(1)(a) of the
ISA;

(b) the taking of the action is propoartionate to what the action seeks to
achieve; and

{c) satisfactory arrangements are in force under section 4(2){a) of the
I5A with respect to the disclosure of information by GCHQ obtained
by virtue of the section and any information obtained under the

warrant will be subject to those arrangements.

When exercising his/her discretion and considering necessity and
proportionality, the Secretary of State must take into account " whether what it
is thought necessary to achieve by the conduct suthorsed by the warrant could
reasonably be achieved by other means™ (5.5(2A) 1SA).

Pursuant to s. 5{3) of the ISA GCHQ may not be granted a 5.5 warrant for
action in support of the prevention or detection of serious crime which relates
to property in the British lslands.

By 5.6 of the ISA the procedure for issuing warrants and the duration of 5. 5
warrants is addressed. In particular 6(1) provides that a warrant shall not
be issued save under the hand of the Secretary of State, unless it is a species of

urgent case as set out in 8,601 )(b) or (d)™.

In terms of duration, unless the warrant is renewed, it ceases to have effect at
the end of the period of six months, beginning with the day on which it was

" Those sub-sections provide:

(b) in an urgent case where the Secretary of State has expressly authorised 15 Bsue and a
statement of that fact is endorsed on it, under the hand of a senior official; —

(d} in an urgent case where the Secretary of State has expressly auwthorised the issue of
warrants in accordance with this paragraph by specified senior officials and & statement of
that fact is endorsed on the warrant, under the hand of any of the specified officials.

12
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54.

issued (s. 6(2)) (save where the warrant was issued urgently and not under
the hand of the Secretary of State in which case it lasts for 5 working days).

As to renewal, under 5.6(3) of the ISA, if, before the expiry of the warrant, the
Secretary of State considers it necessary for the warrant to continue to have
effect for the purpose for which it was issued, it may be renewed for a period
of six months.

By s. 6{4) of the I1SA “The Secretary of State shall cancel a warrant if he is satisfied
that the action authorised by it is no longer necessary”™.

5.7 authorisations

55

=T

In terms only of acts outside the British Islands, 5.7 of the ISA also provides
for the authorisation of such acts by the Intelligence Services including
GCHQ. 5.7(1) and 7(2) provide:

*{1) If, apart from this section; a person would be liable in the United Kingdom for
any act done outside the Bretish Islands, he shall not be so hable if the act s one which
is authorised to be done by virtue of an @uthorisation given by the Secretary of State
under this section,

(2) In subsection (1) abave “liable in the United Kingdom™ means liable under the
eriminal or crvil o of any part of the Lnited Kingdons.”

Acts outside the British Islands include cases where the act is done in the
British Islands, but is intended to be done in relation to apparatus that is or is
believed to be outside the British Islands, or in relation to anything appearing
to originate from such apparatus (s. 7(9) ISA).2®

However, pursuant to £.7(3) of the ISA, the Secretary of State shall not give an
authorisation under 5. 7 of the ISA to GCHQ unless he/she is satisfied:

"{a} that any acts which may be done in relience on the authorisation or, as the case
may be, the operation in the course of which the acts may be done will be necessary for
the proper discharge of a function of GCHQ); and

(B} that there are sefisfactory arrangements in force fo secure —

{i) that nothing wnll be done in relimnce o the authorisation beyord what is
necessary for the proper discharge of a funchon of ...GCHO: and
{ti) that, in so far as any acts may be done in relimce on the authorisation,

their nature and likely consequences will be reasonable, having regard fo the
purposes for which they are carried out; and

b~

In addition ss7(10)-{14) of the ISA recognise that it may be difficult, In certain

circumstances to ascertain reliably the location of property and therefore provide, imter alia,
that whare acts are done in relation to property which is eg. mistakenly believed to be outside
the British lslands, but which s done before the end of the 5 working day on which the

presence of the property in the British Isles first becomes known, those acts will be trested as

done outside the British Islands

13
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{c) that there are satisfactory arrangemenis in force under section... 4(2)a) above
with respect to the disclosure of information oblained by vivkue of this sechon and
that any information obtained by wirtue of anytling dowe in relimce on the
authorisation will be subject fo those arrangements,

58.  Under s 7{4) of the ISA such an authorisation by the Secretary of State:

“{a}) may relate fo a particular act or acts, to acts of @ description specified in the
authorisation or to acls undertaken in the cowrse of an operation so specified,

(b} miay be limited to @ particuler person or persons of @ description so speafied; and
() may be subject to conditions so specified.”

59.  Consequently the type of acts which may be covered by a s. 7 authorisation
are broadly defined in the ISA and can clearly cover equipment interference
outside the British Islands, where the tests in s. 7(3) of the ISA are satisfied.

60. By s. 7(5) of the 1SA, an authorisation shall not be given except under the
hand of the Secretary of State, or in an urgent case and where the Secretary of
State has expressly authorised it to be given under the hand of a senior

fFicial

61. In terms of duration, unless it is renewed, a 5, 7 authorisation ceases to have
effect at the end of the period of six months beginning on the day on which it
was given (save if it was not given under the hand of the Secretary of State in
which case it lasts for 5 working days) (see s. 7(6) I5A).

62.  Pursuant to s. 7{7) the authorisation can be renewed for a period of six
months, if the Secretary of State considers it necessary to continue to have

effect for the purpose for which it was given.

63. By s. 7(B) of the ISA "The Secretary of State shall cancel an suthorisation if he 1=
satisfied that the action autherised by it is no longer necessary”.

64. Consequently both s. 5 warrants and s.7 authorisations provide the
Intelligence Services, including GCHQ, with specific legal authorisation for
equipment interference, with the effect that the Intelligence Services are not
civilly or criminally liable for such interferences, including under the CMA.

The draft Equipment Interference Code of Practice dated February 2015 (‘the EI
Code')

65. The draft Equipment Interference Code of Practice was published on 6
February 2015 by the Home Office. That draft Code was issued pursuant 1o
section 71 of RIPA and is subject to public consultation in accordance with s.
71(3) of RIPA.

66,  Whilst the Code is currently in draft. as set out in the Written Ministerial
Statement which accompanied its publication, it reflects the current
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safeguards applied by the relevant Agencies, including GCHQ. The Agencies
will continue to apply with the provisions of the draft Code throughout the
consultation period and until the Code is formally brought into force.
Consequently GCHQ can confirm that it complies with all aspects of the El
Code and can also confirm that it fully reflects the practices, procedures and
safeguards which GCHQ has always applied to any equipment interference
activities carried out by GCHQ.

The EI Code provides guidance on the use by the Intelligence Services of s, 5
and 5.7 of the [SA to authorise equipment interference to which those sections
apply. In particular it provides guidance on the procedures that must be
followed before equipment interference can take place, and on the processing.
retention, destruction and disclosure of any information obtained by means
of the interference.

To the extent that the El Code overlaps with the guidance provided in the
Covert Survelllance and Property Interference Revised Code of Practice

issued in 2014 (see further below), the El Code takes precedence, however the
i Services must continue to comply with the 2014 Code in all other

Intelligence
respects (see §1.2).

The EI Code also records the fact that there is a duty on the heads of the
Intelligence Services to ensure that arrangements are in force to secure: (i) that
no information is obtained by the Intelligence Services except so far as
necessary for the proper discharge of their statutory functions; and (1i) that no
information 18 disclosed except so far as is necessary for those functions (see
£1.3 of the El Code and the statutory framework under the ISA set out above).

Equipmment interference to which the EI Code applies

70,

The El Code identifies specific types of equipment interference to which the
code applies. At §1.6 it states:

“This code applies to (i} any interference (whether remotely or otherwise) by the
Intellipence Services, or persons acting om their behalf or in their supporl, with
equipment producing electromagnetic, acoustic and ofher emissions, and (1)
:mmﬂmmmmmmmﬁumhmm
section 5 of the 1994 Act, in order to do any or all of the folloudng:

aj obtmin information from the equipment in pursait of infeiligence
reguirements;

.1 Mﬂug’umummmmmngﬂummm noture and wse of the
equdprnentf in pursuit of intelligenoe

c) locate and examine, remove, modify or substitute equipment hardare or
softuare which is capable of yielding information of the type described in a)
and Bk

d) enable and facilifate surveillance activity by means of the equapment.

*Information™ may tnclude commurdcations confent, and communications data as
definad in section 21 of the 2000 Act.”

I3
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71. At B1.7 of the El Code it summarises the effect of a 5.5 warrant and states:

"The section 5 warrant process musd be complied with in order properly and
effectively to deal with any risk of civil or criminal lishility arising from the
interferences with equipment specified at sub-paragraphs (a) to (d) of peragraph 1.6
sbove. A section 5 warrant provides the Inlelligence Services with specific legal
authorisation removing criminal and ool hability arisng from eny such
interferences,”

Basis for lawful equipment trterference activity

72.  In addition to highlighting the statutory functions of each Intelligence
Agency, the El Code specifically draws attention to the HRA and the need to
act proportionately so that equipment interference is compatible with ECHR
rights. At §§1.10-1.13 the El Code states:

“1.10 The Human Rights Act 1998 gives effect in UK law o the rights set oul in
the European Comrvention on Human Rights (ECHR). Some of these rights
are absolute, such as the prolubition on forfure, while others are qualified,
wiich meeans that it is permssible for public authorities fo inferfere uith
those rights if certain condftions are satisfied.

111 Amongst the qualified rights is o person’s night to respect for therr private
and family life, home and correspondence, a5 provided for by Arficle 8 of the
ECHR. It is Article 8 that is most likely o be engaged when the Intelligence
Services seek fo obtain personal fnformation about a person by means of
equipmnent interference. Such comduct may also engage Article 1 of the First
Protocol (right to peaceful enjoyment of possessions).

1.12 By section 6(1) of the 1938 Act, it is unlmwful for o public methonty fo act in
@ way which is incompatible uith a Compention right. Each of the
Intelligence Services is @ public authority for Hhis purpose. When
undertaking ay activity that interferes with ECHR rights, the Intelligence
Services must therefore (among other things) act praportionately. Section 5
of the 1994 Act provides a statutory framework under which equipment
irrterference can he authorised and conducted compatibly uith ECHR rights,

113 Sp far as any information oblgined by means of an equipment mirrference
untrrant 18 concerned, the heads of anch of the Intelligence Sevices must also
ensure that there are satisfactory arrangements in force under the 1994 Adl
or the 1983 Act in respect of the disclosure of that information, and that any
information  obtaimed wunder the warrant will be subject lo those
arrangements. Compliance with these arrangements will ensure that the
Intelligence Sermices remmin within the lmo and properly disclharge their
functions.”

General rules on warrants

73 Chapter 2 of the El Code contains a number of general rules on warrants
issued under s. 5 of the ISA.

I6

B46



Necessity and proportionality

74,

Within Chapter 2 the El Code contains detailed guidance on the requirements
of necessity and proportionality and how these statutory requirements are to
be applied in the El context. At §§2.6-2.8 it states:

“26  Anmy assessment of proportionality iroolves balancing the seriousness of the
intrusion into the privacy or property of the subject of the operation (or any
other person who may be affected) ngainst the need for the activity in
investigative, operatiomal or capability terms. The warrant will not be
proportionate if it is excessive in the overall crcumstances of the case. Each
achon muthorised showld bring an expected bengfit to the fnpestigation or

iom and should not be disproportionule or arbitrary. The fact that there
is & polential threal o national security (for example} may not alone render
the mosi intrusive achioms proportiomate. No inferference should be
comsidered proportionate if the information wihich is sought could reasonably
be cbtained by other less intrusive means.

27 The following elements of propertionality should therefore be considered:

d balancing the size and scope of the proposed interference against what is
sought to be achieved;

. explaining how and why the methods to be adopied unll cause the lest
possible imtrusion on the subject and others;

. comsidering whether the actroity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of obtaiming
the necessary result;

. evidenicing, as far as reasonably practicable, what other methods uve been
considered and why they were not intplemented.

28 It is importent that all those involved in undertaking equiprment interference
iors umder the 1994 Act are fully sware of the extent and hmmits of the
action thet may be taken under the warrant in question.”

Consequently the El Code draws specific attention to the need to balance the
seriousness of the intrusion against the need for the activity in operational
and investigative terms, including taking into account the effect on the
privacy of any other person who may be affected ie. other than the subject of
the operation. The EI Code is also very clear that it is impartant to consider
all reasonable alternatives and to evidence what other methods were
considered and why they were not implemented.

Collateral intrusion

76,

The El Code also highlights the risks of collateral intrusion involved in
equipment interference and provides guidance on how any such issues
should be approached, including the need to carry out an assessment of the
risk of collateral intrusion. At §§2.9-2.12 it states:

“29  Any application for a section 5 warrant should also take into account the risk
af ebtarning privete fnformation about persons whe are not subjects of the
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2.11

equiprrient tnkerference activity {oodlmteral dmbrusion ).

Mmmﬂmﬁhmmmhﬂbhtﬂmildrmﬁm'ﬂ
urnecessary fntrusion inlo the privacy of these who are not the infended
subjects of the equipment inferference activity. Where such collateral
intrusion is wneooidable, the activities may shill be authorised, provided this
initrusion is considered proportionate lo what is sought to be achieed.

All applications should therefore include an assessment of the risk of
collateral intrusion and details of mry messures taken to limit this, fo emabie
the Secretary of State fully to consider the proportionality of the proposed

actions.

In addition the El Code makes clear at §2.12 that where it is proposed to
conduct equipment interference activity specifically against individuals whe
are not intelligence targets in their own right, interference with the equipment
of such individuals should not be considered as collateral intrusion but rather
as “intended intrusion™ and that

“Any such equipment inierference activity should be corgfully considered
against the necessity and proportionality criferia as described ahone.”

Reviewing warrants

78.

At §62.13-2.15 the Code sets out certain requirements for reviewing warrants
and states as follows:

“213 Regular reviews of all warrants should be underiaken lo rssess the need for

2.14

215

the equipment interference activity to continue. The resulls of & review
should be refained for af lenst three years (see Chapler 5). Particular
attention should be given to the need to review warrants frequently where the
equipment interference invotves a high level of intrusion into private life or
sigmificant collateral tntrusion, or confidential information is likely fo be
oblained,

In ench case, unless specified by the Secretary of State, the frequency of
reviews should be determined by the member of the Intelligence Services who
made the application, This should be as frequently os is considered necessary
amd practicable.

In the event that there are oy sigmificant and substantive changes o the
nature of the intevference andfor the identity of the equipment during Hae
currency of the warrant, the Intelligence Sermices should consider whether it
is mecessary to apply for a fresh section 5 warrant.”

General best practices

i

The El Code gives guidance on general best practice to be followed by the
Intelligence Services when making applications for warrants covered by the
Code. At§2.16 those requirements are:

18
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applications showld avoid any repetition of information;

information contained in applications should be linited to that requived by
the 1994 Act;

trhere toarrants ave fssued wmder urgency procedures (see Chapter 4), o
record detailing the actions authorised and the reasoms wiy the urgency
procedures were used should be recorded by the applicant and authorising
officer as a priority. There is then no requirement subsequently to submit a
fiull written application;

where if is foreseen that other agencies will be inalved in carrying out the
operation, these agencies should be detailed in the application; and

warrants should mot generally be sought for actioities already authorised
following an application by the same or a different public authority.”

In addition, the EI Code indicates that it is considered good practice that
within each of the Intelligence Services, a designated senior official should be
responsible for:

the integrity of the process in place within the Intelligence Service to
authorise equipment inferference;

compliance with the 1994 Act and this code;

engagement with the Intelligence Services Commissioner when e conducts
his inspections; and

where necessary, overseeing the implemnentetion of any post inspection ackon
plans recommended or approved by the Commissioner.” (see §2.17)

Legally privileged and confidential information

81.

Chapter

3 of the Code contains detailed provisions on legally privileged and

confidential information which it is intended to obtain or which may have
been obtained through equipment interference. In terms of confidential
information the Code provides, inter alia, at §83.24-3.27;

“3.24 Where the infention is to acquire confidentinl information, the reasons should

.25

i.26

be clearly documented and the specific necessity and proportionality of daing
so should be carefully comsidered. If the acquisition of comfidential
trformation is fikely but not intended, any possible mitigation steps should be
considered and, if none is available, consideration should be given to adopting
special handling arrangements within the relevant Intelligence Service.

Material which has been identified as comfidentinl information showld be
retained only where it is necessary and proportionate to do so in accovdance
with the statutory functions of each of the Intelligence Services or where
otherwise required by lmo, [t must be securely destroyed when ifs retention
is ma longer needed for those purposes. If such irformation fs refained, it
must be reviswed at reasonable interpals to confirm that the justification for
its retention is shill valid

Where confidential information is retained or dissemvinafed fo an oufside
body, ressonable steps should be taken fo muark the information as
confidential, Where there is any doubt as to the handling and dissemination

of confidential information, advice should be sought from a legal adwiser
within the relepant Intelligence Sevvice before any further dissemination of
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Hre material fekes plince.

3.27  Any case where confidential information is retarned should be reported to the
Intelligence  Services  Comeissiomer during the Comrmrissioner's  nexd
mmmmmmmmmnmmﬂthmmme
to the Commrissioner om request.”

Procedures for authorising equipment interference under 8. 5

B2.

Chapter 4 of the El Code sets out the general procedures to be followed for
authorising equipment interference activity under 5. 5 of the ISA. In that
Chapter, §54.1-4.4 outline the statutory scheme under the ISA. At §4.5 of the
code, attention is drawn to the need to consider whether the equipment
interference operation might also enable or facilitate a separate covert
surveillance operation, in which case a directed or intrusive surveillance
authorisation might need to be obdained under Part 2 of RIPA (as addressed
in the Covert Surveillance and Property Interference Code).

In terms of applications for a s. 5 warrant, the EI Code contains a checklist of
the information which each issue or renewal application should contain. At
B4.6 it states:

“An application for the issue or renewal of a section 5 waerrant is made o the
Secretary of State. Each apphication showld contain the follounng information:

. the idemtity or ideniities, where known, of those who possess or use the
equispmend that is ko be subject to the inferference;
. nﬁmmfnmmmmnﬁﬂrmmﬁukmﬂhnﬂhwbym
interference;

. the mature and extent of the proposed interference, including arny inferference
with information derived from or related to the equipment;

. what the operation is expected to deliver and wiy it could not be clbained by
other less intrusive means;

’ details of any collateral intrusion, including the identify of indfiduals
and/or categories of people, where known, who are likely fo be affected.

. whether confidential or legally privileged material may be obtained, 1f the
equitpment inferference is not intended fo resull in the acquisition of

of matiers subject to legal privilege or confidential persomal

information, bt if s hkely thet such knowledge unll nevertheless be acquared
during the operation, the appiication should identify all steps which wall be
taken to mitigate the nsk of acquiring it;

. detmils of ary offence suspected or comnnitted where relevant;

. how the mithorisation criteria (as set out af paragraph 4.7 below) are met;
twhad measures will be put in place to ensure proporhonality is marmtmmed
{e.g. filtering, disregarding personal information);

. where an application is urgent, the supporting justification;

. amy action which may be necessary to install, modify or remove soffware on
the equipment;

# in case of @ reneionl, the resulfs obtained so far, or a full explenation of the
Jfnilure to obtain awy results.”

At §4.7-84.9 of the El Code the statutory tests for the issuing of a s, 5 warrant
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are highlighted, together with the statutory reguirements for any urgent
authorisation of a . 5 warrant.

Renewals and cancellations of warrants

BS.

At 584.10-4.11 and §84.12-4.13 of the El Code the provisions of the ISA
addressing the renewals and cancellations of warrants are summarised.

Keeping of records

b,

In Chapter 5 of the El Code provision is made for centrally retrievable records
of warrants to be kept for at least three years. At 5.1 it states:

“The following information relating to all section 5 warrenis for equipment
interference should be centrally retrievable for at least three years:

the date when o warrant 15 giver;

the detnils of what equapment interference has cocurred;

the result of periodic revinws of the warrents;

the date of every renewal; and

the date when mny instruction was given by the Secretary of State to cense the

equipment interference.”

- O ® @ W

Handling of information and safeguards

87.

Chapter & of the El Code provides important guidance on the processing,
retention, disclosure deletion and destruction of any information obtained by
the Intelligence Services pursuant to an equipment interference warrant and
makes clear that this information may include conumunications content and
communications data as defined in section 21 of RIPA (86.1).

At §6.2 the El Code states:

“The Intelligence Services must ensure that their actions when handling information
obtained by means of equipment interference comply with the legal framework set cut
in the 1989 and 1994 Acts {including the arrengements in force under these Acis),
the Data Protection Act 1988 and this code, so that any interference with privacy is

Jjustified in accordance with Article 8(2) of the European Corvention on Human

Rights. Compliance with this legal framework will ensure that the handling of
information obtained by equipment interference continues to be lmoful, justified and
strictly controlled, and is subject to robus! and effective safeguards agains! abuse.”
At §86.5-6.11 of the El Code key safeguards are set out in the EI Code in terms
of the dissemination, copying, storage and destruction of any information
obtained as a result of equipment interference. In particular it is stated:

"Drissemination of information

6.6  The number of persons to whom any of the information is disclosed,
and the extent of disclosure, must be limited to the minimum

mecessary for the proper discharge of the Imfelligence Services’
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functions or for the additional Nmdted purposes described in
paragraph 6.5. Tins obigation applies equally fo disclosure fo addifional
persons within an Intelligence Service, mnd to disclosure oubside the sermice.
It is enforced by prohibiting disclosure to persons who do not hold the
required security clesrance, and also by the need-bo-know principle.
information obtaimed by equapment tnderferemce meust mot be disclosed fo any
person wnless thef person's duties are such thet he needs fo knowr about the
iriformation o carry out those duties, In the same way only so much of the
triformmation mary be disclosed as the recipient needs; for exanple if a summurry
of the imformation unll suffice, no more than that should be disclosed,

The obligations apply mot just to the Imtelligence Service that
obtained the information, but also fo anyome fo whom the
information is subsequently disclosed. In some cases this may be
achieved by reqeining the latier to oblain the oviginator's permission hefore
disclosing the information further. In others, explict safeguards may be
apphed to secondary recipienits,

Copying

6.5

Information obtained by equipment interference may only be copied
to the extent necessary for the proper discharge of the Imtelligence
Services’ functions or for the additional limuted prrposes described
paragraph 6.5. Copies include not only direct copies of the whole of
the information, but also extracts and summaries which identify
themselves as the product of an equipient interference operation. The
restrictions must be implemented by recording the wmaking,
distribution and destruction of amy such copies, extracts and
surmmaries that identify themselves as the product of an equipment
finderference operalion

Storage

6.9

Information obtained by equipment interference, and all copies,
extracts and summmaries of it, wust be handled and stored securely, so
as to minimise the risk of loss or theft. It must be held so as to be
inaccessible to persoms without the required level of security
clearance. This requirement to store such information securely applies
to all those who are responsible for the handling of the information.

Destruction

6.10

Commumrications  content, commumications  date  and  other
information obtained by equipment intecference, and all copies,
extracts and summaries theveof, must be marked for deletion and
securely destroyed as soom as they are no longer needed for the
funictions or purposes set out in paragraph 6.5, If such information is
retatned, it should be reviewed al appropriate inlervals o comnfirm
that the fustification for it retention is sl palid”

Persommel security

12
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9.

611 Im accordance with the need-to-know principle, each of the
Intelligence Services must ensure that information obtained by
equipment interference is only disclosed fo persons as necessary for
the proper performance of the Intelligence Services' statuiory
functions. Persons viewing such product will wswally require the
relevant level of security clearance. Where it is necessary for an officer fo
disciose information outside the service, it is that officer’s responsibility fo
ensure that the recipient has the necessary level of clearance.” (emphasis
added)

At 586.4-6.5 the importance of these safeguards is emphasised, together with
the need to ensure that each of the Intelligence Services has internal
arrangements in force for securing that the safeguards are satisfied, which
arrangements should be made available to the Intelligence Services
Commissioner. In particular it is stated:

“6.4 Paragraphs 6.6 to 6.11 provide guidance as fo the safeguards which must be

ied by the Intelligence Services lo the processing, refenbion, disclosure

and destruction of all information obiained by equipment interference. Each

of the Intelligence Services must ensure that there are internal arrangements

in force, approved by the Secreiary of Stale, for securing thal these

requarements are satisfed in relotion to all information obtained by
equipment interference.

65  These arrangements should be mode available to the Intelligence Services
Commissioner. The arrangements must ensure that the disclosure, copying
and retention of information obteined by means of an equipment interfevence
warrant i rited to the neinfmum necessary for the proper discherge of the
Intelligence Services’ functions or for the additional limited purposes set out
in section 2(2)(a) of the 1989 Act and sections 2(2)() and $(2)(a) of the 1994
Act. Breaches of these handling arrangements must be reporied lo the
Intelligence Serpices Comnrissioner as agreed usth fem.”

Application of the code to equipment interference pursuant to section 7 of the 1994
Act

In Chapter 7 of the El Code it is made clear that "GCHQ must as o matter of
policy apply the provisions of this code in any case where equipment interference 1s to
be, or has been, authorised pursuant fo sechion 7 of the 1994 Act in relation to
equipment located cuiside the British Islands" {§7.1).

Consequently, save as expressly specified in Chapter 7 of the El Code, all of
the provisions of the El Code, including the important safeguards regarding
the processing, retention, disclosure deletion and destruction of any
information obtained via equipment interference, apply equally to equipment
interference authorised pursuant to s. 7 of the ISA. That is made expressly
clear in §7.2 which states:

"GCHQ md SIS must apply all the same procedures and safeguards when

conducting equipment interference authorised pursuani fo sechion 7 as they
do in relation to equipment interference authorised under section 5."
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Q3 In addition, Chapter 7 of the El Code provides specific additional guidance
for s. 7 equipment interference authorisations under the 15A.

94, In terms of the general basis for lawful activity under 5. 7 of the ISA, the El
Code states at 887.3-7.6:

"73  An authorisation under section 7 of the 1994 Act nury be sosght whereper
members of 515 or GCHQ, or persons acting om thetr behalf or in their
support, conduct egupment inderference in relation to0 equipiment located
owtside the British Islonds that would otherunse be unlaurful. This moludes
cases where the act is done in the British Islonds, but is intended fo be done
in relation to appaeratus thl is or is believed to be outside the British [slands,
or in relation to anything appearing to originate from such apparatus(7].

74  If a member of SIS or GCHQ unghes to inferfere with equipment located
oversens ut the subject of the operation is knoum to be in the British Islonds,
consideration should be givem as o whether o section (1) intercephion
warrant or @ sechion 16(3) certificabion (in relation to ome or more extant
section 8(4) warrants) under the 2000 Act should be obtained in advance of
commencing the operation authorised under section 7. In the everntt that any
equipment located overseas is brought to the Brihish [slands during the
currency of the section 7 suthorisation, and the act is one that is capabie of
being authorised by a warramt under section 5, the interference is coverad by
a 'grace period” of 5 working days (see section 7(10) to 7(14)). This period
should be used sither to obltain a wwrrant wnder section 5 or fo cease the
interference (unless the emapment is removed from the British Islands before
the end of the period).

75  An application for a section 7 authorisation showuld usually be made by a
member of 515 or GCHQ for the taking of achon in relntion fo that service.
Responsihility for issuing authorisstions under sechion 7 rests uxth the
Secretary of Sticte.

Th An muthorisation under sechion 7 may be specific to @ particular operation or
user, or may relate fo o broader cless of operations, Where an muthorisafion
relating o a broader class of operations hes been given by the Secrefary of
State under section 7, internal approval fo conduc! operafions under that
authorisation in respect of equipment interference must be sought from a
designated senior official (see paragraphs 7.11 fo 7.14)."

85. At 887.7-78 and §87.9-7.10 the El Code sets out the statutory tests for 5. 7
authorisations, together with the provisions of the statutory scheme dealing
with urgent authorisations. At §7.7 the El Code makes clear that:

"Each application: showld cormfein the same iformetion, & far as 38
reasenably practicable in the circumstances, o8 an application for a sechion 5
equefpment interference warrant.”

*! However this is “withoui prepudice as lo arguments regarding the applicabllity of the ECHR" as
made clear in footnote 17 of the El Code.
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Guidance on the types of authorisations under 5.7 of the El Code is also
provided at §§7.11-7.14. In particular this provides guidance on any s 7
authorisations which relate to a broad class of operations. At §87.11-7.12 it
states;

“7.11 An authorisation under section 7 may relafe fo @ broad class of operations.
Authorisations of this nature are referred to specifically in section 7(d)(a) of
the 1994 Act which prowides that the Secretary of Stale may give an
authorisation which inter alia relates ko "acts of a description specified in the
quthorisation”. The legal threshold for giving such an authorisation is the
same as for a specific authorisetion.

7.17  Where an authorisahion relating to @ broader class of operations has been
given by the Secretary of State under section 7, internal approval to conduct
operations under that authorisation in respect of equipment inferference must
be sought from a desigmated semior official. In any case where the eqapment
interference may result in the scquisition of confidential information,
authorisation must be sought from on Annex A approwing officer.  Where
knowledge of matiers subject to legal privilege may be aoquired, the Annex A
approving officer must apply the tests set out of paragraph 3.4 to 3.7 (and
" Secretary of State™ should be read as "Annex A approving officer” for these
purposes).

For GCHQ an ‘Annex A approving officer’ means a Director of GCHOQ (see
Annex A on page 30).

In addition E§7.13-7.14 provide guidance on all internal applications for
approval, including the need to ensure that such approvals are proportionate
and are subject to periodic review at least every & months, or more frequently
depending on the sensitivity of the operation. Those paragraphs state:

"713 The applicetion for spproval must set out the necessity, justification,
proportionality and risks of the particular operation, and should contain the
same information, as and where appropriate, as an application for a section 5
equipment interference warrant. Before granting the nternal approval, the
designated semior official or Anmex A approving officer must be satisfied that
the aperation is necessary for the proper discharge of the functions of the
Intelligence Service, and that the taking of the action is proportionate fo what
the action seeks fo achieve. The designated sewior official or Amnex A
approving officer must consult the Foreign and Conmonwealth Office or seek
the endorsement of the Secrefary of State for any particularly sensitive
operations.

714 All internal approvals must be subject to periodic review at [east once every 6
months to ensure the operations confinue 1o be necessary and proporiionate.
The approvals for particularly sensitive operations should be reviewed more
frequently, depending on the merits of the case.”

As to remewals and cancellations of s. 7 authorisations, the statutory
requirements are set out at §87.15-7.17.
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The Compliance Guide is a document which is made available electronically
to all GCHQ staff. The electronic version of the Compliance Guide was made
available to staff in late 2008 and there have been no substantive chanpes
since then, although it has been amended in minor ways to ensure that it
remains up to date. It comprises mandatory policies and practices which
apply to all GCHQ operational activity and has been approved by the Foreign
Secretary and the Interception of Communications Commissioner. The
Compliance Guide requires all GCHQ operational activity, including CNE
activity, to be carried out in accordance with three core principles. These are
that all operational activity must be:

a) Authorised (generally through a warrant or equivalent legal
authorisation);

b) MNecessary for one of GCHQ's operational purposes; and

c) Proportionate.

These principles, and their application to specific activities conducted by
GCHQ, are referred to throughout the Compliance Guide. They are also
specifically referred to in the additional CNE-specific internal guidance
referred to below. In short, they are core requirements which run through all
the guidance which applies to GCHOQ's operational activities, including CNE.

The section of the Compliance Guide which specifically concerns CINE states
that authorisation is required under the ISA in order to address the Hability
which most CNE operations would normally attract under the Computer
Misuse Act 1990. The requirement for a section 5 warrant for CNE operations
on computers in the UK is made clear. Section 5 warrants are also addressed
in the Compliance Guide as follows:

“A Secvelary of State must approve @ new [SA 5.5 warrant, Renewal 18 requined after
six months. In an emergency, a new femporary warrant may be issued by o GCHEO
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official of appropriate senjority if @ Secretary of State has expressly authorised its
u_#_i-

Section 5 Guidance

99F. GCHOQ also has separate specific internal guidance governing applying for,
renewing and cancelling section 5 warrants (“the Section 5 Guidance”). The
Section 5 Guidance, application forms and warrant templates were updated
following & visit of the Intelligence Services Commissioner (Sir Mark Waller)
in June 2013. During that visit the Intelligence Services Commissicner
acknowledged that GCHQ gave due consideration to privacy issues, but
commented that he would like to see greater evidence of this reflected in
warrants and submissions, in particular in relation to why the likely level of
fntrusion, both into the target’s privacy and the collateral intrusion into the
privacy of others, was outweighed by the intelligence to be gained. In
response, GCHQ updated its 5.5 (as well as its 5.7) application forms, warrant
templates and guidance to advise staff on the type and level of detail
required. At his next inspection in December 2013, the Intelligence Services
Comumissioner was provided with these documents and stated that he was
content with the actions that had been taken.

909G, The Section 5 Guidance makes clear the nature of the actvity which is
authorised by a £.5 warrant:

“18A Section 5 guidance
ISA warramts

Warrants issued under the Intelligence Services Act (ISA) authorise ¢
with property (eg equipment such as compuiers, servers, routers, lapiops, mobile
phones, software, intellectual property eic ) or wireless telegraphy.

99H. The geographical, functional and tempaoral limits of a 5.5 warrant are also set
ouk

*A section 5 warrant authorises inferference with property or wireless felegraphy
in the British Idands®...It may prly be issued on grounds of National Security or the
Ecomommic Well- Bﬂngq’h‘u&ﬂmﬂﬁw:mgﬂnﬂyu Secretary of State
and is valid for & months from the date of signature, at which point the warrant
shonld be renewed ov camcelled ™

99l.  The guidance mirrors the requirements of 5.5(2)(a) and (b) of the ISA. First, it
makes clear that the proposed CNE action must be necessary:

“Part L. - to be completed by the relevant GCHQ team

The intelligence case should be fit for purpose for signing by a Secrelary of State,
auoiding snnecessary jargon and techeical ferminology. The case should inclide:

o the intelligence background;

B Both instances of underlining in this quotation are in the original
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99K

*  the priority of the target uthin the pricrifics frameork a3 endorsed by [ICH and
NECE;

» an cxplanation of why the proposed operation is necessany;

» a description of any cther agency involvement in working the targel;

» i intelligence oetcome(s) the proposed operation is expected to produce.”

The requirement that the proposed CNE action be proportionate is also made
clear:

“As CNE technigues are by nahire intrusive, an explanahion of how proportionality

unil be maintained should be given. Key poimts to comsider inchude:

& the expected degree of imvasion of a target’s privacy mnd whether any personal or
private information will he oblained;

«  the likelihood of collateral intrusion, ie invading the privacy of those who are not
targets of the operation, eg fanuly members;

o whether the level of imtrusion is proportionate fo the expected intelligence benefit;

o @ description of the measures o be taken to evsuore proportionality, ™

The Section 5 Guidance stipulates that each request for a warrant, or warrant
renewal, must have a sponsor of an appropriately senior Jevel:

“Requesting a new Section 5

Requests for new tarrants and reneunals must be sponsored by on_approprigiely
mmwhuﬁqﬁ that the proposed operation is justified,
;mwmumﬂumqr

The Section 5 Guidance requires that, once completed, the warrant request
must be returned to its “sponsor” for consideration of whether it passes the
test set out in s.5(2){a) and (b) of the 1SA, before being signed and sent to the

relevant personnel-

“The form is then rehurned lo the sponsor to consider whether, in light of the CNE
imgrued, they can recommend o the Secretary of State thai the operation is justified,
proportionate and necessary, and that they are auare of the nisk, If so, they should
sign and date the form and send it o the relevant persomnel.”

A designated form must be filled out when a section 5 warrant is sought. The
specified information reflects the requirements of the guidance on section 5
warrants, and includes the following:

# Joint Intelligence Committes.
B Mational Security Council.
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a) Under “Intelligence Case”

‘what intellipence the aperation is expected to deliver

b) Under “Degree of intrusion, including collateral intrusion”

“how fur unll the operstion intrude on the privacy of the target? Is the operation
likely to obtain personal or private information

i what extent unll the aperation affect those not of operational inferest (eg could the
indroidual’s computer be used by family members, friends or colleagues who are not
targets of the operation)?

hemo will the intelligence gained justify the expecied level of intrusion?

what measures unll be pul in place to ensure proportionality is maintained.”

(c) Under “FRecipients of Product”:

*wihere within GCHQ s the product of the CNE operation o be sent 7"

(d) Finally, the Request must be authorised by the gppropriately senior
mmeMmeﬂm:trﬂf}rht*ﬁupmpmdﬂiEmts
justified, proportionate and necessary”.

Renewals of .5 warrants

990,

The Section 5 Guidance also details the procedure for renewals of section 5
warrants. This requires specific attention to be paid, inter alia, to whether the

operation is still justified, necessary and proportionate at the time of the
renewal:

“Section 5 renewal process

A _reasonable period before o warrant is due o expire, the relevant persoting] uill

request a cese for remewal from the relevant personmel copying the spomsor and

include @ copy of the previous submission. The enalyst should confirm wrth the
fmm"mﬂﬂfﬂmiwmmﬁn

. mupdnttnfﬂuinldﬁgﬂﬂhckgmnd.m'ﬂgﬂmtdyrgﬂlﬂsﬂr
current context of the warrand;

o details of any developments and intelligence gaimed since the warrant was
issued/ast remewed - this must address any expectations highlighted in the
previous submmissions;

s @ review of the level of intrusion, based on the evidence of the activity authonsed
by the warrant;

o @ reviews and, if necessary, update of the political aspects of the risk assessment;

# Underlining in the original
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The relepart feam should provide the followrg myformuation.

» any updates on uﬂﬂumipmgrﬁimnkmﬂtmimhﬂm
an wpdated cperational plan - agarn, s must address specific actions or plans
loid gut im the previous submission

iy updntes fo the risk essessment.

Again, the relevand persomnel may need to work with the ongnutor and the relevani
team to strengthen the reneival case, and will also consult the Legal Advisers before
providing a copy fo the spowesor for final review. When the sponsor is contenit that fhe
submission is accurate and demonsirates that the operation is shll justified, necessery
and proportionate, the relepant personnel will submil the renewal application to the

relevamnt Diepartment for signature.”
Cancellation of 8.5 warrants

29P, The Section 5 Guidance also addresses cancellation of warrants, making clear
that as soon as warrants are no longer required they should be cancelled:

“If & warrant is no longer requared, it showld be cancelled. If not renewed or cancelled,
Mw!uﬂﬂpﬂmﬂuﬂkmﬁ:ﬁm the actitnly wnll no longer be

Section 5 cancellation process
Hﬂuﬂﬂmfumfmgﬂmgumiﬂrmdyﬂﬂmﬂdmdfmw
a short explanation of the reason for the canceilation. Vhen

gperation confirms that the operation is fully drawn down, the refepant persorinel
will draft & letter based on this feedback and submit if, with & cmcellation
instrument, to the issuing Department for signature (usually by o senior official
rather than the Secretary of State).”

Section 7 Guid

990. GCHQ's guidance which governs applying for, renewing and cancelling
section 7 authorisations/internal approvals is set out both in the Compliance
Guide (in the section dealing with suthorisations) and in separate internal
guidance (“the Section 7 Guidance”). The process set out in the Section 7
Guidance has been subject to the scrutiny and advice of the Intelligence
Services Commissioner who has confirmed that he is content with the

process. &

' In addition to the Intelligence Services Commissioner's suggestions in his June 2013
inspection, and his approval of GCHQYs consequent changes in his December 20113
inspection, during a visit in December 2014 GCHQ presented to and discussed with the
Intelligence Services Commissioner, the “end to end” process regarding CNE operations
using two operational case-studies. The class-authorisation, internal approvals and additions
authortsations were considered. The Commissioner was then shown how CNE operators
conduct the operations with a live demonstration of an operation. There was akso a focus on
the relevant forms (which were discussed in some detail). The Commissioner indicated that
he was content with the format and the level of detail in the forms,
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99R.  The Section 7 Guidance requires any CNE activities overseas to be carried out
pursuant to a 5.7 authorisation in order for such activities to be lawful under
domestic law. Authorisations may either be specific to a particular operation
or to a broad class of operation:

“ISA Section 7 guidance
ISA authorisations

An [SA 57 authorisation given by the Secretary of State is the legal ingtrument thai
removes crimingl Mability in the UK for GCHOQ actions overseas which meight
otherwise be an affence in UK law. Such an authorisation is also capable of removing
wry civil lability in the UK that mright arise as o result of GCHQ's actions coerseas.
GCHQ primarily uses s7 authorisations for CNE cperations. An ISA s7
muthorisation mey be specific to a particular operation or target, or may relate fo a
broad closs of operations..."

995, The Section 7 Guidance sets out the ‘class authorisations’ signed by the
Secretary of State under section 7 of the ISA which are used by GCHQ for the
majority of its active internet-related operations. In fpespect of the
authorisabions pele ] i ates that it

0 L | E Sechion

LR Bl

“permits inferference with computers and commumication systems oversens and
removes liability under the Computer Misuse Act 1990 for inferference with forget
compriers or related equipmment overseas (for this sorl of activity, if 1¢ the location of
the target compter wiich is relevant). The inferference includes CNE operations.”

99T. The Section 7 Guidance also stipulates that such authorisations need to be
renewed every six months, and assert the vital importance of providing
information to the Secretary of State to justify any renewal:

*Cliss authorisations are signed by the Foreign Secretary and need o be rencived
every six months. Relepani personmel in (A OL are Fesponsione fo pperseeny £

1k g5, Prior by ex eatinrg, they will ask analysts to brigh
(rejfustify the necessity and proportionality of contimuing to rely on all exient section
7 imternal approvals for which they are the lead, as well as asking for feedback on the
outromes of operations conducted, Providing feedback fo the Foreign Secrefary on the
value of operations conducted wnder the class authorisations is crucial in fustifying
their renewal, ”

) Erk
o

9911, The requirement, in addition to & section 7 class authorisation, for a section 7
approval for a specific operation, and the procedure for obtaining such an
approval, is set out both in the section of the Compliance Guide on CNE, and
also in the Section 7 Guidance. The latter emphasises, infer alia, the
importance of considering and setting out, in a request for a section 7
approval, why an operation against a target is necessary and proportionate,
and the requirement that a copy of the signed approval be sent to the FCO:

"ISA section T imternal approvals

3l
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A condition of section 7 autherisetions is thef GOHO operales an internal sechiom 7
approval process lo record its velimce on these authonsations. Before tesking the
operational feam to comduct CNE operations, analysts are required to complefe o
request form including @ detailed business case described the necessity and
mwmﬁnmﬁ'muﬂmzmmmmmmgm. Thmqﬂzs!dmmﬁm

mmﬂffﬂ]‘mm TR seTRer o
q‘ﬂwnprdﬁnﬂmmcjﬂrmmﬂumthmﬁwfnﬁmnhm

The Section 7 Guidance explains the importance of this process, including the
provision of signed approvals to the FCO, for ensuring that operations are
necessary, justified and proportionate is again stressed:

"This process provides the necessary reassurance to FCD fhat operations carried oul
wneder the class authorisations are necessary, fustified end proportionate, *

. Mecessity (including why means other than a CNE operation could not be

used) and proportionality (particularly with regard to the privacy of a target
or any third party) are addressed in more detail under “Section B - business
casemecess byproportipnality”;

"The busness case should. . rmclude:
the intelligence background;

thae prigrify in the prion ties framework;

an explnation of winy the operations against the targel sef are necessary;
the infelligence oufeome(s) Hhe proposed (NE activities are expecled lo
produce.”

You showuld also consider the level of inbrusion the proposed operations unll imolve
and how properbionality well be mantmned, Key points to consider fnclude:
s the expected degree of intrusion into o largel’s privacy and whether any
personal or private information will be obtained;
o the likelihood of collateral intrusion, i.e. invading the privacy of those who are
nel fargets, such as fanily members;
= whether the level of intrusion is proportionate lo the expected intelligence
benefit;

& iy measures io be tnken to ensure proportionelitg.

& & & &

The Section 7 Guidance makes clear, under "Completing the process” that the
internal approval will then be provided to an appropriately senjor GCHOQ
official for signature and for, inter alie, the setting of a review period for the
internal approval:

“Based or all the information provided, relevant personnel will ensure that the

e -rwrwwwﬁr e e

sensfive operations.”
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oY,

99z

The standard form used for seeking section 7 approvals reflects both the
Section 7 Guidance and the statutory criteria. In particular it sets out the

following;

a) “Business case, including
» Inielligence background (o include brief detmils of what has been ackieved
[fromn other accesses).
s What you expect to pet from using CNE techniques against this target set &
how the intelligence gained will justtfy the expected level of intrusion.
s Any bming factors or special sensitiniies.

b} “Necessity, including
» The necessity of conducting CNE operations against this farget sel (an
explanation of why the use of CNE techniques is necessary).”

¢} “Proportionality and consideration of intrusion info privacy, including
s The proportionality of conducting CNE operations against this largel sel
{CNE operations are intrusive by nature, and are likely to oblain information
which is personal and private). Confirm that you have assessed that the level
of intrusion into privacy, including collateral intrusion, is justified and
proportionate. Outline measures to be put in place o ensure proportionality
is marrdarred.”

The term “privecy” is defined “in the broadest sense fo mean a state in which one is
not observed or disturbed by others™.

riately senis ficial who must support any request for a
mm?uppm“lh]sl:n:ﬂ‘hf}f ircter alia, that:

“Operations conducted under this approval are justified, proportionate and
necessary.”

93ZA. The relevant form also makes clear that the request for an approval should be

sent to ghe relevant personnel at request stage, review stage and cancellation
stage. Where an addition to an approval is sought the relevant personnel
must also be consulted® As a matter of practice, and as required by the
Section 7 Guidance, final versions of 5.7 approvals are sent to the Foreign and
Commonwealth Office. A monthly summary report which summarises new
5.7 approvals, reviews of 5.7 approvals and cancellations, and also attaches
copies of new approvals, is also sent to the relevant senior official at the FCO.

997B. The Section 7 Guidance also deals with the situation where there is a

significant change to an existing approval, or when a new target is proposed
with the result that an “addition” to an existing approval is required.

997C. The “additions form" requires the same regard to be had to justification,

necessity and proportionality as is required for an initial approval.

3 A reference o “relevant personnel” is to staff who are responsible for securing legal/ policy
approvals, checking the relevant risk assessments and maintaining compliance records.
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Retview of 6.7 intermal appropals

997D, Approvals must be reviewed, and upon each review consideration is required
to be given to whether the operation is still necessary and proportionate,
specifically having regard to issues of intrusion and privacy. The process of
reviewing 5.7 approvals is summarised in the Section 7 Guidance as follows:

“Reviewing section 7 internal approvals

In addition to the reviews that are corried out in support of the renewal of the class
authorisations when analysts are required to brigfly (rejustify the mecessity and
propertionality of continuing lo rely on all extant internal approvals for which they
are the lead, there is a rolling programme of fully revalideting all extant section 7
internal approvals. This revalidation wirrors the process for oblaining a new infernal
approval; an updated business case (covering fustification, necessity, proportionality
and tmtrusion into privacy) s provided by the lead analyst; the operational fevm
confirm that they are still operating within the nisk thresholds set when the internal
approval wes signed; the endorser confirmes that the assessment of the bkely politscal
risk is shill correct; them continued operations may be approved and & new review date
set if mo significant changes have been made (or the review of the approoal is passed to
a GCHQ official of appropriate sermiprity.”

99FE. The review and revalidation is held at intervals determined by the designated
GCHQ senior official who originally signed the section 7 approval. These are
more frequent for particularly sensitive operations. The Section 7 Guidance
also sets out a procedure for recording the history of a section 7 approval
from the original submission through to any review or cancellation:

“New review lustory and cancellation forms unll be appended ai each remew point.
The intention is fo leqve the original subnuission intact, so that there is an medit tral
of what was originally submitted/approved. If there ave any wupdates to be made, these
usll be included in the review history so that theve is an ongoing record af each
reviene of what was decided and why.”

99ZF. Thus the approval process, including any review, is recorded so that the

history of and basis (including necessity and proportionality) for any
approval, review or cancellation, is available for audit.

Cancellation of 5.7 internal approvals

99ZG. The Section 7 Guidance also stipulates the need to cancel internal approvals
as 500N as an operation is no longer needed:

“Cancelling a section 7 internal approval

To show due diligence and as a condition of relying on the class authorisations,
section 7 imtermal approvals should be cancelled when an operation s no longer
needed. To help ensure that this happens, the relepant personngl uwill ask whether
section 7 internal approvals ave still needed as part of the class authorisation renewals
process, and if so wnll seek o brief rejustificabion of the comtinuing mecessity and
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proportionality. The number of approvals signed or cancelled is provided io the
Forelgn Secretary with the case for renewal.

When & section 7 interral approval is no longer required, the analyst should ask the
operatipnal team point of comfact fo cease operations and remove all tasking, The
relevant personnel will not formally cancel the approval until the aperational team
comfirms thai the operation is fully drawn doumn.”

997H, The Section 7 Guidance therefore contains safeguards against section 7
approvals remaining in place where they are no longer necessary and/or
proportionate.

Obtaining data

9971, There are further safeguards in place to ensure that decisions by CNE
operators to obtain data from implanted devices are lawful. In particular:

997].

a)

b)

In addition to a formal process of training and examination which all
CNE Operators have to undergo, all CNE operators must every two years
also undertake advanced legalities training which is specific to active
operations such as CNE (in addition to the basic legalities training which
all staff are required to complete).

CME operators can obtain legal advice at any time.

In addition, any data obtained in an operation will be available to the
relevant intelligence analysts for that project, whe in turn will be aware of
the legal authorisation for the project, and will also have completed
legalities training. The CNE section of the Compliance Guide provides
guidance for intelligence for intelligence analysts requesting a particalar
document to be retrieved.

Thus, the obtaining of data is subject to the same requirements of necessity

and proportionality as the initial process of obtaining an
authorisation /warrant/approval.

Storage of and access to data

99ZK. GCHQ also has policies for storage of and access to data obtained by CNE,

9971. The section of the Compliance Guide concerning “Review and Retention”
states that GCHQ treats “all operational data” (ie. including that obtained by
CME) as if it were obtained under RIFA. It sets out GCHQ's arrangements for

retention of data in accordance with RIPA safeguards. This is

Tunimising
achieved by setting default maximum limits for storage of operational data.

907ZM. In addition GCHQ has a separate policy specifically concerning data storage
and access, It defines different categories of data, and importantly ascribes

a3
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99N,

8820,

NP,

specific periods for which different categories of data may be kept, as well as
explaining how different categories of CNE data relate to the categories of
operational data set out in the Compliance Guide.

Where CNE analysts identify material as being of use for longer periods than
the stipulated limits, it can be retained for longer, subject to justification

Access to data is also subject to strict safeguards, which are set out in the
Compliance Guide. CNE content may be accessed by intelligence analysts,
but they must first demonstrate that such access & necessary and
proportionate by completing a Human Rights Act ("HRA") justification. HRA
justifications are recorded and made available for audit. CNE technical data
relating to the conduct of CNE operations may only be accessed by a team of

trained operators responsible for planning and running such operations.

GCHQ's policy on storage of and access to data also requires GCHOQ analysts
who are not in the CNE operational unit to justify access to CNE data on
ECHR grounds (particularly necessity and proportionality). The justification
must be recorded and available for audit.

Handling/disclosure/sharing of data obtained Iy CNE operations

9920,

9BZR.

Pursuant to GCHQ's Compliance Guide, the position is that all operational
material is handled, disclosed and shared as though it had been intercepted
under a RIPA warrant The term “operational material” extends to all
information obtained via CNE, as well as material obtained as a result of
interception under RIPA.

The general rules, as set out in the Compliance Guide and the Intelligence
Sharing and Release Policy which apply to the handling of operational
material include, imier alis, a requirement for mandatory training on
operational legalities and detailed rules on the disclosure of such material
oputside GCHQ and the need to ensure that all reports are disseminated only
to those who need to see them.

a) Operational data cannot be disclosed outside of GCHOQ other than in the
form of an intelligence report

b} Insofar as operational data comprises or contains confidential information
(e.g. journalistic material) then any analysis or reporting of such data must
comply with the “Communications Conlaining Confidential Information” section
of the Compliance Guide. This requires GCHQ to have greater regard to
privacy issues where the subject of the interception might reasonably assume
a high degree of privacy or where confidential information is involved (e.g.
legally privileged material, confidential perscnal information, corfidential
journalistic information, communications with UK legislators). GCHQ must
accordingly demonstrate to a higher level than normal that retention and
dissemination of such information is necessary and proportionate.
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Traiming

9975, In addition to the training referred to at paragraphs 99Z1(a) and 99ZR above,

GCHQ does provide some training for analysts on particular CNE activities,
which reiterates the substance of the Section 7 Guidance. GCHQ is currently
in the process of revising the training referred to at paragraph 99Z1(c) to
incorporate more detail on CNE.

Oversight by the Intelligence Services Commissioner

100.

In §88.1-8.2 of the El Code the important role of the Intelligence Services
Commissioner in the use of the powers under the ISA is emphasised. In

particular 8.2 states:

“It is the duty of amy member of the Intelligence Services who wses these
potoers fo comply with amy request made by the Commissioner fo disclose or
provide any information Jee requires for the purpose of enabling Jum to carry
out his functions. Such persons must alse report any action that is beliened
ba be contrary to the provisions of the 1994 Act to the Commmissioner.”

The Covert Surveillance and Property Interference Code (‘the Property Code”)

101.

102.

The Cowvert Surveillance and Property Interference Code ("the Property
Code") provides guidance on entry on and interference with property by
public authorities under 5. 5 of the ISA (see the Code at §1.2) and applied to
activity including equipment interference. That Code was also issued
pursuant to & 71 of RIPA which stipulates that the Secretary of State shall
issue one or more codes of practice in relation to the powers and duties in,
inter alia, 8.5 of the 1994 Act. The Property Code was first issued in 2002 and
further versions of the Code were published in 2010 and on 10 December 2014
(in terms of property interference there is no material difference between the
2010 and the 2014 versions of the Code).

As set out above, to the extent that there is an overlap between the El Code
and the Property Code, the El Code takes precedence in terms of equipment
interference under 5. 5 of the ISA. In those circumstances the Respondents
hawe set out below only a brief overview of the key provisions of the Froperty
Code.

(a)  Chapter 3 of the Code contains general rules on authorisations, infer
alia, under s. 5 of the ISA and in particular guidance is given as to the
requirement of proportionality and the factors to be taking into
account when making a proportionality assessment.

(b}  The question of collateral intrusion is also directly addressed in §83.8f
of the Code.

(€] As to the procedures to be followed for reviewing authorisations, the
Code provides for regular reviews of all property interference
authorsations (see §§3.23.3.25).

{d) The Code also highlights best working practices which are to be
fellowed by all public authorities with regard to all activities covered

a7
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by the Code (see §§3.28-3.29).

(e} Chapter 4 of the Code contains special provisions on legally
privileged and confidential information.

if) Chapter 7 of the Code contains authorisation procedures for property
interference.  This specifically addresses authorisations for property
interferences by the Intelligence Services at §57.36-7.38.

(¢ Chapter 8 of the Code provides that certain records shall be kept of
property interferences which are authorised which are to be centrally
retrievable for three years (see in particular §8.3).

(h)  In Chapter 9 of the Code guidance is given as to the handling of
material obtained through property interference. §9.3 of the Code
addresses the retention and destruction of material and states as
follows:

“8.3 Each public muthority must ensure that arrangements ave in
place for the secure handling, storage and destruction of maferial
obtatned through the use of ... property interference...”

(i)  In addition the Code states at §9.7 that, in relation to the Intelligence
Services:

‘E?Thﬂrnﬁq'ﬂmqumm:mmﬂzﬁrmmg thut
mrrangements exist for securing that no imformation is stored by the
authorities, except as necessary for the proper discharge of their
Sfunctions. They are also responsible for arrangements o control
onunerd disclosure. For the intelligence services, this is o statutory
dufy under the ... 1994 Act.”

()  Finally Chapter 10 of the Code highlights the oversight which is
provided by the Intelligence Services Commissioner on the use of the
powers under the ISA. At §10.2 it states:

“The Intelligence Sertices Commissiomer's remnt 15 fo prowide
independent oversight of the use of the powers confaimed within ...
e 1994 Act by ... GCHQ."

The HRA

103,

4.

Art. 8 of the ECHR is a "Convention right” for the purpeses of the HRA: 5.
1{1) of the HRA. Art. 8, set out in 5ch. 1 to the HRA, provides as follows:

“(1) Everyone has the right to respect for his private and family life, lus home mnd
his correspondence.

{2) There shall be no interference by @ public suthority with the exercise of this nght
except such as is in accordarce with the law and is necessary in a democratic sociehy
in the interests of national security, public safety or the ecomonic well-being of the
country, for the prevent of disorder or crime, for the protection of health and morals,
or for the protection of the rights and freedoms of others.”

Art. 10 of the ECHR, which is similarly a Convention right (and which is
similarly set out in Sch. 1 to the HRA), provides:

*{1) Everyone has the nght to freedom of expression. This right shall include

to hold epurions and fo receive ond impart information and idens usthond
interference by public mhority and regardless of froutiers. This Article shall st
prevent States froom requiring the licensing of broadeasitng, lelemision or cinemn
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105,

108,

107.

ENIETPTISES,

{2) The exercise of these freedoms, since if carries with it duties and responsibilities,
may be subject to such formalities, conditions, restrictions or penalfies as are
prescribed by law and are necessary in @ democratic society, in the interesis of
national security, territorial integrity or public safity, for the prevention of disorder
or crime, for the protechion of health or morals, for the protection of the reputation or
rights of others, for preventing the disclosure of information recerved fn confidence,
or for maintaining the authority and impartiality of the fudiciary.”

By = 6(1):

“It is unlarofil for o public authority to act in a way which is incompatible with 2
Conveniion right.”

Each of the Intelligence Services is a public autharity for this purpose. Thus,
when undertaking any activity that interferes with Art. 8 rights, GCHQ must
{among other things) act proportionately and in accordance with law, In
terms of equipment interference activity, the HRA applies at every stage of
the process ie. from authorisation, through to the obtaining, retention,
handling and any disclosure/dissemination of such material.

S. 7(1) of the HRA provides in relevant part:

“ A person who claims that a public suthority has acted (or proposes fo act) in 4 way
which is made unlawsful by section §{1) may -
fa) bring procesdings against the authority under this Act in the appropmate
courf or tribwmal ...."

The DFA

108,

109,

Each of the Intelligence Services is a data controller (as defined in s. 1(1) of the
DPA) in relation to all the personal data (as defined in s. 1(1) of the DPA) that
it holds. Insofar as the obtaining of an item of information by any of the
Intelligence Services amounts to an interference with Art. 8 rights, that item
of information will in general amount to personal data.

Consequently as a data controller, GCHQ is in general required by s. 4(4) of
the DPA to comply with the data protection principles in Part | of 5ch. 1 to
the DPA. That obligation is subject to ss. 27(1) and 28(1) of the DPA, which
exempt personal data from (among other things) the data protection
principles if the exemption “is required for the purpose of safeguarding national
security”. By 5. 28(2) of the DPA, a Minister may certify that exemption from
the data protection principles is so required. Copies of the ministerial
certificates for each of the Intelligence Services (including GCHQ) are
available on request. Those certificates certify that personal data that are
processed in performance of the Intelligence Services’ functions are exempt
from the first, second and eighth data protection principles (and are also
exempt in part from the sixth data protection principle). Thus the certificates
do pot exempt the Intelligence Services (including GCHQ) from their
obligation to comply with the fifth and seventh data protection principles,
which provide:
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110,

*5. Personal dats processed™ for any purpose or purposes shall not be kept for
longer than is mecessary for that purpose or those purposes. ...

7. Appropriate technical and orgmmusational measwres shall be faken agarnst
unauthorised or unlrwfil processing of personal date and ngmnst acciderbal loss or
destruction of, or damage to, personal dita.”%

Accordingly, when GCHQ obtains any information as a result of any
property interference which amounts to personal data, it is obliged:

(a)  notto keep that data for longer than is necessary having regard to the
purposes for which they have been obtained and are being retained /
used; and

(b)  to take appropriate technical and organisational measures to guard
against unauthorised or unlawful processing of the data in question
and against accidental loss of the data in question.

The OSA

111

1

A member of the Intelligence Services commits an offence if “urthout laufid
muthority he discloses any imformation, document or other article relating fo security
or intelligence witich is or hos been in fus possession by oirtue of his position as a
member of any of those services™; 5. 1(1) of the OSA. A disclosure is made with
lawful authority if, and only if, it is made in accordance with the member's
official duty (s. 7(1) of the OSA). Thus, a disclosure of information by a
member of GCHQ that is e.g. in breach of the relevant “arrangements” {under
5. 4(2){a) of the ISA) will amount to a criminal offence. Convicion may lead to
an imprisonment for a term not exceeding two years and /or a fine {s. 10(1) of
the O5A).

Further, a member of the Intelligence Services commits an offence if he fails
to take such care, to prevent the unauthorised disclosure of any document or
other article relating to security or intelligence which is in his possession by
virtue of his position as a member of any of those services, as a person in his
position may reasonably be expected to take. See s, B(1) of the O5A, as read
with s 1{1). Conviction may lead to an imprisonment for a term not
exceeding three months and /or a fine (5. 10(2) of the OSA).

Oversight mechanisms

113.

There are three principal oversight mechanisms in respect of the equipment
interference regime:

(a) The Intelligence Services Commissioner

= The term “P‘mﬂ“ 'u.btu-id.l.? defined in 5. 1{1) of the DFA to imclude [ln'lﬂﬂsﬂﬂ'E:r
things), obtaining, recording and using.

® The content of the obligation imposed by the seventh data protection principle i further
elaborated in §§9-12 of Part [I of Sch. 1 to the DPA.
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(b)  ThelSC;and
{c}  The Tribunal.

The Intelligence Services Commissioner

114

115.

116.

117.

118.

1T9.

120,

As highlighted in the relevant Code, the Intelligence Services Commissioner’s
remit is to provide independent oversight of the use of the powers contained
within the ISA by the Intelligence Services including GCHQ.

The Prime Minister is under a duty to appeint 8 Commissioner (see 5. 39(1) of
RIPA). By s. 59(5), the person so appointed must hold or have held high
judicial office, so as to ensure that he is appropriately independent from the
Government. The Commissioner is currently Sir Mark Waller,

Under 5. 59(7) of RIPA, the Commissioner must be provided with such staff
as are sufficient to ensure that he can properly carry out his functions. Those
functions include those set out in 5. 5%(2), which provides in relevant part:

.the [Commissioner] shall keep under review, so for as they are not requared fo be
l::pl'm:!rr review by the Interception of Communications Commuissioner-
{a) the exercise by the Secretary of Stale of his powers under sections 5 to 7 of ..
the Intelligence Sermices Act 1994..."

A duty is imposed on, among other persons, every person holding office
under the Crown to disclose and provide to the Commissioner all such
documents and information as he may require for the purpose of enabling
him to carry out his functions: s. 60(1) of RIPA.

In practice, the Commissioner visits each of the Intelligence Services and the
main Departments of State twice a year. Representative samples of warrantry
paperwork are scrutinised, including the paperwork for 5. 5 and/or .7 [SA
warrants/ authorisations, ~ Written reports and recommendations are
produced after his inspections of the Intelligence Services. The Commissioner
also meets with the relevant Secretaries of State.

S. 60 of RIPA imposes important reporting duties on the Commissioner. (It is
an indication of the importance attached to this aspect of the Comnissioner's
functions that reports are made to the Prime Minister. )

The Commissioner is by s. 60(2) of RIPA under a duty to make an annual
repart to the Prime Minister regarding the carrying out of his functions. He
may aleo, at any time, make any such other report to the Prime Minister as he
sees fit (s. 60(3). Pursuant to 5. 80{4), a copy of each annual report (redacted,
where necessary under s.60(3)), must be laid before each House of
Parliament. In this way, the Commissioner's oversight functions help to
facilitate Parliamentary oversight of the activities of the Intelligence Services
(including by the ISC). The Commissioner's practice is to make annual
reports in open form, with a clesed confidential annex for the benefit of the
Prime Minister going into detail on any matters which cannot be discussed
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131,

125

123,

124

125.

openly.

S, 5B(5) grants the Commissioner power to make, at any time, any such other
report to the Prime Minister on any other matter relating to the carrying out
of his functions as he thinks fit.

In addition, the Commissioner is required by s. 59(3) to give the Tribunal:

*...such assishace (ncluding his opision as lo any issue falling to be deternmned
by the Tribunal) as Hhe Tribural may require-
(a)  inconnection with the investigation of any matter by the Trilunal; or
b}  otheruise for the purposes of the Tribunal’s considerstion or determination
of any matier.”

The Tribunal is also under a duty to ensure that the Commissioner is
apprised of any relevant claims / complaints that come before it: 5. 68(3).

The Commissioner’s oversight functions are supported by the record keeping
obligations that are imposed as part of the equipment interference regime, see
BE.3 of the Code.

It is to be noted that in the Liberty/Privacy judgment the Tribunal placed
considerable emphasis on the important oversight which is provided by the
Interception Commissicner (see in particular 8824, 44, 91, 92 121 and 139 of
the judgment} and a similarly important role is provided by the Intelligence
Services Commissioner in the present context.

The ISC

126,

127.

128,

129,

GCHQ is responsible to the Foreign Secretary,® who in tumn is responsible to
Parliament. In addition, the 1SC plays an important part in overseeing the
activities of the Intelligence Services. In particular, the 15C is the principal
method by which scrutiny by Farliamentarians i8 brought to bear on those
activities.

The 1SC was established by s. 10 of the ISA. As from 25 June 2013, the
statutory framewaork for the 15C is set out in 8. 1-4 of and 5ch. 1 to the [ustice

and Security Act 2013 ("the JSA”).

The ISC consists of nine members, drawn from both the House of Commons
and the House of Lords. Each member is appointed by the House of
Parliament from which the member is to be drawn (they must also have been
nominated for membership by the Prime Minister, following consultation
with the leader of the opposition). No member can be a Minister of the
Crown. The Chair of the 1SC is chosen by its members. See s. 1 of the [SA.

The executive branch of Government has no power to remove a member of
the I15C: a member of the ISC will only vacate office if he ceases to be a

5 The Director of GCHQ must make an annueal report on the work of GCHQ to the Prime
Minister and the Secretary of State (see 5. 4(4) of the I5A).
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member of the relevant House of Parliament, becomes a Minister of the
Crown or a resolution for his removal is passed by the relevant House of
Parliament. See §1(2) of Sch. 1 to the JSA.

131.

13L

133,

134,

The ISC may examine the expenditure, administration, policy and operations
of each of the Intelligence Services: s. 2{1). Subject to certain limited
exceptions, the Govermnment (including each of the Intelligence Services) must
make available to the ISC information that it requests in the exercise of its
functions. See 8845 of Sch. 1 to the JSA. The I5C operates within the "ring of
secrecy” which is protected by the OSA. Tt may therefore consider classified
information, and in practice takes oral evidence from the Foreign and Home
Secretaries, the Director-General of the Security Service, the Chief of SIS and
the Director of GCHQ, and their staff. The ISC meets at least weekly whilst
Parliament is sitting. Following the extension to its statutory remit as a result
of the JSA, the ISC is further developing its investigative capacity by
appainting additional investigators,

The ISC must make an annual report to Parliament on the discharge of its
Fanctions (5. 3{1) of the JSA), and may make such other reports to Parliament
as it considers appropriate (s. 3(2) of the JSA). Such reports must be laid
before Parliament (see s. 3(6)). They are as necessary redacted on security
grounds (see ss. 3{3)-{5)), although the ISC may report redacted matters to the
Prime Minister (s. 3{7)). The Government lays before Parliament any response
to the reports that the ISC makes.

The ISC sets its own work prograpume: it may issue reports mare frequently
than annually and has in practice done so for the purposes of addressing
specific issues relating to the work of the Intelligence Services.

It is to be noted that in the Liberty/Privacy judgment, the Tribunal placed
considerable emphasis on the important oversight which is provided by the
ISC (see in particular 544 and §121 of the judgment); the Tribunal describing
the ISC as " robustly independent” at §121.

The Tribunal

135.

134,

The Tribunal was established by s. 65(1) of RIPA. Members of the Tribunal
must either hold or have held high judicial office, or be a qualified lawyer of
at least 7 years' standing (§1(1) of Sch. 3 to RIFA). The President of the
Tribunal must hold or have held high judicial office (§2(2) of Sch. 3 to RIPA).

The Tribunal's jurisdiction is broad. As regards the Equipment Interference
regime, the following aspects of the Tribunal's jurisdiction are of particular
relevance:

(a})  The Tribunal has exclusive jurisdiction to consider claims under s.
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7(1}a) of the HRA brought against any of the Intelligence Services or
any other person in respect of any conduct, or proposed conduct, by
or on behalf of any of the Intelligence Services (ss. 65(2)(a). 65(3)(a}
and 65(3)(b) of RIPA).

(b}  The Tribunal may consider and determine any complaints by a person
who is aggrieved by any conduct by or on behalf of any of the
Intelligence Services which he believes to have taken place in relation
to him, to any of his property, to any communications sent by or to
him, or intended for him, or to his use of any telecommunications
service or system (ss. 65(2)(b), 65(4) and 65{5)(a) of RIPA).

137. Complaints of the latter sort must be investigated and then determined “by
applying the same principles as would be applied by a court on an
application for judicial review” (s. 67(3)).

138, Thus the Tribunal has jurisdiction to consider any claim against any of the
Intelligence Services that it has obtained, interfered with or disclosed
information emanating from interferences with property/equipment in
breach of the ECHR. Further, the Tribunal can entertain any other public law
challenge to any such alleged obtaining, interference with or disclosure of
information.

139.  Any person, regardless of nationality, may bring a claim in the Tribunal
Further, a claimant does not need to be able to adduce cogent evidence that
some step has in fact been taken by the Intelligence Services in relation to him
before the Tribunal will investigate.® As a result, the Tribunal is perhaps one
of the most far-reaching systems of judicial oversight over intelligence

matters in the world.

140. Pursuant to s. 68(2), the Tribunal has a broad power to require a relevant
Commissioner (as defined in s, 68(8)) to provide it with assistance. Thus, in
the case of a claim of the type identified in §138138 above, the Tribunal may | Formatied: F:
require the Intelligence Services Commissioner (see ss. 59-80 of RIPA) to
provide it with assistance.

141. 5. 68(A) imposes a broad duty of disclosure to the Tribunal on, among others,
every person holding office under the Crown.

142,  Subject to any provision in its rules, the Tribunal may - at the conclusion of a
claim - make any such award of compensation or other order as it thinks fit,
including, but not limited to, an order requiring the destruction of any
records of information which are held by any public authority in relation to

any person. See s. 67(/).

1 The Tribunal may refuse to entertain a claim that is frivelous or vexatious {see s. 67(4)), bui
in practice it has not done so merely on the basis that the claimant is himself unable to adduce
evidence to establish ¢ g. that the Intelligence Services have taken some step in relation to
him. There is also a 1 year limitation period (subject to extension where that is “equitable”):
see s, 67(5) of RIPA and . 7(5) of the HREA.
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144.

145.

It is submitted that the following issue of pure law can be identified from the
Grounds advanced by the Claimants:

Issue: Does the Equipment Interference Regime satisfy the “in accordance
with the law” requirement in Art. B{2)?

The remaining grounds of claim do not give rise to pure issues of law which
are suitable for determination at a Legal Issues Hearing. Rather, these
grounds of claim turn on factual assertions that are neither confirmed nor
denied, and which are relevant to the determination of the “proportionality”
issues raised. It follows that they must - as necessary - be investigated and
considered by the Tribunal in closed session in the light of such relevant
closed evidence, if any, as is filed by the Respondents. The Respondents
invite the Tribunal to investigate these grounds of claim in closed session
after holding a Legal lssues Hearing,

As set out earlier in this Response, Article 10 adds nothing to the analysie
under Article 8 ECHR - see 5147 of Whher and Soremia o, Germany (2008) 46
EHER SE5 and see also §12 and 5149 of the Liberty/Privacy judgment and
therefore this has not been addressed separately below. In addition the A1F1
complaint on the part of the Greennet Claimants (1) is whelly unsupported
by any evidence of loss and/or damage to its property or possessions and (2)
adds nothing to the analysis under Art. 8 ECHR. In those cdrcumstances this
has also not been addressed separately below.

The test to be applied

146,

The expression “in accordance with the law” requires:

* .. firstly, that the tmpugned measure should have some basis in domestic low; if
also refers to the quality of the law in question, requiring that it showld be accessble
to the person concerned, who must, morecver, be able to foreser its consequences for
him, and compatible with the rule of law .." (Weber, at §84.)

a) In epacting the ISA in 1994, after the coming into force of the CMA in
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147.

148.

149,

In relation to “foreseeability” in this context, the essential test, as recognised in
§68 of Malone v. UK (1984) 7 EHRR 14 and in 837 and 8118 of the
Liberty/Privacy judgment, is whether the law indicates the scope of any
discretion and the manner of its exercise with sufficient clarity “to give the
inditdial adequate protection aganst arbitrery imterference™. As the Grand
Chamber recently confirmed in the eavesdropping case of Bykoo v. Russia,
appl. no. 4378/ 02, judgment of 21 January 2009, this tesi remains the guiding
principle when determining the foreseeability of intelligence-gathering
powers (see 878 , as quoted at 837 of the Liberty/Privacy judgment).™

Consequently the key question when considering whether the Equipment
Interference Regime satisfies the “in accordance with the law”™ test under Art.
B2} is whether there are:

“..andequate arrangements tn ploce ko ensure compliance with the stafutory
fromework and the Convention and fo groe the indroddual adequade protection
agminst aridtrary inferference, which are sufficently acorssible, bearing
mind the requirements of mational security and that they are subject to
oversight.” (see §125 of the Liberty/Privacy judgment)

As noted by the Tribunal in the LibertyPrivacy judgment, in the field of
national security much less is required to be put into the public domain and
therefore the degree of foreseeability must be reduced, because otherwise the
whaole purpose of the steps taken to protect national security would be put at
risk (see §38-40 and §137). That was made very clear by the Strasbourg Court
at §867-68 of Malome and in Leander v Swedm [1987] 9 EHRR 433 at 851 and
Esbester v UK [1994] 18 EHRR CD 72, as quoted at §838-39 of the Tribunal's

judgment in Liberty/Privacy.

MThe

" requirement also calls for adequate and effective safeguards against abuse.

But the Tribunal is sufficient for this purpese; §59 of Raterw . Romamiz (2000) B BHRC 449
{"effechive supervision .. showld wormally be corvied oul by the judicsry, &f leasl i the last resorl,
simee fradicial costrol affords the best puarantees of independewce, impariiality amd a proper procedure
=) A fortion, the combination of the Tribunal, the 15C and the Commissioner satisfies this
aspect of the “necessity” requirement.
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150,

151,

152

153,

154.

155.

Thus, as held by the Tribunal in the British Irish Rights Watch case dated 9
December 2004 (a decision which was expressly affirmed in the

Liberty/Privacy judgment at §57):

*foreseeability is omly expecied to o degree that is ressonable in the
circumstances, and the croumstances here are those of national security...”

(838)

Consequently the national security context and the particular national
security justification for the activity/conduct which is impugned is highly
relevant to any assessment of what is reasonable in terms of the clarity and
precision of the law in question and the extent to which the safeguards
against abuse must be accessible to the public (see 8§8119-120 of the

Liberty/Privacy fudgment).

Moreover, the ECtHR has consistently recognised that the foreseeability
requirement “cennot mean that an individue! should be enabled fo foresee when the
authorities are likely to resort to secret measures so that he can adapt his conduct
accordingly”: Malone v. LUK (1984) 7 EHRR14, at §67; Leander v, Sweden at §51;
and Weher, at §93.

As to the procedures and safeguards which are applied, two important points
should be noted.

First it is not necessary for the detailed procedures and conditions which are
observed to be incorporated in rules of substantive law. That was made clear
at §68 of Malore and in Bykov at 878 and was reiterated by the Tribunal at
§6118-122 of Liberty/Privacy.

Secondly it is permissible for the Tribunal to consider rules, requirements or

which are “below the waterline” ie. which are not publicly
accessible. In Liberfy/Privacy the Tribunal came to the clear conclusion that it
is “not necessary that the precise details of all of the safeguards should be published,
or contained in legislation, delegated or otherwise” (§122), in order to satisfy the
*in accordance with the law” requirement and that the Tribunal could
permissibly consider the “below the waterling” rules, requirements or

when assessing the ECHR compatibility of the regime (see
8850, 55, 118, 120 and 139 of the judgment). At §119 of the judgment in
Liberty /Privacy the Tribunal stated:

“Particularly in the field of national security, undisclosed administrative
ts, which by definition can be chamged by the Executive urithout
reference fo Parliament, can be taken into account, provided that what is
disclosed indicates the scope of the discretion and the manner of ils
exercise... This is particularly so where:
fi} The Code..itself refers to @ number of arramgements nof
contiined in the Code...
() There is a system of cversight, which the ECHR has
approved, which ensures thal such arrangements are kept
under constant review.”
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156.

157.

Although these conclusions were reached in the context of the s. 8(4) RIPA
interception regime, they are equally applicable to the equipment regime
where the relevant IE Code and Property Code both refer expressly to
undisclosed statutory “arrangements™ under the ISA (see eg. §1.3 of the 1E
Code and §738 and 89.7 of the Property Code) and where there is similar
oversight by the Intelligence Services Commissioner.

In terms of oversight mechanisms, it is important to note the extent to which
the Tribunal in Liberty/Pritacy placed reliance on these mechanisms when
concluding that the intelligence sharing regime and the s.8(4) RIPA regime
were Article 5(2) complaint. Thus the Tribunal highlighted the advantages of
the Tribunal as an oversight mechanism at 846 and the importance of these
oversight mechanisms in the s. B(4) regime at §122. Therefore, as the ECtHR
recognised in §95 of Weber, account should be taken of all the relevant
circumstances, including:

*the authorities contpetent to ... sipervise [the measures in question], and the
kind of remedy promded by the national law ..." {Association for Enropean
[ntegration and Human Rights v. Bulgaria, Appl no. 62540/00, judgment
of 28 June 2007, at §77.)

Application to the Equipment Interference Regime

158

159,

180.

161.

In terms of the criticisms which are made of the legal framework in the
Claimants’ Grounds, the Respondents make the following six points in this
response and pending further clarification of the Claimants’ case in due
course.

First, it is not accepted, even on the basis of the factual assertions made in the
Grounds (which are neither confirmed nor denied), that such activities are
factually or legally more intrusive than other forms of surveillance or data-

gathering, including the interception of communications (see §B42-46 of the
Privacy Grounds and §855-57 of the Greennet Grounds).

The ECtHR has expressly referred to the fact that "rather strict standards”
apply in the interception context, but do not necessarily apply in other
intelligence-gathering contexts: Lizun o, Germany (2011) 53 EHRR 24, at §66
and McE v. Prison Serwice of Northern lreland [2009] 1 AC 908, per Lord
Carswell at 885. There is no factual or legal justification for asserting that an
even stricter set of standards ought to apply to equipment interference
activities, over and above those which would apply eg. to an interception
Case.

Secondly, contrary to the assertion made in the Grounds, there is a clear legal
framework governing any equipment interference activities, as set out in
detail earlier in this Response. The availability of warrants under s. 5 and
authorisations under s. 7 of the I5A, do provide a firm legal framework which
is supplemented in important respects by the CMA, HRA, the DPA, the OSA,

the El Code, GCHO's internal arrangements and the Property Code. That
statutory scheme, in common with the interception regime in RIFA, makes
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162

163,

164,

certain activities an offence (as is the case eg. in s. 1 of RIPA which makes it
an offence, without lawful authority to intercept certain communications) but
is coupled with a regime for the issuing of warrants/authorisations which
render the activity lawful if strict conditions are satisfied. The suggestion that
the availability of 8 warrant under the ISA “simply cancels any unlaofulness” is
a misrepresentation and an over-simplification of the statutory scheme and
the safeguards which are inherent within it

The Equipment Interference regime is therefore “accessible” and has a basis
in domestic law, in that it consists of provisions in primary legislation and in
relevant Codes and also in relevant internal arrangements /safeguards which
are applied by GCHQ. The Claimants’ argument that there is no relevant
legal regime that regulates the circumstances in which and the conditions in
which GCHQ may interfere with equipment is therefore untenable.

Thirdly it is wrong to suggest that there is no Code of Practice governing
equipment interference. As has been set out in detail above, there has always
been a Code which governed property interference (including equipment
interference) and there is now a bespoke Code, the El Code, which contains

impaortant safeguards including, inter alia:

(a)  Detailed guidance on the requirement of proportionality and the
considerations which apply in the equipment interference context,
including ssues such as collateral intrusion and the need to consider
less intrusive alternatives (Chapter 2);

(b}  Guidance on the frequency of reviews, particularly where there is a
high level of intrusion into private life or significant collateral
intrusion or confidential information is likely to be obtained (Chapter
2 at §82.13-2.15);

{c) Best practice guidance on applications for warrants/authorisations
(6§2.16-2.17};

(d)  Special considerations which should apply to legally privileged and
confidential information (Chapter 3);

(¢)  Detailed and comprehensive procedures for the authorisation of both
5. 5 and & 7 1SA equipment interference activity (see Chapters 4 and
4

{f) Important record keeping requirements in respect of any equipment
interference (Chapter 5);

{g) Comprehensive safeguards and guidance as regards the processing,
retention, disclosure, deletion and destruction of any information
obtained by the Intelligence Services pursuant to an equipment
interference warrant, which mirror similar safeguards applied as part
of the interception regime pursuant to s. 15 of RIPA (Chapter 6)..

Fourthly it i submitted that the Equipment Interference Regime does
indicate the scope of any discretion and the manner of its exercise with
sufficient clarity “lo give the indimidual adequate protection against arbitrery
interference” (Malome, at §68). In overview:;
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185.

(&)

(b)

The regime is sufficiently clear as regards the circumstances in which
there can  be interferences with  equipment.  Any
warrants/authorisations in respect of equipment interference by the
Intelligence Services can only be issued if clear statutory criteria are
satisfied, including the requirements of necessity and proportionality
and such permission can only be given by the Secretary of State
personally, save in an urgent case,

The regime s similarly sufficiently clear as regards the subsequent
handling, use and possible onward disclosure of any information so
obtained. In this regard the I5A must be read in conjunction with
other important safeguards in the CTA, the DPA, the HRA, the OSA
and the Codes.

Further, if some version of the list of “safeguards” in 2.g. §95 of Weber applies
to the Eguipment Interference Regime, the present regime satisfies the
requirements for such “safeguards”, insofar as it is feasible to do so.

(@)

(k)

The first and second requirements in Weber ie. the “offences”™ which
may give rise to a warrant/authorisation and the categories of people
liable to be involved, are clearly satisfied by s. 5 and 5.7 of the ISA, as
read , in particular, with §1.6, §84.1-4.4 and §7.5 of the [E Code. It is
also to be noted that the term "national security” is a sufficient

description in the ISA (see §116 of the Liberty/Privacy fudgment).

The third to sixth Weber requirements, namely (3) duration, (4).
examination, usage and storage, (5) disclosure and (§) destruction are
addressed, in particular, in the ISA, the CTA, the DPA, the HRA, the
OSA and in Chapters 2, 4, 6 and 7 of the [E Code and GCHQ's internal

arrangements. In particular:

()  The ISA makes sufficient provision for the duration of §.5/s.7
warrants/authorisations and the circumstances in which they
can be renewed or should be cancelled. In addition the IE
Code contains imporiant provisions on reviewing warrants
and the frequency of reviews (see §2.13-2.15).

{b)  There are detailed safeguards which apply which mirror the
safeguards in 515 of RIPA in the interception regime, as
regards the handling dissemination, copying storage,
destruction and security ammangements for information
obtained as a result of equipment interference (see in
particular Chapter 6 of the IE Code). Further GCHQ must
ensure that there are internal arrangements in force, which are
approved by the Secretary of State, for securing that the
requirements set out in Chapter 6 of the [E Code are satisfied
in relation to all information obtained by equipment
interference (see §6.4 of the TE Code) and these intermnal
arrangements should be made available to the Commissioner
(see B6.5 of the IE Code),
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166,

167,

168.

169.

ic) Any information emanating from equipment interference can
be used by GCHQ only in accordance with 5.1%2) of the CTA
as read with the statutory definition of GCHQ)'s functions (in s.
3 of the ISA) and only insofar as that is proportionate under
s.6(1) of the HRA;

(d}  Inaddition any disclosure of such information must satisfy the
constraints imposed in 5. 34 of the ISA, as read with s.19(5) of
the CTA and 5.6(1) of the HRA;

{¢)  There is also the requirement for statutory arrangements to be
in place, by reference, in particular, to the ISA (s. 4(2)(a) and
the El Code itself makes reference to such arrangements at
§1.3;

() Any disclosure eg deliberately in breach of the
"arrangements” for which provision is made in s.4(2)}{a) of the
1SA would be criminal under s.1(1) of the OSA.

Fifthly the Tribunal can take into account the “below the waterline” rules,
requirements and arrangements which regulate any equipment interference
activities which may be conducted by GCHQ. These have been addressed
above (at §§998-9975) and separately in GCHQ's Closed Response to the
complaints. Those rules, requirements and arrangements fully support the
contentions set out above about the lawfulness of the regime.

Finally there are important oversight mechanisms which are relevant to the
Article 8(2) compatibility of the regime including the Tribunal, the ISC and
the Intelligence Services Commissioner. These oversight mechanisms are
centrally relevant to the question whether the regime provides for adequate
protection against abuse. The combination of these oversight mechanisms is
a very important safeguard in the context of the Art B(2) compatibility of the
regime.

In conclusion the Equipment Interference Regime is sufficiently accessible
and “foreseeable” for the purposes of the "in accordance with the law”
requirement in Art. 8(2).

55

B85



S

886

JAMES EADIE QC
DANIEL BEARD QC
KATE GRANGE
RICHARD O'BRIEN



Case No. IPT 14/85/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIOMNAL
Claimant
and

{1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) THE GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

Case No. IPT 14/120-126/CH
IN THE INVESTIGATORY POWERS TRIBEUNAL
BETWEEN:

GREENNET LIMITED
RISELUF NETWORES, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET")
GREEMHOST
MEDIA JUMPSTART, INC
CHAOQS COMPUTER CLUB
Claimants
and

{1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

(2) THE GOVERENMENT COMMUNICATIONS HEADQUARTERS
Respondents

RESPONDENTS' RESPONSE TO THE GREENNET CLAIMANTS® REQUEST FOR
FURTHER INFORMATION DATED 6 MARCH 2015

This is the Respondents’ Response to the Greennet Claimants’ Request for Further
Information dated & March 2015

Of paragraph 3

1. ls it the Respondents’ case that the Equipment Interference Regime was compatible with
Articles 8 10 or Article 1 of the First Protocol prior to the publication of the draft
Equipment Interference Code of Practice? If so, please explain why.

Yes it is the Respondent’s position that the Equipment Interference Regime was
compatible with Articles 8, 10 and Article 1 of the First Protocol prior to the
publication of the draft Equipment Interference Code of Practice.
In summary it is the Respondents’ position that the combination of:

1
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{a)  the Intelligence Services Act 1994 ("the ISA"), (and, in particular, ss. 3, 5
and 7 of that Act) (as read with the Counter-Terrorism Act 2008 (“the CTA")
and the Computer Misuse Act 1990 (“the CMA")) (see §§ 36-64 of the
Respondents’ Open Response); and

(k)  the Human Rights Act 1998 (“the HRA") (see §103-107 of the Respondents’
Open Response); and

i) the Data Protection Act 1998 (“the DPA”") (see §108-110 of the Respondents’
Open Response); and

id}  the Official Secrets Act 1989 (“the OSA") (see §111-112 of the Respondents’
Open Response); and

je)  the Covert Surveillance and Property Interference Code (‘the Property
Code’) (see §§101 of the Respondents” Open Response) (which first came
into force in 2002 and which was subsequently amended in 2010 and 2014);
and

(fi  the oversight mechanisms set out at §§113-142 of the Respondents’ Open
Response; and

(g}  the "below the waterline safeguards’ referred to at §166 of the Respondents’
Open Response and addressed separately in the Respondenis’ Closed
Response;

are such that the regime was compatible with Articles 8, 10 and Article 1 of the
First Protocol, including the “in accordance with the law"” requirement under
Article 8(2), as summarised at §125 of the Tribunal’s judgment in Liberty/Privacy
dated 5 December 2014.

The Respondents reserve the right to set oul their position in further detail in a
skeleton argument in due course.

Of Paragraph 21

"CNE operations vary in complexity. At the louer end of the soale, an tndividuwal may use someone’s
login credembials to garm access o imformation. More complex operations may imvolve explotiing
tulnerabilities in software in order to gain conbrol of devices or networks o remotely extract
information, momitor the user of the device or take confrol of the device or metwork... CNE..
operations may also be carred oul laofully by certam public authon bes®

2. Has the fact that UK public authorities:
a. carry out CNE operations;
b. carry out CNE operations involving using someone’s login credentials;
c. carry out CNE operations involving exploiting vulnerabilities in software in order
to gain control of devices;
d. carry out CNE operations involving expleiting vulnerabilities in software in order
to gain control of networks;
€. carry out CNE operations in order to remotely extract information;

previously been disclosed to the public? If so, for each of subparagraphs a to e above,
when and how?
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Paragraph 21 provides examples of the sorts of activities which may comprise CNE,
whether those activities are conducted by criminals or hackers or lawfully by public
authorities. However the Respondents can neither confirm nor deny whether public

authorities (generally so defined) have, in fact, carried out such operations.

In terms of the Intelligence Services, to the best of the Respondents’ knowledge, no
public statements have been made about the use of CNE as a specific investigative
technique, prior to publication of the El Code - see the Consultation Paper dated 6
February 2015 on ‘Equipment Interference and Inlerception of Communications
Codes of Practice’ and see the Written Ministerial Statement dated 6 February 2015
which accompanied the publication of the Codes. However the concept of property
interference by the Intelligence Services (which would implicitly include interference
with computer equipment) has been in the public domain for some considerable time
and, for example, is addressed in the ISA 1994 and in the Property Code which was

first published in 2002,

Of Footnote 17

"By section 17(5) of the CMA "Access of any kand by any person to amy program or data held in a
computer is wnathorised if = (a) he is not himself entitled lo control access of the kind in question to
the program or data; and (b) he does not have consent fo access by him of the kind in question fo the
program or data from any person who is so entitled” (NB. This subsection is subject fo sechion 10
wrrich contains @ saving in respect of certain law enforcement powers).”

3. This footnote is the only pleading in response to paragraph 37 of the claim by Privacy

International. In paragraph 37, Privacy International note that the saving in section 10
does not apply to an offence under section 3(1) of the CMA 1990, Therefore, any GCHOQ
activities that impair the operation of a computer, for example by leaving it vulnerable to
future exploitation, or which use up its battery or slow it down or harm its operation in
any other way are prima facie unlawful. Do the Respondents admit or deny paragraph
37 of the claim? If paragraph 37 is dended, please set out why.

It is admitted that section 10 of the CMA 1990 applies to section 1{1) of that Act and
not section 3{1) as the express language of the Act makes clear.

As to the specific allegations in paragraph 37 about the lawfulness of GCHQ
activities, nothing further can be said in Open in response to those allegations,

Of Paragraph 45

“Save in respect of certain offences (ie. under s. 2 of the CMA), at least one significant link wrth
domestic furisdiction must exist in the carcumstances of the case for an offence to be committed.”

4,

Do the Respondents accept that pursuant to section 31 of the Criminal Justice Act 1948,
interference with the operation of a computer by a Crown servant acting in the course of
his employment, wherever in the world the computer or the Crown servant are located,
is a prima facie criminal breach of the CMA 1990, read with section 31 of the 1948 Act? If

not, please set out why not.
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The Respondents are not prepared to make an admission about the application of the
Computer Misuse Act 1990, as read with section 31 of the Criminal Justice Act 1948
("C]A 1948°), on the basis of such a generalised proposition.

The question whether an offence has been committed will depend on all the facts of
each individual case, including, infer alia, whether a significant link with domestic
jurisdiction exists for an offence to be committed under the CMA (for which s.5 of the
CMA provides exhaustive definitions) and whether, under the CJA 1948 an offence
has been committed “in a foreign country” by a Crown servant when acting or
purporting to act in the course of his employment, which, if committed in England,
would be punishable on indictment, as if the offence had been committed in England.

Of Paragraph 66

“Whilst the Code is currenily in drafl, as set owl in the Wnitten Mimsterial Stalement which
accompanied its publication, it reflects the current safeguards appited by the relevant Agenaes,
including GCHQ. The Agencies will continue fo comply with the provisions of the draft Code
throughout the consultation period and wntil the Code is formally brought info force. Consequenily
GCHQ can confirm that it complies with all aspects of the EI Code and can also confirm that if fully
reflects the practices, procedures and safeguards which GCHQ has aluwys applied to any equipment
interference activities carried out by GCHQ."

5. Why was the El Code created?

The Respondents do not undersiand the relevance of this question to the issues in
dispute in these proceedings and, in particular, whether the regime is compatible with
Articles 8, 10 and Article 1 of the Firet Protocol to the ECHR.

6. Please provide a copy of any and all versions of the procedures referred to, any
documents evidencing them (including any training manuals used in relation to them),
and any internal reports, audits or investigations into compliance with those procedures.
Please also identify the date on which each such procedure was introduced.

The Respondents can confirm that relevant versions of the procedures have been in
place since at least 13 May 2013 (i.e. one year prior to issue of these complaints) and
have been subject to regular review,

However the Respondents are unable to provide any further information because to
do so would be damaging to the public interest or prejudicial to national security, the
prevention or detection of serious crime and the continued discharge of the functions
of the intelligence services (see Rule &(1) of the Investigatory Powers Tribunal Rules
and see, by analogy, §§55-61 and §100 of the witness statement of Charles Farr dated

16 May 2014 served in the Liberty/Privacy proceedings.).

7. Please provide a copy of any documents evidencing any and all versions of the practices
and safeguards referred to (including any training manuals used in relation to them),
and any internal reports, audits or investigations into compliance with those practices
and safeguards. Please also identify the date on which each such practice or safeguard
was introduced.

See answer to question 6 above,
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8.

If any practices, procedures or safeguards which have been in force at any point since 13
May 2013 {i.e. one year prior to the issue of Case No IPT 14/85/CH) have since been
amended or repealed, please provide the information and documents requested at
paragraphs 6 and 7 above in respect of each of those practices, procedures or safeguards,
and identify (i) the date on which they were amended or repealed and (ii) the reason
why they were amended or repealed.

See answer 1o question 6 above.

Paragraphs 3.9-3.19 of the draft El Code contain safeguards relating to legal professional
privilege. Is it alleged that these are procedures which "GCHQ has always applied to
any equipment interference activities”? If so, when were such procedures introduced? IF
they have been amended since 13 May 2013, please provide the information requested at
paragraphs 6 and 7 above in respect of the previous version or versions, and identify (i)
the date on which they were amended and (i) the reason why they were amended.

Without prejudice to the fact that the complaints which have been made by the
Claimants do not raise any questions as to the obtaining and/or handling of LPP
material, GCHQ can confirm that the key safeguards in respect of LFP material set out
in the El Code have been applied by GCHQ to any ElI activities, save that the
safeguards at paragraph 3.18 were not previously part of GCHQ's practice or policy.
However it is accepted that paragraphs 3.9-3.19 of the EI Code contain more detail on
the safeguards for the use and handling of matters subject to LPP and in particular on
the requirement for ‘chinese wall’ safeguards where there is eg. civil proceedings
against the Agencies.

QR h

“To the extent that the EI Code overlaps with the guidance provided in the Cover! Survallance and
Property Interference Revised Code of Practice issued in 2014 (see further below), the EI Code fakes
precedence, however the Intelligence Services must continue to comply with the 2014 Code in all
other respects (see §1.2).7

10.

11

Which provisions in the Covert Surveillance and Property Interference Revised Code of
Practice are disapplied in favour of the provisions of the El Code, and in what
circumstances?

The El Code provides standalone guidance for any person conducting EI i.e. the El
Code entirely replaces the old Covert Surveillance and Property Interference Revised
Code of Practice for any activity falling within the definition of El. Paragraph 1.2 of
the EI Code confirms that the Property Code will continue to apply to other property
interference falling outside the definition of EI.

Was the position the same prior to the creation of the El Code? If not, which provisions
in the Covert Surveillance and Property Interference Revised Code or Practice were
disapplied in favour of the “practices, procedures and safeguards” which GCHOQ
allegedly applied to equipment interference activities prior to releasing the draft
Equipment Interference Code, and in what circumstances?
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GCHQ can confirm that no provisions in the Property Code were disapplied in favour
of its internal practices/procedures/safeguards.

Of Paragraph 69

"The El Code also records the fact that there is @ duty on the heads of the Intelligence Sermnces fo
enswure that arrengements are tn force to secure: (V) that no frformation is obtamed by the Intelligence
Services excepl so far as necessary for the proper discharge of their statutory functions; and (i) thal
no imformation is disclosed except so far as 15 necessary for those funchons {...J"

12. Do the Respondents rely for the purposes of these proceedings on any such
arrangements?
Yes.

13, If so, please specify the arrangements and the dates on which they came into effect, and
pru;wide a copy of any documents which record or evidence them.
See the answer to question & above.

14. If any such arrangements have been in force at any point since 13 May 2013 (i.e. one year
prior to the issue of Case No IPT 14/85/CH) but have since been amended or repealed,
please provide the information and documents requested at paragraph 13 above in
respect of each of those arrangements, and identify (i) the date on which they were
amended or repealed and (ii) the reason why they were amended or repealed.

See the answer to question 6 above.

Of Paragraph 77

“where it 15 proposed to conduct equipment inlerference activity specifically agamnst indiovduals who
are not intelligence targets in their own right, imlerference with the equipment of such indrvduals
should mot be considered as collateral intrusion bul rather as “intended intrusion”™..."

15.

In what circumstances is equipment interference activity conducted against individuals
who are not intelligence targets in their own right?

The Respondents cannol confirm or deny whether equipment interference activity
does or does not take place in particular operational contexts. However, the
Respondents can give the example set out at paragraph 3.11 of the Property Code
which states:

“Example: A law enforcement agemcy seeks to comduct a coverl surveillance
operation to establish the whereabouts of N in the interests of preventing a serious
crime, It is proposed to conduct directed surveillance against P, who is an associate
of N but who is not assessed to be involved in the crime, in order to establish the
location of N, In this situation, P will be the subject of the directed surveillance
authorisation and the authorising officer should consider the necessity and
proportionality of conducting directed surveillance against P, bearing in mind the
availability of any other less intrusive means to identify N's whereabouts, It may be

]
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the case that directed surveillance of P will also result in obtaining information
abeut P's family, which in this instance would represent collateral intrusion also to
be considered by the authorising officer.,”

16, Has GCHQ always treated interference with the equipment of individuals who are not

17.

intelligence targets in their own right as "intended intrusion” and not collateral
intrusion?

Yes - GCHQ has always complied with the provisions of the Property Code.

What difference does it make to GCHQ's decision-making process to treat interference as
"intended intrusion” rather than collateral intrusion?

Pursuant to Chapter 4 of the EI Code, it would affect the information which had to be
provided with any warrant application by way of justification for such an operation
(see paragraph 4.6 and the information checklist provided therein). In addition the EI
Code specifically states at paragraph 2.12 that:

“ Ay such equipment interference activity should be carefully considered against the
necessity and proportionality criteria as described above.”

Of Paragraph 81

“Chapter 3 of the Code cominins detailed provisions on legally privileged and confidential informahon
which it is infended to oblain or which may have been obitained through equipment interference.”

18, Is it the Respondents’ case that the provisions in Chapter 3 of the draft El Code

19.

concerning legally privileged information are compliant with Articles 8, 10 and Article 1
Protocol 1 ECHE?

The relevance of this question to the complaints raised by the Claimants is not
understood. Neither of the complaints raise questions as to the obtaining or handling
of LPP material. Without prejudice to that, the Respondents repeat the answer to
question @ above and will say the EI Code is compliant with Articles 8, 10 and Article
1 Protocol 1 of the ECHR.

Is it the Respondents’ case that the “practices, procedures and safeguards which GCHQ
has always applied to any equipment interference activities carried out by GCHQ"™
concerning legally privileged information, which the El Code “fully reflects”, at all times
complied with any or all of Articles 8, 10 or Article 1 Protocol 1 ECHR?

The relevance of this question to the complaints raised by the Claimants is not

understood. Neither of the complaints raise questions as to the obtaining or handling
of LPP material. Without prejudice to that, the Respondents repeat the answer to
question 9 above.

aragraph 90

" Al §86.4-6.5 the importance of these safeguards is emphasised, together with the need fo ensure that
each of the Intelligence Services has mternal arrangements in force for securing that the safeguards
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are satisfied, which arrangemenis should bhe made avalable to the Intelligenee  Services

Commimrisstonier,”

20. Do the Respondents rely for the purposes of these proceedings on any such internal

21,

4.

arrangements?
Yes,

If s0, please specify the arrangements and the dates on which they came into effect, and
provide a copy of any documents which record or evidence them.

See the answer to question 6 above.

. 1f any such arrangements have been in force at any point since 13 May 2013 (ie. one year

prior to the issue of Case No [PT 14/85/CH) but have since been amended or repealed,

please provide the information and documents requested at paragraph 13 above in
respect of each of those arrangements, and identify (i) the date on which they were
amended or repealed and (i) the reason why they were amended or repealed.

See the answer to question 6 above.

. Has the Commissioner approved these arrangements? If so, when?

To date, the main arrangements have been seen and reviewed by the
Commissioner and he has raised no concerns. Further details will be provided
in CLOSED. Pursuant to the El Code (which was introduced in draft on 6 February
2015) these arrangements will be made available to the Intelligence Services
Commissioner during his visits.

Does the substance of the arrangements that are or have been in place differ in any
material respect from the content of the draft El Code? If so, in what respect?

Mo
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1.

11

1.2

1.3

General

This code of practice relates to the powers and duties conferred or imposed under

Chapter | of Part | of the Regulation of Investigatory Powers Act 2008
in 2014 by the Data Retention and Investigatory Powers Act 2014 ("DF
guidance on the procedures that must be followed before interceptio
can take place under those provisions. This code of practice is prim;
by those public authorities listed in section 6(2) of RIPA. It will also
telecommunication cperators and other interested bodies o acquai
procadures 1o be followed by those public authorities.

RIPA provides that all codes of practice issued under se
evidence in criminal and civil proceedings. If any proush
before any court or tribunal considering any such 3
Powers Tribunal, or to one of the Commissioners res;

conferred by RIPA, it must be taken * accg

ppears relevant
Investigatory
seaing the powers

This version of the code replaces all pre 2 code,

| The Government has commitied io bring forward legistation relatng 1o the securfty, inteligence and law enfofcement sgencies’
ysi of investigatory powers and to hawe thal legislation enscied belors the sunsat provision in the Deta Retention ard
Irvestigatony Powers Act 2014 takes effect on 31 Decamber 2016,

interception of Communications DRAFT Code of Practice | 3
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2. Unlawful interception - criminal and civil
offences

2.1 Interception is lawful only in the fimited circumstances set out in section

22 Section 1{1) of RIPA makes it 8 criminal offence for a person intentig
lawful authority, to intercept in the United Kingdom (UK) any comm
course of iis transmission if that communication is sent via a pubhc
public telecommunication system. The penalty for unlawful §
years’ imprisonmant or a fine up to the statutory maximu

23 Section 1(1A) enables the Interception of Communi
monstary penalty notice imposing a fine of up to £5

+« A person has unlawfully intercepted a i = in the UK;

= The communication was interce transmission by means of a
public telecommunication system,

ion, making an attempt to act in
ight explain the interception

2.4 sanctions is available on the Commissioner's

2.5

mmunication system, unless, as set out at section 1(6), the
p control the operation or the use of the systam, or has the express or

4 | Interception of Communications DRAFT Code of Practios
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2.1

3.2

3.3

34

General rules on interception with a
warrant

Interception has lawful authority whera it takes place in accordance witf camant issued
under section 5 of RIPA. Chapter 8 of this code deals with the circumy \0 which

intercaption is permitted without a warrant.
There are a limited number of persons who can make an applicatic
warrant, or an application can be made on their bahalf.
+ The Director-General of the Security Service.
« The Chief of tha Secret Intelligence Service.
» The Director of the Government Communication

« The Director-General of the Nati
behalf of law enforcament bodies |

n
#+ The Chief Conslable of the Police Se f Scotla

» The Commissioner of e Polj : is (the Metropolitan Police Counter
Hpdic alic If of Counter Terrorism Units,
ialist units in England and Wales).

CHQ).

CA handles interception on
),

: country or territory outside the UK.
n behalf of one of the above must be made by & person helding

Frants are issued by the Secretary of Stale.? Even where the urgency
wed, the Secretary of State personally authorises the warrant, although

a senior official.

Necessity and proportionality

3.5

Obiaining a warrant under RIPA will only ensure that the interception authorised is a
justifiable interference with an individual's rights under Article 8 (right to respect for
private and family life) of the European Convention on Human Rights (ECHR) if it is
necessary and proportionate for the interception to take place. RIPA recognises this by

7 Inierception warmanis may be ssued on ‘senious crime” grounds by Scoflish ministers, by virtue of SfrBRQEMETS Urder the
Seatland A 1998, In this code references to the “Secretary of Stale” should be resd as nclading Scotlish minisiers whene
sppropriate. The funclions of the Sooflish ministens alsn covar renswsl and canceliafion sTangemenis.
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3.6

a7

first requiring that the Secretary of State believes that the authorisation is necessary for
one or mone of the following statutory grounds:

= In the interests of national security;
= To prevent or detect serious crime;

= To safeguard the economic well-baing of the UK so far as those |
ralevant to the interests of national security.

ety are also

These purposes are set out in section ﬂa}MHIFﬁF‘_ﬁm Secretary of §

conducl Any assessment of proporfionality imvolves balancing the se
intrusion into the privecy or property of the subject of the operaiiag
who may be affectad) against the need for the activity in i oot
capability terms. The warmant will not be proporticnate if it e St |

circumsiances of the case. Each action authorised shpul I sted benefit to the
investigation or operation and should not be disprop z :

there is a potential threat to national security [fnr 3
intrushve actions proporionate. No i
information which is sought could rea

g render the mosi
=red proportionate if the
gy other less intrusive means,

The following alements of proportionality

« Balancing the size a
be achieved;

« Explaining how and why
intrusion on the subj

interference against what is sought to
ted will cause the lsas! possible

appropriate use of the legislation and a
Il reasonable allematives, of obtaining the

munications service"

A defines “telecommunication service™ as any service that consists in the
: g5 to, and of facilities for making use of, any telecommunication system
Section 2(8A) of RIPA makes clear that any senvice which consisls in or includes
facilitating the creation, management or siorage of communications transmitted, or that
may be transmitted, by means of such a system are included within the meaning of
“telecommunications service®, Internet based services such as wab-based email,
massaging applications and cloud-based services are, therefore, covered by this
definition. The definition of “telecommunications service” in RIPA is intentionally broad so
that it remains relevant for new technologies.
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Implementation of warrants

3.8  After a warrant has been issued it will be forwarded to the person to whom it is
addressed - in practice the intercepting agency which submitted the application. Section
11 of RIPA then parmits the intercepting agency to carry out tha interception, or to
require the assistance of other persons in giving effect to the wamant. A warrant may be
sarved on any person who is reguired to provide assistance in relatid that warrant.

2.10 Where a copy of an interception warrant has been served on anyone Qg
senvice or a public telecommunications sarvice, or who has control g
telecommunication system in the UK, that person is under a duty to
for giving effect to the wamrant as are notified to him or her by or nn )
ta whom the wamant is addressad. This applies to any comQs ; B yiC
customers in the UK, irrespective of where the company gicsefReechomaiisizo sels
out the maans by which that duty may be enforced.

2.11 Section 11(2B) of RIPA provides that service of a ' i
the UK may (in addition to electronic or other means s Eerected in any of the

following ways:

« By serving it at the parson's principal
have an office in the UK, at any place
or conducts activities;

» At an address in the

« By making it available for
methods are reasona

K or, if the parson does not
& person carries on business

has control j s system in the UK, (referred to as communications
&) may ba raquired 1o provide assistance in giving
ion warrant. RIFA places a requirement cn CSPs to take all such
the warrant as are notified fo them (section 11(4) of RIPA). But
: uired are limited to those which [t is reasonably practicable to
When considering this test, section 11(5)a) specifies that regard
Yy requirements or restrictions under the law of the country where tha
at are relevant to the taking of those steps. It also makes clear the
2t CSPs will seek to find ways to comply without giving rise to conflict of
Iaws Whnl is reasonably praclicable should be agreed after consultation betwean the
CSP and the Government. If no agreement can be reached it will be for the Secretary of
State to decide whether to press forward with civil proceedings. Criminal proceedings
may also be instituted by, or with the consent of, the Director of Public Prosecutions.

Intercaption of Communlcations DRAFT Code of Praclice | 7
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3.13

Provision of interception capability

3.14

3.15

3.16

.17

Where the intercepting agency requires the assisiance of a CSP in order to implement a
warmant, it should provide the following to the C5P;

« A copy of the signed and dated warrani instrument;

« The schedule setting out the numbers, addresses or other factors identifying the
communications to be intercepted by the CSP for warrants issued o accordance with

section B(1);

« A covering document from the intercepling agency (or the person agis bahalf of
the agency) requiring the assistance of the CSP and specifying a il i
regarding the means of interception and delivery as may be ne
details with respect io the intercepting agency will either be pro
document or will be available in the handbook provided
interception capability.

Persons who provide a public postal or telecommun plan to do so,
may be required to provide a permangnt i i er section 12 of
RIPA). The cbligations the Sacreta S ' sonable to impose on such
persons 1o ensure they have a capabili rder made by the Secretary of
State and approved by Parliament®, S provides for the Secretary of
State fo serve a notice on a comp side the UK but providing
telecommunications servi UK, setting out the steps they must
take 10 ensure they can m i Govemment must seek 1o consult
with the CSP over the conten j it is served

Section 12(38) of RIP, re a notice is to be given 1o a person outside
the UK, the notice mggi ith nic or other means of service) be given 1o

rincipal office within the UK or, if the person does not
¥ place in the UK where the person carries on business

ofice, @ CSP, if it feels it unreasonable, may refer that notice to the
Board (TAB) to consider the reasonableness of the lechnical

Any CSP obliged to maintain a permanent interception capability will be provided with a
handbook which will contain the basic information they require to respond 1o requests for
reazonable assistance for the interception of communications.

U Rigulateon of InvasSigaiony Powess (Maintenance of Intercepdion Capabiity ) Cirder 20032 -
hitpe it logislalion. oy uliuksl 002 B3
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Duration of interception warrants

3.18

3.18

3.20

3.21

Stored communicatio

3.22

3.23

Interception warrants issued on serious crime grounds are valid for an initial period of

three months. Intercaption warrants issued on national security/economic well-being of
the UK grounds are valid for an initial period of six months. A warrant issued under the
urgency procedure (on any grounds) ks valid for five working days foligwing the date of
issue unless renawed by the Secretary of Stale,

Upon renawal, warrants issued on serious crime grounds are valid for g
three months. Warranis renewed on national security/ economic we S

grounds are valid for a further period of six months. These dates rui
renewal instrument.

Where modifications to an interception warrant are made
remains unchanged. However, where the modification tajs ple -
provisions, the modification instrument expires after fve . e llowing the date

gency 1o consider it no longer
g in force, the agency must
ould be cancellad with

Where a8 change in circumsiance lea
necessary, proportionate or practi
make a recommendation to the Sacreta
immediate effect.

Section 2(7) of RIPA defines i in the course of its transmission as
including any tima when eing stored on the communication
systam in such a way intended recipient to collect it or otherwise have
access to it. Making munication stored in this way available 1o a
ded recipient therefore constitutes interception. A
of its transmission regardless of whether the

n read, viewed or listened to. A communication stored

af its transmission.

may also be accessed by means othar than a warrant (see
. if 8 communication has been stored on a communication
Natained with lawful authority by means of an existing statutory power
on order (under the Police and Criminal Evidence Act 1884%) or a
A production order is an order from a circuit judge®, who must be

0 an indictable offence has been committed, ii) the person holds the
rnmeria!l and ili) the material requested will be of substantial value to the investigation and
iv) it is in the public interest that the material should be produced.

& B referances 1o the Police and Criminal Evidence Act 1684 shall be interpreted, insofer as the Code relates 1o aciivlty in
Horthem Iretand, as rederring to the Police and Criminal Evidencs (Noerthem irsland) Order 1983,
® Or g County cour judpe in Northem bneland

intercaption of Communications DRAFT Code of Practice | 8
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4. Special rules on interception with a
warrant

Collateral intrusion

41 Consideration should be given to any interference with the privacy of@divi D are
not the subject of the intended intercaption, especially whara com i "
religious, medical, journalistic or legally privileged material may be |
communications between a Member of Parliament® and ang 2r's ;
business may be involved or communications between a 3 and a
whistle-blower. An application for an interception warran R 1
interception is likely to give rise to a degree of colla 'r privacy. A person
apphytng for an interception wamant must also cons L B, iQ
automated systems, to reduce the extent of collatera
s0, the application should specify
will ba taken into account by the Se
application made under saction 8(1) of rception operation reach the
point where individuals other than the subj the authOrisation are identifiad as
imvestigative targats in 1:|'| i CW i should be given to applying for

e |t is possible to do
circumstancas and measures
nsidering a warrant

4.2 Paricular considerats
might reasonably a
irvolved. This |

n in cases where the subject of the interception
f privacy, or where confidential information is
mmunications ralate 10 legally privileged matenal;

al may be involved, where interception might involve

| professional or Minister of Religion and an individual
health or spirtual welfare, or where communications betwaen a

and another person on constituency business may be involved,

4.3 ; glistic’ material includes material acquired or created for the purposes of
' i s ubject to an underaking to hold it in confidence, as weil as

sulting in information being acquired for the purposes of journalism and

Fsuch an underiaking. See also paragraphs 4.26 and 4.28 - 4. 31 for

equards that should be applied in respact of confidential joumnalistic material.

4.4  The Prime Minister must be consulied in any case where it is necessary to targel the
communications of 8 Member of Pariament, apart from those approved by Scottish
Ministers, or where it is intended o select for axamination an MP's communications
intercepied under a section 8{4) warrant.

& References o a Mamber of Parlaman include references o @ mamber of the House of Commona, the Houss of Londs, & UK
mambat of the Eurcpean Parfament, and members of fe Scofiish Parliement, the Welsh Assembly and the MNorthem kaland
Angemiily.
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Communications subject to legal privilege
Introduction

4.5

46

4.7

4.8

Application

4.9

Section 98 of the Police Act 1957 describes those matters that are subject to legal
privilege in England and Wales. In Scotland, those matiers subject to legal privilege
contained in section 412 of the Proceeds of Crime Act 2002 should bgladopted. With
regard to Northern Ireland, Article 12 of the Police and Criminal Evide
Ireland) Order 1988 should be referred to.

Legal privilege does not apply to communications made with the in
criminal purpose (whether the lawyer is acting unwittingly or culpabl
communications will lose their protection if, for example, the profess
intending to hold or use the information for a criminal purpg

professional legal adviser is properly advising a person
commitied a criminal offence. The concept of legal privile
professional legal advice by any individual, agency

For the purposes of this Code, any nication Fgerand client, or
between a lawyer and another pers r ctual or contemplated Rtigation
{whather civil or criminal), must be pres unless tha contrary is
established: for example, where it is plai tion doas not form part of &
professional consultation of the is clear and compelling evidence that the
imi ' are there is doubt as to whather the
communications are subj whether communications are not

of a criminal purpose” exception,
advice should be sought foom a hin the relevant intercepting agency.

ion for legally privileged communications.
) nications (or selecting them for examination in
tercepted under a section B{4) warrant) is particularly
difes under Article 6 (right to a fair trial) of the ECHR as
well as engadigiirticie 8. YHe interception of communications subject to legal privilege
(wheth liberSialy chtained or oftherwise) is therefore subject lo additional safeguards
at paragraphs 4.9-4.15 below. The guidance set out below
sther matters subject to legal privilege have been obtained
ntally to other material which has been sought.

RIPA does not provig
Mevertheless, inlerce
accordance wit]

Whera | ption under a section B{1) warrant is likely to result in a person acquinng
communications subject to legal privilege, the application should include, in addition fo the
reasons why it is considered necessary for the intercaption to take place, an assessment
of how likely it is that communications which are subject to legal privilege will be
intercepted. In addition, it should state whether the purpose (or one of the purposes) of the
interception is to obtain privileged communications. Where the intention is not o acquire
communications subject to legal privilege, but it is likely that such communications will
nevertheless be acquired during interception, that should be made clear in the warrant
application and the relevant agency should confirm that any inadvertently obtained
communications that are subject to legal privilege will be treated in accordance with the
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4.10

safeguards sel out in this chapter and that reasonable and appropriate steps will be taken
to minimise access to the communications subject to legal priviege.

Where the intention is to acquire legally privileged communications, the Secretary of

State will only issue the warrant under section 8(1) if satisfied that there are exceptional
and compelling circumstances that make the authorisation necessany g
circumstances will arise only in a very restricted range of cases, suc ere there is a
threat to life or limb or to national secunty, and the interceplion is reaso
likely to vield intelligence necessary io counter tha thraal.

4.11 Further, in considering any such application, the Secretary of State gl the
proposed conduct is proportionate to what is sought o be achm-'ad
Secretary of State must consider whether the purpose of % 6 =Rl could
be served by oblaining non-privileged information. In such S,
of State will be able to impose additional conditions
arrangements, so as io be able 10 exercise his or h &r a warrant
should continue to have effect.

412 Where there |s a renewal applicati nl which has resulted in the
obtaining of legally privilieged material® hightighted in the renewal
application.

Selection for examination of | n B{4) material: requirement for prior

approval by independent sen

4,13 Where material intercepted i is to be selected for examination
according 10 a factor that js to, resull in a parson acquiring
communications subj , the enhanced procedure described at
paragraph 4.14 and

4.14 An authorised thority must notify a senior official® before using a
factor o s terial for examination, where this will, or is likely to,

415

privileged communications. The notification must
siderations as described in paragraph 4.2, The senior official, who
of the public authority to njl'-nm the section B(4) warrant is

Bns subject to legal privilege.

In the evant thal privileged communications are inadverently and unexpectedly selected
for examination (and where the enhanced procedura in paragraph 4.14 has consequently
not bean followad), amy material so obtained must be handled strictly in accordance with
the provisions of this chapter. No further privileged communications may be selected for
examination by reference to that faclor unless approved by the senior official as sat out in
paragraph 4.14.

' Gew chapies 6
8 Sanior official s dafined in section 81 of RIPA

12 | Interception of Communications DRAFT Code of Practice
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Lawyers' communications

418 Where a lawyer is the subject of an interception under a section 8(1) warrant or selected
for examination in accordance with section 16, it is possible that a subsiantial proportion
of the communications which will be intercepled or selectad will be between the lawyer
and his or her client{s) and will be subject to legal privilege. Therefore, and for the
avoidance of doubt, in any case where a lawyer |s the subject of an iggrception or
selection for examination, the application or notification must be made Wihe basis that it
is intended to acquire communications subject to legal privilege and the
paragraphs 4.10, 4.11 and 4.14 will apply, as relevant.

417 Any case where a lawyer is the subject of an interception or whose §
been selected for examination in accordance with section 16
the Interception of Communications Commissioner du
any material which has been retained should be made a
requestL

Handling, retention and delation

4,18 In addition to safeguards govemning han
provided for in section 15 of RIPA, o
should be alert to any intercept rnatanal

intercept material as
lercapled communications
to legal privilege,

418 Where il is discoverad tha noafiieg teridighs been oblained inadveriently, an early
assessment must be madgg e sceReey and proportionate to retain i for
one or more of the authorse nosas S8 section 15(4). If not, the material
should be securely destroyed

4,20 Material which has seaoally privileged should be clearly marked as
subject to legal privi ; enould be retained only where it is necessary
ionat r more of the authorised purposas sel oul in section
15(4). It musl 2 when its retention is no longer neaded for those
Tty ad, there must ba adequate information management

egal privilege must not be acted on or further disseminated unless a
s been consulted on the lawfulness (including the necessity and
of such action or dissemination.

422 The dissemination of legally privileged material to an culside body should be
accompanied by a clear warning that it is subject to legal privilege. It should be
safeguarded by taking reasonable steps to remove the risk of it becoming available, or its
contents becoming known, to any person whosa possession of it might prejudice any
criminal or civil proceadings to which the information relates, including law enforcement
authorities. In this regard civil proceedings includes all legal proceedings before courts
and tribunals that are not criminal in nature. Neither the Crown Prosecution Service
lawyar nor any other prosecuting authority lawyer with conduct of a prosecution should
have sight of any communications subject to legal privilege, held by the relevant public
authority, with any possible connection o the proceadings. In respect of civil
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proceadings, there can be no circumstances under which it is proper for any public
authority to have sight of or seek o rely on communications subject 0 legal privilege in
order to gain a litigation advantage over ancther party in legal proceedings.

423 In order to safeguard against any risk of prejudice or accusation of abuse of process,
public authorities must also take all reasonable steps 1o ensure that (gp far as
practicable) lawyers or policy officials with conduct of legal proceedir puld not sea
legally privileged communications relating to those proceedings (whethSi@ae privilege is
that of the other party to those proceadings or that of a third party). If 5 gmsiances
do arise, the public authority must seek independent advice from
assassed 1o be a risk that sight of such material could yield a litigati
direction of the Court must be sought.

Reporting to the Commissioner

4.24 In those cases where communications which include | a mmunications
have been intercepted and retained, the matter s ed € Interception of
Communications Commissionar as soon &s 1easol agreed with the
Commissionar. Any material that is still bei uid de available to him

or her if requested, including detail I has been disseminated.

4.25 For the avoidance of doubl, the guida
gver any contrary content of an a

o 4.24 lakes precedence
advice or guidance.

Communications invol urnalistic material,
confidential personal info ommunications between a

rial, confidential personal information, or
r of Parliament and ancther person on constituancy
material is explained at paragraph 4.3. Confidential
is information held in confidence conceming an individual (whether
ing s be identified from it, and the material in question relates fo his or
s ico ith or to spiritual counselling. Such information can include
al g = mmunications. Such information as described above is held in
: Eld subject to an express or implied undertaking to hold it in
ik subject 1o a restriction on disclosure or an obligation of confidentiality
contain® isting legislation. For example, confidential personal information might
include consultations between a health professional and a patient, or information from a
patient's medical records.

4,27 Spirtual counsalling is defined as conversations between an individual and a Minister of
Religion acting in his or her official capacity, and where the individual being counselled is
seeking, or the Minister is imparting, forgiveness, absolution or the resolution of
conscience with the authority of the Divine Being(s) of their faith.

428 Where the intention is 1o acquire confidential personal infermation, the reasons should be
clearly documented and the specific necessity and proportionality of doing so should be
carefully considered, If the acquisition of confidential personal information is likely but not
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4.29

4.30

4.31

4,32

intended, any possible mitigation steps should be considered and, if none is available,
consideration should be given to whether special handling arangements are required
within the inferncepting agency.

Material which has baan identified as confidential information should be retained only
where it is necessary and proportionate io do so for one or more of thg authorised
purposes set out in section 15(4). It must be securely destroyed whe gtention is no
longer needed for those purposes. If such information is refained, thers Wils
adequate information management systems in place to ensure that cg
remains necessary and proportionate for the authorised statutory putp

Where confidential information is retained or disseminated to an ou
reasonable steps should be taken to mark the information 2558 iy thiere is
any doubt as to the lawfulness of the proposed handling gislisserige sepeTfidential
information, advice should be sought from a legal advise z

agency and before any further dissemination of the gate

SoEned Lo the Interception
practicabla, as agreed with the
Id be made available to the

Any case where confidential information is retained
of Communications Commissioner wwm
Commissionar. Any material which
Commissioner on request.

also apply to any section 8(4) material

The safeguards set out in parag
d which constitutes confidential

{see chapter ) which is
information.

imterception of Communications DRAFT Code of Practica | 1£
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S.

5.1

Application for a section 8(1) warrant

2.2

Interception warrants (section 8(1))

This section applies to the interception of communications by means
complying with section 8{1) of RIPA. This type of warrant may be iss
interception of communications carried on any postal service or telscom
systam as defined in section 2(1) of RIPA (including a privale
Responsibility for the issuing of interception warants rests with the

An application for a warrant is made io the Secretary of S

when issued, are addressed o the person who submitte Cagan. A copy may
then be served on any person who may be able to povidasgitancaih giving effect to
that warrant. Prior to submission fo the Secretary © 3 tion should be

subject 1o a review within the agency seeking the w
by more than one official, who Mllm

falling within section 5(3) of RIPA
necessary and proportionate, Each appli
the intercepting agency, should contain

« Background fo the o ion

+ Person or premises to n refates (and how the person or premises
feature in the operalion);

» Description of the
assessment of th

on proposed s both
ich should be retained by

be intercepied, details of the CSP(s) and an
rception operation where this is relevant;®

authorised or the conduct it is necessary 1o
{ Is authorised or required by the warrani, and the
tions data.'® This conduct may include the interception

the interception is considerad to ba necessary under the
ption 5(3);

fiht 1o be achieved by that conduct:

s Consideration of any collateral intrusion and why that intrusion is justified in the
circumsiances,

» Whether the communications in guestion might affect religious, medical or journalistic
confidentiality or legal privilege, or communications between a Member of Parliament
and another person on conslituency business;

¥ This assessmant is normally based upon information provided by the relevant communicalions senice provider

" Sactinn 20 of the Act delines related communications data as being sl data (within the meaning of Part | Chapier 1 of the
Act) as is obtained by, of in connection with, the interception (under wesrant) and relales io (he communication 1o the sandsr of
recipient of intanded recipient of the communication.
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Authorisation of a section 8(1) warrant

5.3

5.4

8.9

2.6

» Where an application is urgent, the supporting justification;

« An assurance that all material intercepted will be handled in accordance with the
safeguards required by section 15 of RIPA (see paragraph 7.2).

Before issuing a warrant under saction 8(1), the Secretary of State m lieve the
warmani is necessary:!

+ In the interests of national security;
» For the purpose of preventing or detecting serious crime; or

» For the purpose of safeguarding the economic well-bei
interests are also relevant 1o the interests of national

The Secretary of State will not issue a warrant on s if this direct link

between the economic well-being of the UK and na established. Any
application for a warrant on section 5(3)c) grounds xplain how, in the
applicant's view, the aconomic well-balng of is to be safeguarded is directly

The Secretary of Stale must also conside authorised by the warrant is
proportionate to what it 5(2)b)). In considering necassity and
proportionality, the Secre accouni whether the information
sought could reesonably be s (saction 5(4)).

Urgent authorisation warrant
RIPA makes provisi cases in which an interception warrant is
required urgen of State is not available 1o sign the warrant. In these
cases the S personally authorise the interception but the warrant
is signed by ing discussion of the case between officials and the

cis issuing warrants in this way to urgent cases where the
expressly authorsed the issue of the warrant (section T(2)a)).

o contain a statement fo that effect (section 7(4)(a)). A warrant
rgeNcy procedure lasts for five working days following the day of issue
: s Secretary of State. If it is renewed it expires after three months in
Bus crime, or six months in the case of national security or economic well-
me way as other non-urgent section 8(1) wamants.

Format of a section 8(1) warrant

b7

Each warrant comprises two sactions: a warrant instrument signed by the Secretary of
State listing the subject of the interception or set of premises - a copy of which sach CS5P
will receive - and a schedule or set of schedules listing the communications to be
intercepted. Only the schedule relevant o the communications that can be intercepted by

the specified CSP may be provided 1o that CSP.

1 4 gingle warrant can be just®ed on more than one of the grounds listed.
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E8&  The warant instrument should include:

« The name or description of the interception subject or of a set of premises in relation
io which the interception is o take place;

« A warrant reference number; and

» The persons who may subsequently modify the scheduled part of
urgent case (If authorised in accordance with section 10{8) of RIPA

2 warrant in an

58 The scheduled part of the warrant will comprise one or more sched
should contain:

« The name of the communication service provider, or the other pe
action;

« A warrani reference number; and

« A means of identifying the communications 1o

Modification of a section 8(1) warrant

510 Interception warrants may be modi nd sy s of section 10 of RIPA. The
unschaduled part of a warrant may only ' Secretary of Siate or, in &n
urgent case, by a senior official with the e s autho n of the Secretary of State,
In these cases, a statemagt of th dorsed on the modifying instrument,
and tha modification ce working days foliowing the date of
issue unless i is renewed StalB. The modification will then expire
upon the expiry date of the

£.11 Scheduled parts ofa
official’ acting upon
may include di

ified by the Secretary of Staie, or by a senior

- modification to the scheduled part of the wamrant
edule relating to a CSP on whom a copy of the

. Modifications made in this way expire ai the

r or other communication identifier, the relevant CSP must be
suspended before the modification instrument is signed.

the warrant is addressed or a senior official within the sama agancy

; eduled part of the warrant if the warrant was issued or renewed on

: grounds.'® Where the warrant specifically authorises it, the scheduled pan
Tant may also be amended in an urgent case by the parson to whom the warrant
is addressed or a subordinate person (identifiad in the warrant) within the same agency. '

5.12

I This may include addresses, numbers, apparelus or other factons., of combinabion of fatiors, 1hal are 1o be used for Kanifving
camrmunications (section 8(1] of RIPA]
1 The official o whom the wanan! 5 acdressed, or any of his subordineies, may only modly the scheduled pars of the warrenl

im the circumsiances refermed o n passgraph 5.12.
W | nder saction 1006) and (6R) RiPA
8 Under section 10{E) RIPA,
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5.13 Modifications of this kind are valid for five working days following the date of issue uniess
the modification instrument is endorsed within that period by a senior official acting on
behalf of the Secretary of State. Where the modification is endorsed in this way, the
modification expires upon the expiry date of the warrant.

Renewal of a section 8(1) warrant

514 The Secretary of State may renew a warrant at any point before its ;
Applications for renewals must be made fo the Secretary of State and Shelhoontain an
update of the matters outlined in paragraph 5.2 above. In particular, i€ appiGg
give an assessmeant of the value of interception o the operation to g
it is considerad that interception continues to be necessary for one
purposes in section 5(3), and why it is considered that intes O
proportionate,

£.15 Where the Secretary of State is satisfied that the i inugs to meet the
requirements of RIPA the Secretary of State may W .

alavant CSPs on whom
ave bean served, providing
t will include the reference

£.16 A copy of the warrant renewal ins rit wil
a copy of the original wamant instru an
they are still actively assisting. A warran
number of the warrant or warrants being

Warrant cancellation

5.17 The Secretary of State is . 1 an interception warrant if, at any time
before s expiry date, the SecreWiisof State ¥ satisfied thal the wamant is no longer
necessary on groundsd i Bbction 5(3) of RIPA. Intercepting agencies will
therefore need to keg apts WEer continuous review and must notify the

a1 the interception is no longer necessary. In prachice,
8Nt will be exercised by a senior official in the warrant

£.18 The cagpgsilats ment should be addressed to the parson to whom the warmant was
' 2T agency) and should include the reference number of the warrant
person or premises specified in the warrant. A copy of the
st should be sent to those CSPs who have held a copy of the

Records

5.18 The oversight regime allows the Interception of Communications Commissioner to
inepect the warrant application upon which the Secretary of State's decision was based,
and the applicant may be required to justify the content. Each intercepting agency should
keap the following to be made available for scrutiny by the Commissioner as he or she
may requira:

« All applications made for warrants complying with section 8{1) and applications made
for the renewal of such warrants;

» All warrants, and renewals and coples of schedule modifications (if any);
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5.20

.21

+ Wheare any application is refused, the grounds for refusal as given by the Secretary of
State; and

= The dates on which intercaption started and stopped.

Fecords should also be kepl of the amangements by which the requiremenis of section
15{(2) {minimisation of copying and distribution of intercepted materia
(desiruction of intercepted material) are to be met. For further details £
“Safeguards”.

The term ‘intercepted materal’ is used throughout to include any co
summary made from the inlercepted material which identifies itself 2
interception as well as the intercepted materal itself

N
)
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6. Interception warrants (section 8(4))

6.1  This section applies to the interception of external communications by
warrant complying with section 8(4) of RIPA.

6.2 Incontrast fo section B(1), a section B(4) warrant instrument need not g describe
the interception subject or a set of premises in relation to which the @Ercep
place, Neither does section B{4) impose an express limit on the nunjiie
communications which may be intercepled. For example, if the r&qu -
B(4) and (5) are met, then the interception of all communica =
particular route or cable, or carried by & particular CSP, o . - -
authorised. This reflects the fact that section 8(4) interceg : igence gathering
capability, wheraas section 8(1) interception is primagly e 1 atif
once a particular subject for interception has been |

6.3 Responsibility for the issuing of intergaption r section 8(4) of RIPA rests
with the Secretary of State. When BCre sues a warrant of this kind, it
must be accompanied by a cerfificate. T that a selaction process is
apphed to the intercepled matarial 5:.'- I:hal glerial bed in the certificate is
made available for human.g cepled material cannot be selected to
be read, looked at or listeRgt mpummahty ann‘ the tarms of the
certificate, then it cannot be

6.4 i breeption of external communications. Where a

ply a filtering process to automatically discard
o be of intelligence value. Authorised persons within
n apply search criteria 1o selact communications that are
value in accordance with the terms of the Secretary of State's
jcular communication may be accessed by an authorised person

X the raaauns set out in the certificate accompanying the warrant
poretary of State, and why it is proportionata in the particular

A is process is subject to intermal audit and extemal oversight by the
Intemep Communications Commissioner, Where the Secretary of State is satisfied
that it is necessary, he or she may authorise the selection of communications of an
individual who is known to be in the British Islands. In the absence of such an
authorisation, an authorised person must not select such communications. ™

™ Secton 16(2) of RIPA provides thad in the sbsance of such an authorisstion an suthorised parson must nol select
communications for examinalion by fectors referable to &n Individual known 1o be in the British Islands and with the purposs of
dendfying malafial contetned in communications send by or intended for such am individual,
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Definition of external communications

6.5 Extemnal communications are defined by RIPA to be those which are sent or received
outside the British Islands. They include those which are both sent and received oulside
tha British Islands, whether or not they pass through the British Islands in the course of
their transmission. They do nol include communications both sent ang received in the
British Islands, even if they pass outside the British Islands en route. axampie, an
email from a person in London to a parson in Birmingham will be an i , not external
communication for the purposes of section 20 of RIPA, whether or
addresses outside the British Islands, because the sender and int
within the British Islands.

Intercepting non-external communications u
warrants

6.6 Section 5(6)a) of RIPA makes clear that the condu
warrant may, in principle, include the interception i ich are not
external communications to the axtent this s neces i grcapt the external
sommunicatione to which the vmnar*lale

6.7 When conducting interception under a
use its knowledge of the way in which int nications are routed,
combined with regular su ications links, to identify those
individual communicalon Iy to contain external
communications that will of material certified by the Secratary of
Siate under section 8(4). it mu & interception in ways that limi the
coliection of non-exte ions to the minimum kevel compalible with the
objective of intercepti communications.

Application for

6.8 Anapplica
when issued, ressed lo the parson who submitted the application. The purpose of
: ically reflect one or more of the intelligence priorities sel by the

il (NSC)'.

6.9
imvolves scrutiny by more than one official, who will consider whether
for a purpose falling within section 5(3) of RIPA and whether the

6.10 Each application, a copy of which mus! be retained by the applicant, shouild contain the
following information:

« [Background 1o the operation in question:

o Description of the communications to be intercepted, details of the C5P{s) and an
assessment of the feasibility of the cperation where this is relevant;'® and

" One of the NSC's juncbons I8 o set the priovites for inleligence coverage fof GOHQ and 515
E This assessman] s normally based vpon information provided bry the rlavant comminicaliong service provider
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Authorisation of a section

6.11

6.13

6.14

o Description of the conduct to be authorised, which must be restricted to the
interception of external communications, or the conduct (including the interception
of other communications not specifically identified by the warrant as foreseen
under section 5(6)a) of RIPA) It is necassary to undertake in order to carry out
whal is authorised or required by the wamant, and the obtaining of related
communications data.

» The certificate that will regulate examination of intercepted material}

s An axplanation of why the interception is considered to be necessg e OF more
of the section 5(3) purposes,

= A consideration of why the conduct to be authorised by the warragil B te 10
what is sought o be achieved by that conduct,

= 'Where an application is urgent, supporting justificatio

» An assurance that intercepted matenal will ba or ligened to only so far
as it is certified and it meets the conditions of 16 RIPA; and

« An assurance that all material intercepted will be rdance with the
safeguards required by sections paragraphs 7.2 and 7.10
respectivaly).

Before issuing a warrant tary of State must believe the

warrani is necessary;
¢ [n the interests of nat
ng Serious crime, or

the economic well-being of the UK so far as those
interests of national security.

¢« For the purpose

+ [Forthe pu
interests a

warrani for the purpose of safeguarding the economic
s provided for by section 5(3){c) of RIPA), may only be exercised
ecretary of State that the circumstances ara relevant to the

, The Secretary of State will not issue a warrant on section
irect link between the economic well-being of the UK and national
ablished, Any application for a warrant on section 5(3)(c) grounds should
the circumstances that are relevant to the interests of national security.

The Sacratary of State must also consider that the conduct authorised by the warrant is
proportionate to what it seeks 1o achleve (section 5(2)b)). In considering necessity and
proportionality, the Secretary of State must take into account whether the information
sought could reasonably be obtained by other means (section 5(4)).

When tha Secratary of State issues a warrant of this kind, it must be accompanied by a
cartificate in which the Secretary of Staie certifies thal he or she considers examination
of the intercepted material to be necessary for one or more of the section 5(3) purposes.
The purpose of the statutory ceriificate is to ensure that a selection process is applied o
inlercepted material so that only material described in the cerificate is made available for
human examination. Any certificate must broadly reflect the “Pricrities for Intelligence
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Collection” set by the NSC for the guidance of the intelligence agencies. For example, a
certificate might provide for the examination of material providing intelligence on
terrorism (as defined in the Terorism Act 2000) or on controlled drugs (as defined by the
Misuse of Drugs Act 1871). The Interception of Communications Commissioner musl
review any changes to the descriptions of malerial specified in a certificate.

B.15 The Secretary of Stale has a duty to ensure that arrangements are |
that only that material which has been certified as necessary for exami
section 5(3) purpose, and which meets the conditions sel out in sectig
16(6) is, in fact, read, looked al or listened to. The Interception of

pa for securing

cases tha Secretary of State will still personally a ' n hut the warrant
ks signed by a senior official, following discussion of
Secretary of State. RIPA restricts th ue this way to urganl cases whare
the Secretary of State has personall & rised the issue of the warrant
(section T(Z2Xa)), and requires the warra ment to that effect (section
T(4)Xa))

6.17 A warrant issued under | for five working days following the
date of issue unless rena te, in which case it expires after
three months in the case of 5 months in the case of national security or

economic well-being, | as othar section 8(4) warrants.

able to assist e intercaption. CSPs will not normally receive a copy of
the cegifioale. rrant should include the following:

: munications to be intercepted;

ence number; and
e urgent case (if authorised in accordance with section 10(7) of RIPA)

Modification of a section 8(4) warrant and/or certificate

6.19 Interception warrants and cerdificates may be modified under the provisions of section 10
of RIPA. A warrant may only be modified by the Secretary of State or, in an urgent case,
by @ senior official with the express authorisation of the Secretary of State. In these
cases a statement of that fact must be endorsed en the modifying instrument, and the
moedification ceases to have effact after five working days following the date of issue
unless il is endorsed by the Secretary of State.
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6.20

6.21

Renewal of a section 8(4) warrant

6.22

6.23

6.24

A certificate must be modified by the Secretary of State, excepl in an urgent case where
a certificate may be modified by a senior official provided that the official holds a position
in which he or she is expressly authorised by provisions contained in the ceriificate to
modify the certificate on the Secretary of State's behalf, or the Secretary of State has
exprassly authorised the modification and a statement of that fact is endorsed on the
modifying instrument. In the latter case, the modification ceases to haye effect after five
working days following the date of issue unless it is endorsed by the Sggestary of State.

Where the Secretary of State is satisfied that it is necessary, a certificgie
to authorise the selection of communications of an individual in the E
individual's location should be assessed using all available informatid
to determine definitively where the individual is located using that infolgRti
assessment should be made, in good faith, as to the individ &to
strongly suspected fo be in the UK, the armangements sel @

The Secretary of State may renew a warrant at any
Applications for renewals are made 5

the matiars outlined in paragraph 6.
assessment of the value of interception

e and Eﬂ-l'lt.EIIﬂ an update of
, the applicant must give an
why it is considered that

purposes in section 5(3),

Where the Secretary of StalugsEa g [Wterception continuas to meet the
mqu;rem-&nts. of RIPA, the Secg gy renew the warmant. Where the warmant

is issued on serious crirpemms e ranewad warmant is valid for a further three
months, Where it is isgled O isecurity/ economic well-being grounds the
renewed warrant is ese dates run from the date of signature on
the reneawal ins

rumant 'mll be forwarded to all those on whom a mp'_.r of the original
been served, providing they are still actively assisting. A renewal
a reference number of the warrant or warrants being renewed

expiry data he or sha is satisfied that the warrant is no Img&r necessary on grounds
falling within section 5(3) of RIPA. Intercepting agencies will therefore need to keep their
warrants under continuous review and must notify the Secretary of State if they assess
that the intarception is no longer necessary. In practice, the responsibility 1o cancel a

¥ Sactinn 1643) of RIPA provides thal & cenificate may be modified 10 suthorise the selection of communications sent or
received oulside the British islands sccording lo @ factor (for example name, amail address of passpor fumbar) which i&
relerabie o Bn individual who is knewn far the tme being 1o be In the British [slands and wheee tha purposs & the denlification
al malesial contained In communications seni by that individuad or interded for him.
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warrant will be exercised by a senior official in the warrant issuing deparimani on bahalf
of the Secretary of State,

6.268 The cancellation instrument will be addressed (o the parson 1o whom the warrant was
issued (the intercepting agency). A copy of the cancellation instrument should be sant to
those CSPs, if any, who have given effect 1o the warrant during the prgcedi
months.

Records

6.27 The oversight regime allows the Interception of Communications
inspect the warrant application upon which the Secretary of State's |
and the interceplion agency may be required to justify the
agency should keep the following o be made available fo
as he or she may requirea:

* All applications made for warrants complying wi pplications made
for the renewal of such warrants;

+ Al warrantis and certificates, and ies
anyl;

= Where any application is refused, the
State;

« The dates on which i

mication instruments (if

| as given by the Secretary of

6.28 Records should also be kept
has been certified for
conditions set out in
is, in fact, read, look
which the requi
infercepted I
met, For furt

for securing that only matenal which
under section 5{3) and which meeais tha
) of RIPA in accordance with section 15 of RIPA
ecords should be kept of the arrangaments by
2) (minimisation of copying and distribution of

26 | Imterception af Communications DRAFT Code of Practice

924



This document was withdrawn on 5 April 2016.

£

71

The section 15 safeguards @

1.2

Safeguards

All material intercepted under the authority of a warrant complying with section 8(1) or
section 8(4) of RIPA and any related communications data® must beSggdied in

accordance with safeguards which the Secretary of State has approve
with the duty imposed on him or her by RIPA. These safeguards are 3
the Interception of Communications Commissioner, and they must
requirements of section 15 of RIPA which are set out below. In add
in section 16 of RIPA apply to warmants complying with section 8(4).
safeguards must be reported to the Interception of Commups
intercepting agencies must keep their internal safegua
ensure that they remain up-to-date and effective. During
reviews, the agencies must consider whather more
safaly and usefully be put into the public domain.

Section 15 of RIPA requires that disclos Cop tention of intercepled matarial
is limited to the minimum necessary for orisad s. Section 15(4) of RIPA
provides that something i the rised purposes if the intercepled
material:

sary for any of the purposes set out in
ts of MMonal security, for the purpose of

, or for the purpose, in circumstances appearing
to the Secretary to the interests of national security, of
safeguarding the i ing of the UK,

« Continues to be, or is like
section 5{3) — namealy, i

: ensure that a person conducting a criminal prosecution has the
Eetcd to detarmine what is required of him or her by his or her duty to
gimess of the prosecution, or

¥ References in this code 1o ‘infercepted material include for the pumoses of section 18 any related communicalions cata.
Further informaton reganding e use of related communications data is 1o be found in the Acquisition and Disclosure of

Communications Data Code of Practica,
I*wmqmmmmmnHumhumwm.m it s necassary and proporionate

o oo 50, be disclossd, copled end retmined for arnather.
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Dissemination of intercepted material

7.3 The number of parsons fo whom any of the intercepted material is disclosed, and the
extent of disclosure, is imited to the minimum that i= necessary for the authorised
purposes sat out in section 15(4) of RIPA. This obligation applies equally 1o disclosure to
additional persons within an agency, and to disclosure outside the aggncy. It is enforced
by prohibiting disclosure to persons who have not been appropriatel ad and also by
the need-to-know principle: intercepted material must not be disclosed person
unless that person's duties, which must relate to one of the authorise :
such that he or she neads 1o know about the intercepted materal 1o
duties. In the same way, only 50 much of the intercepted material : as
the recipient needs. For example, if 8 summary of the intercepled - e
more than that should be disclosed.

7.4  The cbligations apply not just to the original interceptor, | i aggone to whom the
intercapted material is subsequently disclosed. In s : ifilbe achieved by
requiring the latter to obtain the originator's parmi
material further, In othars, explicil safeguards are ap racipiants.

7.5 Whare intercepted matenal is dis:ln&
the UK, the agency musi 1ake reasonab
have and will maintain the necessary pro
and o ensure that il is disgosed, [
extent necessary. In pa
the authorities of a third co
agency, and must be returned
longer neadead.

a country or termitory outside
at the authonties in guestion
ard the intercepted material,
and retained only to the minimum
ial must not be further disclosed to
s explicitly agreed with the issuing

ncy or sacurely destroyed when no

Copying
76 Interceptsd m pied io the extent necessary for the authorised
pUrpOSEs S& f RIPA. Copies include not only direct copies of the

ted material, but also extracts and summaries which identify

uct of an interception, and any record referring 1o an interception
jies of the persons to or by whom the intercepted material was
implemented by requiring special treatment of such copies,

s that are made by recording their making, distribution and

Storage

7.7 Imercepted material and all copies, extracts and summaries of it, must be handled and
stored securely, so as to minimise the risk of loss or thefl. It must be held so as to be
inaccessible to parsans without the required level of vetting. This requirement o store
intercapt product securely applies to all those who are responsible for handling it,
including CSPs. The details of what such a requirement will mean in practice for CEPs
will be set out in the discussions they have with the Government before a Section 12
Mofice is served (see paragraph 3.13).
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Destruction

7.8  Intercepted material, and all copies, extracts and summaries which can be identified as
the product of an interception, must be marked for deletion and securely destroyed as
soon as possible once it is no longer needed for any of the authorised purposes. If such
intercepted material is retained, it shouid be reviewed at appropriate igtervals to confirm
that the justification for its retention is still valid under section 15(3) ofEIE'A

7.8  Where an intercepting agency undertakes interception under a sactiong Errant and
receives unanalysed intercepted material and related communicatio -
interception under that warrant, the agency must specify (or must
by system basis) maximum retention periods for different categories
reflect its nature and intrusiveness. The specified periods sh ;
than two years, and should be agreed with the Interceptic
Commissioner. Data may only be retained for longer tha
retention periods if prior authorisation is obtained
particular intercepting agency on the basis that co
assessed to be necessary and proportionate. If con
thereafter assessed 1o no longer mam:e f ne
be deleted. So far as possible, all ret
of automated deletion, which is trigge
has been reached for the dala at issue.

i = any such data is
ity and proportionality, it must
be implemented by a process
& maximum refention pericd

Personnel security

7.10 All persons who may have a
relation to it must be a .
any concemns that m
reconsidered. The
reviewed. Whea
matarial to

. On &n annual basis, managers must identify
of individual members of staff being

al member of staff must also be pericdically
an officer of one agency to disclose intercepted
responsibility to ensure that the recipient has the

. additional safeguards in relation to intercepted material gathered
Byamrants, requiring that the safeguards:

fntercepted material is read, looked &t or lislened lo by any person only to
Fral the intercepted material is carified; and

« Regulate tha use of selection factors that refer to the communications of individuals
known to be currently in the British Islands.

7.12 In addition, any individual selection of intercepted material must be proportionate in the
particular circumstances (given section 6(1) of the Human Rights Act 1938).

7.13 The cerificate ensures that a selection process is applied to material intercepted under
section B(4) warrants so that only material described in the certificate is made available
for human examination (in the sense of being read, looked at or listened to). No official is
permitted to gain access to the data other than as permitted by the cartificate.
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T.14

7.5

T.16

a7

T.18

In general, automated systems must, where technically possible, be used to effect the
selection in accordance with section 16(1) of RIPA, As an exception, a cenificate may
permit intarcapted material to be eccessed by a limited number of specifically authonsed
siaff without having been processed or fillered by the automated systems. Such access
may only be permitiad to the extent necessary to determine whethar the material falls
within the main categories to be selected under the certificate, or fo eggure thal the
methodology being used remains up to date and effective. Such cheCRglg must itself be
necessary on the grounds specified in section 3{3) of RIPA. Once those
been fulfilled, any copies made of the material for those purposes m
accordance with saction 15(3) of RIPA, Such checking by officials
absolute minimum; whenever possible, automaled selection technig
instead. Checking will be kept under review by the Interception of
Commissionar during his or her inspections.

Material gathered under a section 8(4) warrant should bé
only by authorised persons who receive regular ma
provisions of RIPA and specifically the operation of
necessity and proportionality. These requirements a
internal guidance provided to all auﬂ?ed

persons must be specifically directed

must be appropriately vetted (see parag

- u:sl I:re set out in
attention of all authorised
uards. All authorised persons
information).

at or listen to material, a record®

B oo ; rial is required consistent with, and
pursuant to, saction 16 and tl i Kicate, and why such access is
proportionate. Save where the 12 Miated systems are being checked as
described in paragrap W must indicate, by reference to specific faciors, the

Prior to an authorised pers

malterial to which accgl | and systems should, 1o the extent possible,
prevent access fo the ch a record has been created. The record should
include any ci kaly to give rise 1o a degree of collateral infringemant
of privacy, a fo reduce the extent of the collateral intrusion. All

¥ purposes of subseguent examination or audit.

s described in paragraph 7.15 must be limiled to a defined period
may be renewed. If access is renewed, the record must be

azon for the renewal. Systems must be in place 1o ensure that if a

# 15 not made within that pariod, then no further access will be granied.
the material is no longer sought, the reason for this must also be

Periodic audits should be carried out to ensure that the requirements set out in section
16 of RIPA and Chapiler 3 of this code are being met. These audits mus! includa checks
to ensure that the records requesting access o material o be read, looked at, or listenad
io have bean correctly compiled, and specifically, that the material requested falls within
matiers certified by the Secretary of State. Any mistakes or procadural deficiencies
should be notified to management, and remedial measures underiaken. Any senous
deficiencies should be brought to the attention of senior management and any breaches
of safeguards (as noted in paragraph 7.1) must be reporied to the Interception of

2 gy such recond should be made avalabie o the Lommissons on negues for purposes of cwersighl
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7.18

7.20

Communications Commissioner. All intelligence reports generated by the authorised
persons must ba subject to a quality control audit.

In arder to mest the requirements of RIPA described in paragraph 6.3 above, whare a
salection factor refers to an individual known to be for the time being in the British

islands, and has as its purpose or ona of its purposes, the identificatign of material

containad In communications sent by or intended for him or her, a subggiesion musi be
made to the Secretary of State, or to & senior official in an urgent case, ¥
explanation of why an amendment to the section B(4) certificats in re such an
individual Is necessary for a purpose falling within section 5(3) of RIS -
proportionate in relation to any conduct authorised under section B(

The Secretary of State must ensure that the safeguards arg
interception under section 8(4) warrants can begin. The Ig
Commissioner is under a duty to review the adequacy of|

N
)
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8.

8.1

8.2

Exclusion of matters fi

B.3

Disclosure to ensure fairness in criminal
proceedings

Section 15(3) of RIPA contains the general rule that intercepted materia _
destroyed as soon as its retention is no longer necessary for a purpog nsed under
RIPA. Section 15(4) specifies the authorised purposes for which re ' .

This part of the code applies to the handling of intercepted matenal

authorised in section 15{4) of RIPA. For thosa who would
responsibility under the Criminal Procedure and Investig
disclosure in criminal proceedings, this includes i
of intercepted material has not taken place in a
that material is still in existence after the commence
these circumstances, retention will ba i
person conducting a criminal prosec
discharge his or her duty of ensuring its

ere destruchon

)1 5(3) and where
1of 4l prosecution. In
necessary to ensure thal a
on he or she needs to

inferception, nor intercepted material

. le is set out in section 17 of RIPA, which
ion or disclosura in lagal proceedings likely to

a warrant issued under this Act (or the

). This rule means that the intercepted material
ution or the defance. This preserves "equality of
Article & of the ECHR.

The general rule is that ner
itself, plays any par in legal p
excludes evidence, qu
reveal the existence
Interception of Com
cannot be used
arms” which

& number of tightly-drawn exceptions to this rule. This part of the
exceplion in subsactions (7)o (11).

Section 18 co

Disclo secutor

8.6

B.7

vides that intercepted material obtained by means of a warrant and
to be available may, for a strictly limited purpose, be disclosed to @
ting a criminal prosecution.

This may only be done for the purpose of enabling the presacutor to determine what is
required of him or her by his or her duty o secure the faimess of the prosecution. The

prosecutor may not use intercepted material to which he or she is given access under

section 18(7¥a) to mount a cross-examination, or to do anything other than ensure the
faimess of the procesdings.

The exception does not mean that intercepted material should be retained against a
remote possibility that it might ba relevant to future proceedings. The normal expectation
is still for the intercepted material to be destroyed in accordance with the general
gafeguards provided by section 15. The exceptions only come into play if such matenal
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8.8

8.9

8.10

Disclosure to a judge

8.11

B.12

B.13

8.14

has, in fact, been retained for an authorised purpose. Because the authorised purpose
given in section 5(3)(b) (“for the purpose of preventing or defecting serious crime’) does
not extend to gathering evidence for the purpose of a prosecution, material intercepted
for this purpose may not have survived 1o the prosecution stage, as it will have been
destroyed In accordance with the section 15(3) safeguards. There is, in these
circumstances, no need fo consider disclosura to a prosecutor if, in fagl no intercepted
material remains in axistence.

Section 18({7)(a) recognises the duty on prosecutors, acknowledged &
review all available material to make sure that the prosecution is nojg
‘Available materal’ will only ever include intercepted material at this
conscious decision has been made to retain it for an authorised purg

If intercepted material does continue to be available at th
information has come 1o the attention of its hoider, the
that & warrant has been issued under section 3 and jbat ible relevance to
the case has been infercapted.

Having had access to the matenal, o clude that the material affects
the fairmess of the proceedings. In j or she will decide how the
prosecution, if it proceeds, should be p

where the prosecutor, having seen
il need to consult the trial judge.

Section 1B(7Xb) recognise
intercepted material under
Accordingly, it provides

there are exceptional king that disclosure essential in the interests of
justice.

This access wi prosecutor inviting the judge to make an order for
disclosure r this subsaction. This is an excaptional procedure;

or's functions under subsection (7)(a} will not fall to be reviewed by
with section 17{1), any consideration given 1o, or exercise of, this
without notice 1o the defence. The purpose of this power is o
nducted fairly.

Jhaving considered the intercepted material disclosed to him or her, direct
£ 1o make an admission of fact. The admission will be abstracted from the
intercep®W0ut, in accordance with the requirements of section 17(1), it must not reveal

the fact of interception. This is likely to be a very unusual step. RIPA only aliows it where
the judge considers it essential in the interests of justice.

Mothing in these provisions aliows intercepted material, or the fact of interception, to be
disclosed to the defence.
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9. Interception without a warrant

8.1 Lawful interception can only take place if the conduct has lawlul authggity (as set out in
section 1(5) of RIPA). Section 1(5) of RIPA permits inferception withdSa warrant in the
following circumstances:

» Where il is authorised by or under sections 3 or 4 of RIPA (see bs

 Where it takes place, in relation to any stored communication,
statutory power being exercised for the purposa of obtaining info
possession of any document or other property. This §
obtaining of a production order under Schedule 1 to
Act 1984 for stored communications to be produced,

I with under
may be a criminal

82 Imerception in accordance with a warran! under s
chapters 3, 4, 5 and 6 of this code. Interception wi

offence (see paragraph 2.2 of this nw

8.3 There is no prohibition in RIPA on the &
result of lawful interception which takes pl
4 of RIPA, or pursuant to gome o r. The matter may still, however, be
regulated by the exclusio found in the common law, saction
78 of the Police and Crimin 84, @nd/or pursuant 1o the Human Rights
Act 1908,

material that is oblained as a
nt, pursuant fo sections 3 or

Interception with thgi€onsent oth parties

8.4 Section 3(1) of RIPA BRihorises B8 interception of a communication if both the person
sending the co i and intended recipieni{s) have given their consent.

Interception w e consent of one party

thorises the interception of @8 communication if either the sender
communication has consented 1o s inlerception, and

by means of that interceplion has been authorised under Part Il of
under The Regulation of Investigatory Powers (Scotland) Act 2000
details can be found in chapter 2 of the Covert Surveillance and

rence Code of Practice and in chapter 3 of the Covert Human Intelligence
Sources Code of Practice®, or their RIPSA equivalents.

Interception for the purposes of a communication service provider

86 Section 3(3) of RIPA permits 8 communication service provider, or a parson acting upon
their behalf, 1o carry oul interception for purposes connected with the operation of that
sarvice, or for purposes connected with the enforcement of any enactment relating fo the
use of the communication service,
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Lawful business practice

8.7 Section 4(2) of RIPA enables the Secralary of State to make regulations setting out those
circumstances whare it is lawful to intercept communications for the purpose of carrying
on & business. These regulations apply equally to public authorities. Thase Lawful
Business Practice Regulations can be found on the legislation gov.uk website:

hitp:fwww.legistation.gov. uk/uksi/2000/2680

N
N\
™
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10. Oversight

remit is 1o
B warranied

10.1 RIPA provides for an Interception of Communications Commissioner,
provide independent oversight of the use of the powers contained wil
interception regime under Chapter | of Pan | of RIPA,

10.2 The Commissioner carries out biannual inspections of each of the n
agencies. The primary objectives of the inspections are to ensure i
has the information he or she requires to carry out his or her functio
of RIPA and produce his or her report under section 58 of
inspection or consideration of:

» The systems in place for the interception of communi
+ The relevant records kept by the intercepting
# The lawfulness of the interceplion gamied put, an
» Any errors and the sysiems d&iigi

10.3 Any person who exercises the powers in er | must report 1o the

Commissionar any action nirary 1o the provisions of RIPA or any
inadequate discharge of . ghe must also comply with any
reguest made by the Com any such information as the
Commissioner requires for the ng him or her to discharge his or her

functions.
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11. Complaints

11,1 RIPA establishes an independent tribunal, the Investigatory Powers Tgbunal. The
Tribunal is made up of senior members of the judiciary and the legal ession and is
independent of the Government. The Tribunal has full powers to investi;
determine complaints against public authority use of covert powers a
claims against the intelligence agencies. It may decide any case wit

11.2 This code does not cover the exercise of the Tribunal's functions. DSy
complaints procedure are available on the IPT wabsile at:
be obtained from the following address:

The Investigatory Powers Tribunal
PO Box 33220
Lendon

SWIH 820

0207 035 3711 ’ \
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12. Rules for requesting and handling
unanalysed intercepted communications
from a foreign government

Application of this chapter

121 This chapter applies to those intercepting agencias that undariake i
section B(4) warrant.

Requests for assistance other than in accor
international mutual assistance agreem

12.2 A request may only be made by an iniercepting agen ment of a country or
territory outside the UK for unanalysehinte unications {(and associaled
communications data), otherwizse than in n intermaticnal mutual
assistance agreement, if either:

« A relevant interception wa
of State, the assistancai
particular communicatio
interception warrant and it
to obtain those com Rt

already been issued by the Secretary
= { is necessary o obtain the

anntt be oblained under the relevant RIPA
proportionata for the intercepting agency

gnot amount 1o a deliberate circumvention of RIPA or
gs of RIPA (for example, because it is not technically
ations via RIPA interception), and it is necessary and

123 s e e - the second buliel of paragraph 12.2 may only be made in

12.4 ses, a "relevant RIPA interception warrant” means one of the following:
(I} & seCHGEER | ) warrant in relation to the subject at issue; (ii) a section 8(4) warrant and
an accompanying certificate which includes one or more “descriptions of intercepted
maferial” (within the meaning of section B(4)(b) of RIPA) covering the subject's
communications, together with an appropriate section 16(3) modification (for individuals
known 1o be within the British Islands); or (iii} a8 section 8{4) warrant and an
accompanying cerificate which includes one or more “descriptions of intercepted
maternal” covering the subject’s communications (for other individuals).
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Safeguards applicable to the handling of unanalysed intercepted
communications from a foreign government

12.5

12.6

12.7

If a request falling within the second bullet of paragraph 12.2 is approved by the
Secretary of State other than in relation to specific selectors, any communications
obtained must not be examined by the intercepting agency accordingdg any factors as
are mentioned in section 16{2)(a) and (b) of RIPA unless the Secreta State has
personally considerad and approved the examination of those communitEes
reference to such faciors,™

Where intercepted communications content or communications datd
intercepting agencies as set out in paragraph 12.2, or are otherwise -
from the govermnment of a country or territory outsida the L : zre the
material identifies itself as the product of an interception, ; TIoE

international mutual assislance agreement), the commu

apply to the same categories of conlent or data whe
intercepting agencies as a result of inferception unde

warrant to the government of
communications [and
to the Inlerception of Communications

All reqguests in the absence of a relevant
a country or territory outside the UK for
associaled communications data) wi
Commissioner.

M Ajl pifer requests within paragraph 12.2 {whether with or withoul & relevant RIPA interceplion warmant) will be mada far
rraterial i, fram or sboul speclic seleciors (reiating thenelons o a specific indridual or indhviduals). In these droumstancas the
Secratary of Sipde wil alresdy tharefore have approved fe requast for the specilic individuals) a5 B8l out in paragraphs 12.2.

W halhar analysed or ynanslysed.
¥ wWhalher of nol those dals ane associated with the conlent of communssations.
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Statement Mo 1

For the Respondents
Dated 16 November 2015

[N THE INVESTIGATORY POWERS TRIBUNAL Caze No. [PT/1485/CH
BETWEEN:
PRIVACY INTERNATIONAL
Claimagt
~ffid-

(1) SECRETARY OF STATE FGIEEHEIGH AND COMMONWEALTH
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS
Bespopdents

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. [FT/120-126/CH
BETWEEN:
GREENNET LIMITED
RISEUP NEWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUR

Claimants
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

WITNESS STATEMENT OF CIARAN MARTIN

I, Ciaran Lizsm Martin, of Government Communications Headquarters (GCHQ), Hubble
Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1.1 am the Director General for Cyber Security &t GCHQ and a member of GCHQ's main
Board. In that role, | am responsible for GCHQ's stanustory responsibilities for
information security in the United Kingdom and fts work protecting the UK from cyber
threats. [ also have wider responsibilities for GCHQ's extemal commumications and
policy. [ have been in this role since February 2014, having previously served in the
Cabinet Office as Director of Constitutionzl Policy, Director of Security and Intelligence,
and head of the Cabinet Secretary's Office. | have been a public official since 1997,
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2.1 am authorised to make this witness ststement on behalf of the Respondents. The
contents of this staternent are within my own knowledge and are true 1o the best of my
knowledpe and belief. Where matters are not within my own knowledge they are based
upon documentation made available to me and from discussions with others within the
department.

3, Attached to this siaterent and marked Exhibit ['CM1'] ic a bundle of relevamt documents.
Tab and page numbers below are references to that Exhibit.

4.In this statement | use the term “the intelligence services™ to refer, collectively, to the
Security Service, the Secret Intelligence Service and the Government Communications
Headguarters. | also use the terms “MI5”, “SI8" and “GCHQ™ 1o refer to those bodies
individually,

3.In this statement | will (T) address the current intelligence picture and the ongoing
challenges posed by changes in technology and developments in the communications
mariet, (II) provide 2o overview of Computer and Network Exploftation (CNE) and its
importance and value in fulfilling GCHQ's statatory fimetions, before (T} addressing
some key safeguards and oversight mechanisms for CNE activities carried out by GCHOQ,
inchading:

a) memﬁﬁqﬁxmwmnidmlm@mMm
At ]

b} The processes for epplying for section 7 euthorisations, including the processes for
Secretary of State authorisation and for intemal approvals;

) Oversight by the Inselligence Services Commissioner, a retired senior judge;

d) Oversight by the Intelligence and Security Committes of Parliament (ISC).

L. THE CURRENT INTELLIGENCE PICTURE

ﬁﬂmnﬂdh;muhmtpmmmthandmmwmufhwhmmhﬂm?mwy
proceedings was set out in paragraphs § to 19 of the witness statement dated 16% May

2014 of Charles Farr, Director General of the Office for Security and Counter Terrorism
(OBCT) at the Home Office. | adopt and agree with that statement of the background as it
then stood. Given the passage of time, it is necessary 1o update it and 1 do so below.

7.Owver the past year, the threat to the UK from international terrorism in particular has
continued 10 increase. On the 17 September 2015, Andrew Parker, the Director General
of the Security Service (MI5), during an interview with the BBC, revealed that six
alleged terror plots targeting the UK have been stepped in the preceding twelve months
during an interview with the BBC. In August 2014, the UK threat Jevel, assessed
independently by the Joint Terrorism Analysis Centre (“JTAC™), was mised o
“SEVERE" from “SUBSTANTIAL", which means that an attack in the UK is highly
likely. Thtprﬁnch:ﬂlmmdnnmﬂ:mlmmuﬁmdumﬁ-mmbmlﬂnm
terrorists, particelarly in Syria and Iraq, where the Islamic State of Iraq and the Levant
(“ISIL") has emerged as the most violent of the terrorist groups operating in that region.
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E.The recent 2014 Annual Report by the Home Office on the UK's Counter-Terrorism
Strategy (“the CONTEST Report”™), published on 23 March 2015, highlights the increase
in the frequency of terrorist incidents around the world, and the number of fatalities
esgociated with such sttecks [CM1-1]. In 2013 {the latest year for which published
statistics are svailable) there were nearly 12,000 terrorist attacks in 91 couniries — 40%
more than in 2012, These resulied in more than 22,000 fatalities. Just over half of all
atiacks occurred in three countries: Irag, Afghsnistan and Pekistan. As the Repon
explains:

“The principal threat continues 1o come from militant Islamist termorists, notably in Syria
and Iraq. ISIL and other terrorist groups in Syria are now supported by foreign fighters
from the UK and other European countries. About 6000 people with extremist
connections are among the many Britons who have travelled 10 the region from the UK.
Many have now returned here. Some are likely to have received combat experience and
other terrorist related training. Terrorism is being fuelled by m unprecedented guantity
of extremist &nd terrorist propaganda.”

9. The murder of two British and other hostages in Syria, apparently by 8 member of ISIL
closely connected to the UK, recent terrible events in Paris and Copenhagen and the 31
Britons killed in the sttacks of March end June on & Tunisian mussum and beach resort,
have underlined the threat posed to British nationals — not just in Syria or Irag but also
pirtside those arenas, including within the ELL. In response to the increase in the UK threst
level the Government legisiated in 2014 to strengthen the UK's capabilities and provided
an uplift in counter-terrorizm funding including £130m of additional counter-terrorism

fmding.

10.  The task of defending the UK's interests and protecting its citizens in a digital age is
becoming increasingly complicated and challenging and it is one in which GCHQ plays &
leading role given its expertise in digital communications technology. The evolution of
the internet and modern forms of communications are providing terrorists and criminals
with ew ways to plan direct and increasingly execute their plots. The CONTEST Report
notes that ISIL in particular is using social media “.... ip an uoprecedented guantity and
frequency, including personalised messages from UK and other foreign fighters and
propeganda from the organisation.” As Andrew Parker, the Director General of the
Security Service (MI5) explained in a public speech to the Royal United Services Institute
(RUSD) on & January 2015 [CM1-2]:

“It makes full use of the modern social media and communications methods through which
many of us now [ive our lives. By these means it spreads its message of hate directly in to
homes across the United Kingdom - both to those seeking it and those who may be
susceptible to its distortion and glamorisation of horrific acts™,

11. Robert Hannigan, the Director of GCHQ also drew attention in November 2014 10 the
way in which ISIL is using the internet to “create a jihadi threat with near-global reach™
[CM1-3]. In particular:

“[1SIL] also differs from its predecessors in the security of its commumications. This
presents an éven greater challenge to agencies such as GCHOQ. Terrorist have shways
found ways of hiding their operations. But today mobile technology end smartphones
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heve increased the options available exponentially. Techniques for epcrvphing messsges
or making them anonymous which were once the preserve of the mast sophisticaled
criminals or nation states now come as standard.  These are supplemented by fresly
available programs and apps adding extra leyers of security, many of them proudly
advertising that they are “Snowden spproved™. There is no doubt that young foreign
fighters have lesrnt and benefited from the leaks of the past two years.”

12, The diversification of the communications market and the ability of terronists,
criminals and others to exploit new internet-based technologies has made it increasingly
difficult for GCHQ and the other intellipence services 1o monitor the communications of
those who pressnt & threat to UK interests. Unless the intellipence services are able to
maintain their capabilities in the face of these unprecedented technological challenges,
the UK will be unable to obtsin the intelligence it needs to counter these threats, As the
Chief of SIS made clear in his speech to English Heritage in March 2015, the intelligence
services are engaged “... in & technology arms race™ [CMI1-4].

13, Mir Parker, the Head of MIS5, discussed the changing nuture of the challenges that the
intelligence services face in his BBC mmterview of 17 September 2015 [CM1-6]:

“We need to be able to use data sets 50 we can join the dots, 1o be able to find and stop
the terrorists 'who mean us harm before they are able 10 bring the plots to fruition. We
have been pretty sucoessial o1 that in recent years bur 11 is becoming more difficalt 1w do
that as technology changes faster and faster.”

14. The threat to the UK docs nof siem just from termrorisme For example, as David
Anderson QC noted in his independent report on investigatory powers, 4 Question of
Trust, [CM1-T), GCHQ used analysis of bulk data to track down two men overseas who
had been hamessing the valnerabilites of the web to blackmail hundreds of children
across the world, including the UK, into exposing themselves online — causing them huge
trauma. Some of the victims self-harmed and considered suicide, It was the vital work of
GCHO snalysts that brought this abuese 1o an #od: they were able to confirm the suspects”
names and locations, and to identify an sccomplice. After liaison berwesn law
enforcement agencies, the two men were armested and jailed in their home country.

15. Bun this work ackling nationa] security threats in the digital epe iz getting harder.
One important challenge is the implication of the use of encrypted communications.
Encryption is important for computer security end GCHQ advocates its use in the UK as
part of good cyber securty practice. DBut the rse of encryption offered by
ielecommunications companies to their customers has impacied particularly severely on
GCHQ"s intellipence capabilities because encrypied data acquired lawfully by GCHQ
may be unreadable to the intelligence services. The challenges posed by the growth of
encryption have become particularly acute over the course of the last two years as
telecommunications companies increasingly use improved privacy protections, including
encrypticn by dafault, as part of their marketing strategies. According to the Director of
Europol encryption has now become [CM1-8]:

“... the biggest problem for the police and the security service authorities in dealing with
the threats from terrorism.., It's changed the very nature of counter-terrorist work from
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one that has besn traditionally reliamt on having good monitoring capability of
commurications to one that essentially dossn't provide that anymore.”

16. The US muthorities have experienced similar problems relating to the growth of
encryption which they refer to as “Going Dark™ The Director of the FBI recemtly
explained [CM1-9]:

“Encryption just isn't a technical feature, it"s part of a marketing pitch, but it will have
very serious consequences for law enforcement and national security agencies at all
levels. .. There should be no law-fres zones in this country...”

17.In a public speech given 10 RUSI on 10 March 2015, the Foreign Secretary offered a
summary of the challenges posed by the accelerating pace of technological change
[CM1-10):

“And as the range of threats gets bigger, so the pace of technological change with which
the Agencies must keep pace is petting faster, making their central tesk of keeping us safe
ever more demanding. The Agencies have always had 1o innovate to sizy one step ahead
of their adversaries. But the accelerating pace of technological change has upped the ante
as terrorists, states and others who would do us harm embrace, adapt, and abuse the
techmology that we so readily welcome in our everyday lives,

And it is & tuism that as technology enables greater productivity, it &lso open us up 1o
grester vulnerability. So our Agencies must master every iechnelogical advance. They
must understand its strengths, its weaknesses, the vulnerabilities it introduces - before
OUr enemies can tum it against ws®,

18. The Security and Imellipence Agencies Financial Statement of June 2014 recognises
that the need 1o maintmin capabilities in the face of these rapid technological changes is
perhaps the greatest challenge currently faced by the intellipence services [CM1-11].

19. David Anderson QC also highlighted the impact of these challenges in his annoal
report of the Terrorism Acts (Seprember 2015) [CM1-12):

“It has been a feature of several major terrorist attacks, including the 7/7 bombings, the
killing of Lee Rigby and the French shootings in January 2015, that one or more of the
perpeirators was known 10 the police or security services but had not been assessed as
posing & major risk at the time. The speed with which things can change, and the
difficulties in knowing how best to prioritise limited surveillance resources, were
illustrated in unprecedented detail by the inquiry of Parliament's Intelligence end
Security Committes into Lee Righy's killing.”

20. The age of ubiguitous encryption means, iner alia, that GCHQ) and the other
intelligence agencies require a more innovative and agile set of technical capabilities 1o
meset the serious national security challenges of the digital age. Computer and Network
Exploitation (CNE) is one such capability. CNE operations have been authorised by
senior Ministers for many years since the 1994 Act, but its importance relative to
GCHQ's overall capabilities has been increasing significantly in recent years and is likely
to increase further. The allegations made in both claims concem activities known by the
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muipﬂiﬂmutﬂhmhilmmwmuhmw what CWE

Computer and Network Exploitation (“CNE")

21. CNE s a st of techniques through which an individual gains covert and remote access to
& computer (including both networked end mobile computer devices) typically with a
view 10 obtaining information from it. GCHY carries out CNE operations as part of its
inelligence-gathering activities, as set out below.

22. CNE operations vary in complexity. A straightforward example is the use of the login
credentials of & target 1o gain access to the data held on a computer. The login credentials
could belong to a normeal user or an entity with clevated privileges such as an
.mlml mll

23. Maore sophisticaied CNE operations involve taking advantage of weaknesses in software.
For instance a piece of software may have a “vulnerability™: a shortcoming in the coding
that may permit the development of an “exploit™, typically a piece of software, a chunk of
dﬂnnflinqum:nfnmmﬂilhuuknlﬂwdﬂn vulnerability in order to
cause unintended or unanticipated behaviour to occur. This unanticipated behaviour
might include allowing another piece of software — en implent, sometimes called &
“backdoor™ or a “Trojan™ - to be installed on the device.

24. The exploit and subsequent implant can be delivered in & number of wavs. Two of the
techniques ane:

g} The user of a device might be sent an e-mail Imviting them 1o open & link or
document of mierest. When the user clicks on the link or document, it takes
them 10 website that delivers the implant, This is known as “phishing™.

b) Altemnatively, an individual with access 1o a computer might insert the implant
using, for example, a USB stick, whether wittingly or otherwise.

25. The function of an implant may also vary in complexity. A simple implant will typheally
explore the target computer, sending back information over the internet 1o its controller.
Others might monitor the activity of the user of the target device, or take control of the
computer.

26. As with interception, there are a range of circumstances in which a stale may require its
inteiligence services (0 conduct this type of activity. CNE can be & critical ool in
investigations into the foll range of threats to the UK from temorism, sehous and
organised crime and other national security threats. For example, CNE enables the state
to obtain the valuable intelligence it needs to protect its citizens from individuals engaged

in terrorist attack planning, kidnapping, espionage or serious organised criminality.
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27. CNE operations may enable GCHQ to obtain communications and data of individuals
who are engaged in activities that ere criminal or harmful o natiopal security. Such
circumstances may arise where, for example:

a) the fact that the wanted commumications wese nod in the course of their
transmizsion and coald not therefors be intercepted,

b} the absence of any Communications Services Providers (CSPs) on whom a
warrant can be served to scquire particular communications; and

¢) the grester possibility of scquiring a comprehensive set of the target's
communications/data by means of CNE.

Importance and value of CNE

28, As discussed above, CNE is a critical tool in the investigation of threats to the UK. The
UK Government does pot have the zame ahility to identify individuals and entities
putside the UK who may pose a threat to national security as compared with those within
the UK. Outside the UK, GCHQ's capabilities are the key sovereign imtelligence-
gathering capabilities available to the Government.

29, Historically, GCHQ's ebility to identify individuals of iotelligence interest has been
based largely on bulk interception. This capebility remains critical to the identification
and mitigation of threats, but increasingly it is being threatened by the unprecedented
technological challenges outined in part (T) of my statement. As the Foreign Secretary
explained in his speech 1o RUSI:

“ _And to GCHQ, although since its birth a signals imelligence organisation, the rapid
pace of the development of the internet and the sheer scale of its traffic, pose new
challenges — finding the needle of vital information to safeguard our security in & hay
stack that is growing exponentially and is already well beyond the capacity of haman
amnlysis.”

30. As noted in the previous ssction, the introduction of strong encryption scross many web
services in the wake of the Spowden allegations has posed particular technological
challenges. The spread of encryption has impeded imielligence service access fo
communications. In his own speech to RUSI on *“terorism, technology and
accountability, Andrew Parker, the Director General of M5 said:

“Changes in the technology that people are using to communicate are making it harder
for the Agencies to maimtain the capability to intercept the communications of termorists.
Wherever we lose visibility of what they are saying to each other, so our ability 1o
understand and mitigate the threat that they pose is reduced.”

11. In the light of these developments, CNE is increasingly required o0 enable GCHQ 1o
continue to obtain the intelligence the Government requires 1o identify individuals
outside the UK who may pose a threat 1o national security. Indeed CNE may in some
cases be the only way to scquire intelligence coverage of a terrorist suspect or serious
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33

34,

criminal in a foreign country, As noted by the Intellipence and Security Comminee &t
page 67 of its Privacy and Security Report [CM1-13]:

“Drring 2013 & significant number of GCHQ's inellipence reponts contained information
that derived from [T operations against & tarpei’s compuier or network....”

. Al the same time as GCHQ) 15 adapting 1o meet these new technological challenges, there

is an increasing expectation within Government that GCHQ will play a lead role in
improving cyber security for the protection of the UK'"s vital netional interest in an em
where threats to the UK from cyber space are growing very repidly. GCHQ plays & key
role in securing the safety of the internet for the benefit of the public as I explain further
below. CNE is an important part of GCHQ's shility 1o understand, detect and disrupt
cyvber threats to the UK.

GCHQ's CNE capabilities have made a vital contribution 10 counter the incressed threat
o the UK from militant Islamist terrorists. And, as noted in the previous section,
GCHQ's CNE capabilities have also enabled the disruption of pasdophile-related crime.
| cannot say more about thess operations in this open, public siatement without
ining the interests of national security and the prevention and detection of serious

Lnme

CNE has long been an essential part of GCHQ's capabilities. It has become increasingly
important in recent years and will become more important yet in the years ahead. Without
it, GCHQ's sbility to protect the public from terrorism, cyber attack, serious crime,
including child sexusl exploitation, and a range of other threats would be seriously

The Claimant's allegations abour CNE

33

36.

The Claimants make a number of general and specific allegations in the two Claims.
Before addressing the specific allegations made by the Compleinants, 1 would like o
make four preliminary points in relation to the general allegations.

First, the Claimams allege that the tools used by GCHQ allow huge amounts of
information (current and historical) to be extracted from “millions™ of devices thereby
subjecting users 1o mass and intrnsive surveillance. Allegations that GCHQ conducts
“mass surveillance™ were made by one of the Claimants in the context of a previous
compleint before this Tribunal. On that occasion the Tribunal stated “we are entirely
tlear that the Respondents are not seeking, nor asserting that the system entitles them 1o
seek, to carry out what has been described a3 “mars™ or “bulk” surveillance™. | should
like to make clear that it is squally the case that GCHQ neither seeks, nor believes that
we are entitled to seek {0 camy out indiscriminate mass surveillance activities of the sort
alleged in this case. They sre slso precluded by the clear statdtory framework which
reguletes GCHO s activities. CNE must be authorised by a Secretary of State and is
subject to sirict tests of pecessity, proportionality and legitimate aim as set out in the
Intelligence Services Act 1994, These suthorisations, &nd the intemal processes that
GCHQ has in place to manage the authorised sctivities, are subject to independent
scrutiny by the Intelligence Services Commissioner, In February 2015, the Government
published a draft Equipment Interference Code of Practice. It set out the strong
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safeguards that GCHQ has always applied to CNE activities. More generally, any
conduct by GCHQ must be consistent with fts statutory functions and the purposes for
which those functions may be exercised. As the 1SC has recently made clear in its report
on Privacy and Security:

“We mre satisfied that the UK's imtelligence and security Agencies do not seek to
circumvent the law - including the requirements of the Humnan Rights Act 1998, which
governs everything that the Agencies do.”

37. 1t follows that a significant proportion of the examples given in the Claimants' evidence
with respect to the possibilities created by CNE tools bear no relation to the reality of
GCHQ's activity end'or would be unlewful having regerd to the relevant statutory
regime.

38. Secondly, the Claimants allege thar CNE may create potential security vulnerabilities or
leave users valnerable to further damage.

39, Imtelligence work by its nature i3 secret — both the how and the specific targets. It is
therefore in GCHQ's ioterests to carry oit CNE operations in such as way tha the
activity is not apparent io the target, nor to others wanting to know who the specific
wrgets of HMG intelligence activities are. GCHQ does not intrude into privacy any more
than is necessary to discharge our functions, Nor would it be right to enable others to
introde into privacy. To leave targets open to exploitation by others would increase the
risk that their privecy would be unnecessarily intruded upon. It would also increase the
rsk of those who wish to know who our targets are identifyving GCHQ's 1ools and
techniques. Orperations are therefore carried out in such & way as to minimise that fsk.

40.1 should also like to take this opportunity to explain GCHQ's role more generally in
securing the safety of the internet for the benefit of the public. The internet is an
intrinsically insecure environment, with billions of computers constantly running millions
of complex programmes. Pw('s 2015 Information security breaches survey [CM1-5]
reported thar 0% of large organisations and 74% of small businesses had & security
breach in the period covered by the report; the avermpe cost of the worst serious breach
ranged from £1.46m to £3.14m for large organisations; £75,000 to £311,000 for smell
businesses. GCHQ's role is to play fis part in helping to meke the internet as safe as
possible for ordinary citizens and legitimate businesses, and prevent its use by criminals
and terrorisis. We engage with strategically important organisations who are particularly
vulnersble 1o cyber attack, and we also promote high standards of cyber security scross
all sectors of the UK, including by recommending the use of strong encryption.

41. One element of GCHQ's information assurance work concerns the finding and reporing
of wvulpershilities in digital technologies. GCHQ helps technology providers identify
weaknesses in finished hardware and software; we 2lso help uncover potential issues at
the design stage, often before they become major in-service problems — saving firms time
and money. Some but not all vendors choose to publicly credit GCHQ for finding those
weaknesses, For example, in September of this year, Apple publicly credited CESG, the
Information Security amm of GCHQ, with the detection of a vulnerability in their 105
openting system which could have been exploited to allow the unsuthorised modification
of software on devices such as iPhones and iPads, the extraction of information from
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those devices, or 1o disrupt their operation. That vulnerability has now been paiched. In
the last two years, GCHQ has disclosed vulnersbilities in every major mobile and deskiop
platform, including the big names that underpin British business.

42. Thirdly, while CNE operations can be highly intrusive, they are not in general any more
intrusive then any other operations conducted by GCHQ under the Regulation of
Investigatory Powers Act 2000 (“RIPA™) or the Imtellipence Services Act 1994 (“I5A™)

43, By way of example, Part [1 of RIPA permits certain public authorities to authorise
intrusive surveillance in relation to residentia) premises and private vehicles. A Hstening
device located within a private address - potentially including & bedroom - clearly has the
potential to obtain private information relating 10 all the occupants of thar address
(including non-targets) of an extremely sensitive and personal nature. Information of this
nature which is communicated between two or mare people within a residential address
or & private vehicle may well contain content that those individuals would desm too
personal, private or sensitive 10 commit to writing and store on a device. Nonetheless,
such highly intrusive surveillance is lawful if properly authorised, having met the tests of
necessity end proportionality.

44, Similarly, while CNE operations can be used to access & wide range of data, they are not
in general any more intrusive than the interception of communications under Chapter | of
Part | of RIPA. With the advent of Cloud storage (which many people opt 1o use), all the
material referred to by the Claimants in their complaints would be potentially available to
the intercepting agencies via imerception — including photographs, videos, passwords,
banking details, passport details, etc. All of this material could, in principle, be acquired
by way of interception.

45. In summary, while the Jevel of intrusiveness will clearly vary depending on the type of
activity in issue, 1 do not therefore believe it is the case that GCHQ's CNE operations are
in general any more intrusive than its other operations involving interception,
surveillance or other investigative technigues.

46, Fourthly and finally, GCHQ recognises that CNE activity could theoretically chenge the
material on a computer. For example the instellation of an implant would jtself amount 1o
a change. However it would be neither necessary nor proportionate, nor would it be

operationally sensible, for an organisation seeking to use CNE for intelligence gathering
pmmhmkemmhn&m:wmdlnﬂ::pmmmmﬂﬁ,

47.The regime governing GCHQ's ONE activities consists of provisions in primery
legislation &nd in relevant Codes of Practice and also in relevant internal arrangements
and safeguards which are applied by GCHQ.
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48. I explain below the key components of the application process for CNE warrants and
aithorisations, and the oversight srmangements governing GUHQ's CHE activities.
These processes ane supplement by the Equipment Interference Code of Practice [CM1-
14| which conteins important safeguards including:

2) Detsiled guidence on the requirement of proportionality and the considerations which
apply in the CNE context, including issuss such as colleteral intrusion and the need w0
consider bess intrusive alternatives (Chapter 2);

b} Guidance on the frequency of reviews, particularly where there is 2 high level of
intrusion fnto private life or significant collateral intrusion or confidential information
is likely to be obtained (Chapter 2 at §§2.13-2.15);

¢} Best practice guidance on applications for warrants/suthorisations (§§2.16-2.17);

d) Special comsiderations which should epply to legally privileged and confidentisl
information {Chapter 3);

g} Detziled and comprehensive prosedures for the authonsation of both sections 5 and 7
ISA equipment interference activity (see Chapters 4 and T},

1) Impmmkmnqnmmmnmmﬁmyﬂﬂﬂmpmﬂ; _

g) Comprehensive safeguards and pguidsnce as regards the processing, refsntion,
disclosure, deletion and destruction of any information obtained by the intelligence
services pursusmt 1o interference CNE wamrant, which mimor similar safeguards
applied as part of the interception regime pursuant to section 15 of RIPA (Chapter 6).

49, GCHQ's internal arangements are safeguards set out in the Respondenmis’ Closed
Response and Closed witness evidence. ] also refer to certain of the imternal
arrengements in this ststement. They include the Compliance Guide, which is a
document which is made aveilable electronically to all GCHO steff. It comprises
mandatory h:lmmdpn:hcuwhdupplytnﬂlﬁﬂﬂﬂapummﬂuﬁmwmdhs
been approved by the Foreign Secretary and the Interception of Communications
Commissioner. The electronic version of the Compliance Guide was made available 1o
stafT in tate 2008 and there have been no substantive changes since then, although it has
been amended in minor ways (o ensure that it remaing up to date, The Compliance Guide
requires all GCHQ operational activity, including CNE activity, 1o be carried out in
accordance with three core principles. These are that all operational activity be:

8} Authorised {penerally through a werrent or equivalent [egal authorisation);
b) Necessary for one of GCHQ's operational purposes; and
¢} Proportionate.

494, Thu:primiplum&:l:&:ppﬁuﬁmtumdﬁcﬂﬁﬁumduﬂdbyﬁm{{},m
referred to throughout the Compliance Guide. They are also specifically referred to in
the additional CME-specific internal guidance referred to below. In short, they are
care requirements which run through all the guidance which applies to GCHQ's
operational activities, including CNE.

49B. In addition, pursuant to GCHQ's Compliance Guide and Infelligence Sharing and

Release Policy (a policy document poverning the sharing and release of operational

data), the position is that all operational warrant is handled, disclosed and shared as
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though it had been intercepied under & RIPA warrant. The term “operational maverial”™
extends to all information obtained via CNE, a3 well as material obtained as & resuly of
interception under FIPA.

42C, GCHOQ's internal arrangements also address the role of the Repoming Cuality Checler

in ensuring that any relepse of imellipence outside of GCHQ v lewful and
proportionate.

45D. GCHQ has a collshorative relationship with the NSA. Activities forming part

of that
relationship must be undertaken in accordance with the principles set out in
Compliance Guide, which emphasises the need for all operational activity o
necessary and proportionate.

gHE

Aurhoriging CNE: section 5 and 7 I5A

50, GCHQ conducts all CNE activity pursuant to warrants under section 5 of the 1SA or

51

suthorisations under section 7 of the ISA. 1 have sei out below an explanstion of the
differences between the section 5 ISA regime and the section 7 ISA regime as it apples
fo GCHO's activities. | have also identified the detailed safepuards which regulste this
activity including:

8) The processss for applving for, renewing and cancelling section 3 warranis;

b) The processes for gaining section 7 suthorisations, including the processes for
Secretary of State authorisation and for internal approvals; :

¢) Oversight by the Intelligence Services Commissioner;

d) Ovwersight by the Intelligence and Security Committee of Parliament (ISC).

. These safeguards and oversight mechenisms are refiecied i the Covert Surveillance and

Property Interference Code and the draft Equipment Interference Code of Practice

2.

33.

The section 5 ISA regime is used primarily by GCHQ 1o authorise CNE operations
againey specific equipment located vwithin the UK. Section 5(2) of ISA provides thet the
Secretary of State may, on an application made by GCHQ, 1ssue a warrant acthorising the
teking of action in respect of property as specified in that warrant if he: thinks it
necessary for the action to be taken for the purpose of GCHOQ in carrying out any fimetion
that falls within section 3(I1Wa) of ISA; is satisfied that the taking of acticn is
proportionate o what the action seeks to achieve; and is satisfied that satisfactory
arrengements are in force under section 4(2)(a) of ISA with respect to the disclosure of
information obtained by virtue of this section and that any information obtained under the
werrant will be subject to those ammangements.

Applications for section 5 wammams in nespect of CNE must contain all the desiled
matters a5 s21 oul in parsgraph 4.6 of the current draft Equipment Interference Code of
Practice. Prior to the publication of this drafi Code of Practice on 5 February 2015
applications were required 1o conform with paragraph 7.37 of the Covert Surveillance and
Property Interference Revisad Code of Practice published on 10 December 2014 [CMi-
15]. This required GCHO to provide the same information in support of an epplication as
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would be reguired when the police, the services police, National Crime Agency (NCA),
HM Revenue and Customs (HMRC) or Competition and Markets Authority (CMA) were
making an application to an authorising officer. The details of this information are set out
in paragraph 7.18 of the Surveillance and Property Interference Revised Code of Practice.
These requirements (and the numbers of the relevant paragraphs) were unchanged from
previous versions of the Code of Practice published in [2000] and revised in 2010

53A. The section of the Compliance Guide which specifically concems CNE states that

53B.

authorisation 15 required under the [SA in order 1o address the [iability which most

E}Emﬂﬂmﬂymuﬂuhmhﬁmkﬂlm The
for a section 5 warrant for CNE opemtions on computers in the UK is

requirement
made clear, Section 5 warrants are also addressed in the Compliance Guide as follows:
A Secretary of State must gpprove @ new IS4 5.5 warrani, Renewal is required after

six months. In an emergency, a new temporary warrant may be issued by a GCHO
Mmm%mqfﬂmhﬂmn&mwm
Lxe

GCHQ also has separate specific internal guidance governing applying for, renewing
and cancelling section 5 warrants (“the Section 5 Guidance™). This was updated in
January 2015. The internal guidance is regularfy reviewed to ensure that it remains
comprehensive and pertinent as GCHQ's CNE activities continue to evolve. The
Section 5 Guidance, application forms and warmnt templates were updated following
a visit of the Intelligence Services Commissioner (Sir Mark Waller) in June 2013.
During that visit the Intelligence Services Commissioner acknowledged that GCHQ
gave due consideration o privacy issues, bul commented that be would like w see
greater evidence of this reflected in warrants and submissions, in particular in relation
10 why the likely level of intrusion, both into the terget’s privacy and the colleteral
intrusion into the privacy of others, was outweighed by the intelligence to be gained.
In response, GCHQ updated its 5.5 (s well 85 its 5.7) application forms, warrant
tempiates and guidance to advise staff on the type and level of detail required. At his
next inspaction in December 2013, the Imtelligence Servicss Commissioner was
provided with these documents and stated that he was content with the actions that had

The importance of CNE as an everseas intelligence gathering capability
54. As | have already explained, the UK Govemment does not have the same ability 1o

identify individuals outside the UK who mey pose a threst to national security as
compared with those within the UK. Outside the UK, GCHQ's capabilities are the key
sovereign intelligence-gathering capabilities available to the Government.

55. There are important practical differences between gathering intelligence on individuals,

organisations and squipment within the UK and gathering intefligence on individuals,
organisations and equipment that exist or operate outside that jurisdiction. These
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practical differences are reflected in the authorisation regimes provided by sections 5
and 7 of the [SA.

36. As mentioned above, the section 5 [SA regime is used primarily by GCHQ 10 authorise

- A

38,

CNE operations against specific equipment locmed within the UK. By contrast, section
T permits the giving of class authorisations which do not require the suthorisation 10
name or describe & particular piece of equipment, or an individual user of the equipment.
Consequently CNE is suthorised in relation to equipment located outside the UK
pursuant to & section 7 cless authorisation and internal approvals. This reflects practical
realities of intelligence gathering outside the UK, where GCHQ requires the flexibility 1o
obtain material which will contain intelligence relevant 1o the safeguarding of the UK's
national security without knowing in advance from which particular piece of equipment
that material mey be obtained.

In line with the foregoing, a class authorisation under section 7 ISA is sought wherever
members of GCHQ conduct CNE in relstion 1o squipment located outside the UK that
would otherwise be unlewful. This includes cases where the act is done in the UK, but
is intended to be done in relation 1o apparatus that is or is believed to be outside the UK,
or in relation to anything appearing to originate from such apperstus. In addition GCHOQ
will obtain a section 7 authorisation for any CNE activities carried out abroad or over a
foreign computer, even if the relevant user is located in the UK. Paragraph 7.4 of the
current draft Equipment Interference Code of Practice sets out the additional safeguards
which apply if either the subject of & section 7 operation is known to be in the UK, or the
equipment is brought 1o the UK during the currency of the authorisation.

While GCHQ"s section 7 CNE class authorication offers the potential for broadar and
more flexible acquisition of intellipence than is permitted under its section 5§ warrants,
the process described below for giving section 7 suthorisaticms, in combination with
GCHQ's system of internal spprovals and additions, ensures that its activities are
property regulated and subject to strict safeguards and oversight.

Sectlon 7 anthorizations

59.

&0

61.

Section 7 ISA provides that an authorisetion has 1o be issued personally by the Secretary
of State on an epplication 1o him to that effect. The purposes for which warmrants zre
issued are sef ot in saction 7(3) ISA.

. Section 7(1) of 1SA provides that a person shall not be liable in the United Kingdom for

any act done outside the UK for which he would be lishle, if the act is one which is
authorised 10 be done by virtue of an authorisation given by the Secretary of State under
that section.

Paragraph 7.1 of the curremt drafi Equipment Interference Code of Practice requires that
GCHQ applies the provisions of that Code in any case where equipment interference is
to be, or has been, authorised pursuant to section 7 of 1SA. Paragraph 7.7 of the current
draft Equipment Interference Code of Practice states that an application for the giving or
renewal of a section 7 suthorisation should contzin the same information, as far &s is
reasonably practicable in the circumstances, .as an application for a section § CNE
warrant,
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62, Peragraph 7.11 of the current drafi Equipmeni Interference Code of Practice stales that

an suthorisation under section 7 may relate to a broad claes of operations. Pasagraph
7.12 states that where an suthorisation relating 10 & broader clazs of operations has been
given by the Secretary of State under section 7, internal approval to conduct operations
under that sgthorisation in respect of CNE must be sought from a designated seniar
official. In any case where the CNE activity may result in the acquisition of confidential
information, avthorisation must be sought from an Annex A approving officer (and in
the case of GCHO) an Annex A spproving Officer iz someone in 8 small group of
OCHO)'s most s&nior managers).

63. Applications for section 7 suthorisations must, as far as is reasonably practicable in the

circumstances, contain all the detailed matters set out in paragraph [4.5] of the EI Code.
The process by which GCHQ obtains Secretary of State suthorisation for class
authorisations under section 7 of the ISA has evolved over the last few years with an
increasing emphasis on providing detailed information to the Secretary of State about the
type of CNE activities covered by the class suthorisation. Since July 2014 GCHQ has
copied 1o the FCO all of its intemal section 7 approvals for CNE operations which were
given pursuant to the class authorisation. In August 2013 GCHQ recommended that, in
future, the internal approvals should be sent through the relevant department in the FCO
to the Secretary of State and this was agreed by the FCO.

Intermal approvals
64, Where a class authorisation has been given by the Secretary of State under section 7,

65.

internal Approval to conduct individual operations under thet avthorisation in respect of
CHNE must algo be sought from a designated senior official.

Before granting an approval, the senior official must be satisfied that the proposed
opérations are necessary, proportionate and within the scope of the class authorisation.
Approval may only be given where operations are necessary in the interesis of national
security, for the prevention and dewection of serious crime of in the imterests of the
economic wellbeing of the UK. In addition, the senior official must be satisfied that the
nature and degree of the proposed intrusion against target computers is proportionste and
limited 1o that required for the operation to be effective, and that safeguards are in place
to ensure that any aspect of the operation or the data thus obtaimed is handled in a
manner consistent with GCHQ's legal obligations under Intelligence Services Act and
the Human Rights Act Feeding into the internal approvals process is an internal
specialist risk assessment panel, involving a range of relevant technical, operational and
policy leads. This panel provides expert oversight and assurance 1o operators, policy
Jeads end senior leadership that the tocis and wechniques being used, and the way in
which they are being used, present an acceptable level of technical and operational risk.
Key agreements and decisions made by the internal specialist risk assessment panel are
documented. They provide an audit trail and a “history" of decisions (which, for
example, are used to inform risk assessment stalements made in section 7 approval
requests and political submissions).

66. GCHQ copies to the Foreign and Commonwealth Office all of its internal 5.7 approvals

and exiensions for CNE implant operations which were given pursuant to the class
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authorisation.  In addition, if &n operation is judged to present significant risk, the
proposal will be submitted to FCO officals or the Secretary of State (and GCHQ will
also seek FCO legal advice if & proposed operation involves issues of international faw).

E&Thﬂmﬁm?ﬁmdmdmdﬂhmli:lhtmummwhmﬂ:uuulgnlﬂmuhmgc
0 &n existing approval, or when a new target it proposed with the result that an
“addition” 10 an existing approval is required.

Addirians

67. Under &n internal approval, operations against specific targets are authorised by means
of an ‘addition”. The term “addition™ is not specifically defined in GCHQ's internal
arrangements, but is used within GCHQ 1o refer 1o the process and associated formal
documentation for the inclusion of further specific targets within the scope of an existing
internal approval for 8 CNE operation. The “additions form™ requires the same regard to
be had to justification, necessity and proportionality as is required for an initial approval.

68, The level of detail in an sddition will be tailored 1o the operation in question, but it will
describe the specific target (which must fit within the description of the target set in the
relevant imtemnal approval) and the pecessity end proportionality of the planned
operation, 25 well &3 how intrusion into privacy will be managed. The addition will also
describe the planned activity and assess the risks associsted with this (which must fit
within the thresholds set in the relevant internel spproval), The role and seniority of the
authoriser for additions depends on factors including the sensitivity and complexity of
the planned activity, but the authoriser must always have besn trained before assuming
the role.

68A. Analysts will have assigned to them & point of contact within the CNE operational team
with whom they can speak about operational maners. In addition, within their own team
they will have a dedicated point of contact with whom they can discuss any legal and
policy questions.

Records

68B. GCHQ crestes and maintains records of the application for, renewal of, approval of and
cancellation of all warrants under section 5 and class authorisations end internal
approvals under section 7 indefinitely. These include any comments or stipulations from
the Secretary of State relsting to them.

Training

68C. GCHQ has a comprehensive programme of training and testing in place for those
involved in CNE operations and for intelligence analysts who may have access 1o data
obtained in CNE operations. This tralning includes operational and mandstory legelities
training The training involves testing and regular reassessment.

£h Oversight by the Intelligence Services Commissioner

The Commissioner
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69, GCHQ's CNE operations are overseen by the Intelligence Services Commissioner under
section 5%(1) of RIPA. The Rt Hon Sir Mark Waller currently holds this role and he was
appointed by the Prime Minister on 1 January 2011, His predecessor was Sir Peter
{Gibson {lso & former Lord Justice of Appeal).

70. The functions of the Intelligence Services Commissioner, as they relate to CNE, are:

2} To keep under review the exercise by the Secretary of State of his powers to issue,
renew and cancel wammants under sections 5 and & of [SA;

b) To keep under review the exercise by the Secretary of State of his powers to give,
renew, and cancel authorisations under section 7 of 184;

¢) To give the Tribunal all such sssistance (including my opinion on any issue falling to
be determined by it) as it may require in connection with its investigation,
consideration or determination of any matter;

d) To make an annual report to the Prime Minister on the carrying out of my functions,
such report to be laid before Parliament.

71. The Intellipence Services Commissioner formally inspects GCHQ's CNE activity twice &
year, and also makes ad hoc visits 1o look st particular aspects of its work in more depth.
These are known as ‘under the bopnet' visits. During the formal inspections the
Commisyioner raises inguiries, examines procedures and examines the relevant paperwork
for a selection of warrants, class authorisations (including internal approvals and relevant
additions), that he personally has chosen in advance, to ensure that it is in order and that,
in particular, sufficient consideration has been given 1o issues like collatera] intrusion and
privacy. In order 1o permit the Commissioner 10 make & selection of the documents he
wishes 10 see, GCHQ provides him with a “choice letter” containing:

a) Summaries of all section 5 ISA warrants and section 7 ISA class authorisations
that are either in place or which have been cancelled or allowed to expire since
the previous chalce lener, including all internal approvals underneath the later,
Those warrants and class authorisations that the Commissioner has previously
inspected are flagged as such;

b} A list of erors reported to the Commissioner since the previous Review;

¢) A list of intelligence reports at least partially sourced from CNE operations,
which contain confidential or legally privileged material issued since the

d) A list of all warrants and authorisations examined at previous reviews by the

71A. As part of the September 2010 visit, Sir Peter Gibson discussed a recently reponed
CNE error which led 1o & change being made in warrant applications.

71B. During Sir Mark Waller's visit in March 2011 he commented on the section 7
approvals and noted that *proportionality” appeared in its own right on the section 7
approval form, but would have liked to see ‘necessity” appear in its own right on the
form. This change was subsequently introduced.
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During the December 2013 Inspection the Commissioner expressed himself content
with the actions GCHQ had teken in respect of documenting privacy considerations in
werrant and authorisation spplicetion paperwork since June 2013,

Following the discovery of a typographical error relating to the expiry date of the
renewal of 2 section 5 warrant the Commissioner had askad that the Secretary of State
amend the face of the mstrument in his own hand and initial the change. The
Commissioner queried why the emmor had not been picked up sooner and asked 10 se a
copy of the checklist that is used to check warrants before they go up o FCO. He
asked that the List be supplemented with & further check 10 be carried out when the
signed warrant is retumed from the warrant issuing department to ensure that any
future mistakes are picked up st an early stage. He also asked to be informed if there
were mny similar instances in the future and this was agreed.

There was also 8 discussion of what information should be included on warrant
renewal instruments. It was explained that, until recent years, renewsl instruments for
section 5 warrants had contained the minimum wording stipulated by 1SA section 6.
GCHQ had subsequently added a description of the property (which made it easier to
sez 1o what a renews] instrument referred), and, prompted by the Commissioner, had
then added a final paragraph reminding the Secretary of Sware of his statutory
obligations when signing the renewal. The Commissioner™s view was sought as to
whether it would be belpful to add & description of the actions authorised by the
warrant. Sir Mark felt that, if we were minded to make farther changes 1o the renewal
instrument, we might consider including all the relevant wording from the original
mEtrument

In the May 2014 Inspection the Comruissioner recommended 2 new form of words for
section 5 warrants which make clear thet the Secretary of State is authorising on the
basis that GCHQ will ect in accordance with the accompanying submission. He also
made recommendations about the conditions set ouwt in the submissions and
instrumnents. He continued to monitor thematic property warrants closely.

In the November 2014 Inspection the Commissioner expressed himself comtent that

GCHQ record on the warmant instrument that we will comply with any conditions set

out in the accompanying submission as this formally joins the warrant to the
St

There was also discussion about section 5 1SA warrants that are “thematic” rather than
relsting to specific property. The Commissioner asked that saction 5 warrants should
relate to specific property wherever possible rather than relying on a thematic warrant.
Orverall the Commissioner indicated that he was content for such warrants 1o be used,
where there is no intrusion imto privacy, but emphasised that they should be the
exception and not the rule.

The Cammissioner”s April 2015 Inspection was the first inspection at which the
Commissioner formally inspected the Additions layer (under internal approvals) for
the 5.7 authorisations process. As zlready set out above, this is the layer st which
individual targets are usually described. The Commissioner recommended changes be
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made io epsure thai each element 13 deslt with explicidy end ai the earliest
opportunity. These changes have been implemented.

Sir Mark Waller has conducied o number of what be refers 10 a8 “onder the bonnet™

a) On 20 Japuary 2012 Sir Mark was briefed on GCHQ"s CNE activities.
b) On 10 July 2013 Sir Mark sst in on one of the legalities courses,

¢} On 11 September 2014 Sir Mark visited GCHQ following an approach 1o him by a
BBC journalist, following media reports about certain alleged CNE activities.

The Commissioner's most recent “under the bonnet” visit was on 9 December 2014,
This visit was intended to give him an overview of GCHQ"s operational use of CNE
s0 thet he could see how our internal governance processes meshed with the
suthorisation regime. During the visit we established that Sir Mark fully undersiood
the saction 5 suthorisation regime, o the focus was primarily on operational activity
guthorised under ISA 5.7, and bow GCHOQ used itz imiemnal hierarchy of approvals and
additions. Sir Mark was brefed on the intemal approvals process, and the
gircumnstances where GCHQ would seek political approval for activities.

| am aware that the Intelligence and Security Committes of Parliament, in their report
of 12 March 2015, “Privacy and Security: A modem and transparent legal
framework”™, addressed section 7 suthorised operations at paragraphs 1771f and said
this &t Recommendation BB on page 66:

“While infrusive action within the UK requires o Ministerial warrand, owiside the UK
it ix guthorised by the ure of a Class Aushorisation under the Infelligence Services Act
1994, However, the Agencies do not all keep detailed records of operational activity
condicted under these Class Authorisations. [r Is essemiial thar they keep
comprehensive and accurate records of when they use these powers. It is unaccepiable
noi to record informarion on infrusive action. *

Given the Commissioner's clear endorsement of GCHQ's internal section 7 processes
gnd the associated record keeping undertaken by GCHO (the “audit teil™ in the
Commissioner's words), 1 do not consider that this statement relates to GCHQ's CNE
operations. As set out earlier in this statement GCHQ does keep very detailed records
of CNE activity cconducted pursuant 1o section 7 authorisations, including all detsils
of internal Approvals and Additions.

Fimally, it is to be noted that we have an established process for reporting errors to the
Commissioner. In particular error reports follow a standard stroctare with sections
addressing:

The background;

How and why was it ideatified?

What was the magnitude of the error?

Why did this happen?

How we'll make sure it never heppens again,
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Reports of the Commissioner

(2

TiA.

72B.

T2C.

In his formal reports, the Commissioner has expleined the extent of his oversight of
GCHQ's CNE activities and made a pumber of positive comments sbout GCHQ's CNE
operstions and the thoroughness of its processes. In his report for 2013 [CM1-20] the
commissioner stated:

“From my work it is clear to me that GCHOQ apply the same human rights considerations
and the same privacy considerations, checks and balances to the virtual world as they do
to the real world, From my scrutiny of GCHQ suthorisations, inspection visits and my
under the bonnet work, it is my view that GCHQ staff continue to conduct themselves
with the highest level of integrity and legal compliance.”

[n his Report for 2014 [CM1-16) the Commissioner explained the nature of ks review
functions and highlighted the extent of co-operation which he received from the
Agencies in this regard, He stated:

“1 emphesise that I do this activity personally and | undertake my duty rigorously and
nmdrmdrpuﬂmﬂydgmm?uhmmmdhmuﬂ:mqmdu
themselves, without political favour or personal bias...”

“A duty of cooperation is imposed on every member of every agency, every
departmentsl official and every member of the armed forces to disclose or provide 1o
me &ll such documents and information as | may require. | have never had anything
but cooperation in this regard.”

In the same report he commented on GCHQ's record keeping in terms of warrantry
and suthorisation:

“GCHQ also take compliance extremely seriously and the paperwork GCHQ provided
was in good order end 1 found no slips.™

The Commissioner also noted thet he had spent a day st GCHQ looking a1 the system by
which GCHQ manages its intemal spprovals and additions, and questioning the staff
who undertake the approvals and the CNE activity, in order to understand what
consideration was being given at each stage of the process to protecting privacy, and
what wes done with any product from CNE operations, The Commissioner concluded:

“My under the bonnet inspection in December provided me with a greater understanding
of how GCHQ's internal approvals apply to section 7 class authorisations. | was satisfied
with the formality of the audit trail and the level of consideration that was given to each
operation; it was clear to me that & great deal of thought was going into the process...”

“GCHQ primarily operate under class authorisations and have very few specific section
75, They provide for my oversight the intenal approvals they make under each class
authorisation and have implemented my recommendation to engure that the paperwork
reflects that these approvals are only valid as long as the class awthorisation is in place.
They are approved by a GCHQ senior official but if there is any additional sensitivity or
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3.

palitical risk it will only be signed afier & senior Foreign Office official or the Foreign
Secretary has been consulied and agreed the operation is sppropriate. | have made it
¢lear that the senior official cannot authonse necessity and proportionality; this decision
roust be made by the Secretary of State and cannot be delegated.”

“GCHQ's internal spprovals are supplemented by what they call an “addition”. To help
me gain a better understanding I spent & day in GCHQ:

= Looking more closely st the system;

- Questioning the stafl who undertake the approvels; end

- Questioning the staff who undertake the activity.”

“] wanted to be cleer what consideration was being given to prolecting privacy af each
stage of the process and what was done with any product obtained. | stressed to them the
impaortance 1 place on filters which help avoid any unnecessary intrusion.”

“] was impressed with the formality of the audit trail and the level of consideration; it
was clear 10 me that a great deal of thought was going into assessing the necessity for the
activity in the national interest and to ensure privacy was invaded to the least degree
possible. In fumore | recommended that these additions are included in the list of
operations provided 10 me 1o allow me to select for closer examination and also to ensure
1 have a full understanding of the scals of operations in GCHQ.”

The Committes

74,

75.

76.

Tl

GCHQ is responsible 1o the Secretary of State for Foreign and Commonwealth Affairs.
The Secretary of State is in turn accountable 1o Parliament. Parliamentary responsibility
for serutiny of the activities of GCHQ falls principally to the Intelligence and Security
Committes of Parlisment [“the [SC™).

The ISC, in its ariginal form, was established by the Intelligence Services Act 1924, On
25 June 2013 the ISC was reconstituted under the Justice and Security Act 2013 ("the
JSA™). From that date onwards the JSA has provided the govemning statutory framework
for the 1SC. In its snnual report for 2012-2013 [CM1-17], the 1SC stated that it
welcomed the changes in the JSA and that those changes were “broadly in line with
those which we ourselves had previously recommended to the Government, and which
will increase accountability” (at page 83).

The 1SC operates within the “ring of secrecy™ which is protected by the Official Secrets
Act 1980, It may therefore consider classified imformation, and in practice takes oral
evidencs in open and closed session from the Foreign and Home Secretaries, the three
heads of the imelligence services, and their staff.

The beads of the intelligence services are under & general cbligation to armrange for any
information requested by the ISC in the exerciss of its functions to be made availsble 1o
it. The power 1o refuse such a request has been removed from the heads of the
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imelligence services and now lies with Ministers slone, who can only exercise this
power in certain limited circumstances.

78. In order 1o be able effectively to carry out its expanded remit under the JSA, the ISC's
budget has been substantially increased and the I1SC is in the process of recruiting further
siaff. This will result in & three-fold increase in the 1SC"s investigative capacity.

Privacy and Security: A modern and transparent legal framework

79. The ISC sets its own agends and work programme. Following the Snowden
allegations in the summer of 2013, the [SC decided 1o investigate an allegation made in
some of those reports to the effect that GCHQ bad acted illegally by accessing
communications content via the US PRISM programme. Om 17 July the Committes made
2 statement [CM1-18] which concluded that the allegation that GCHQ circumventsd UK
law by using the NSA's PRISM programme 10 access the content of private
communications was unfounded. They also concluded thar it would nevertheless be
proper 1o “... consider further whether the current statutory framework governing access
to private communications remains adequate.”™

80. On 17 October 2013, the |SC announced that it would be broadening this review of the
legislative framework governing the intelligence services’ access to the content of private
communications to consider, additionally, the appropriate balance between privacy end
security in an intemnet age [CM1-19). The result of this review, Privacy and Security: A
modern and transparent legal framework, was published on 12 March 2015 [CM1-13].
Paragraph v of the introduction to the review says:

*“Our Inquiry has involved a detailed investigation into the intrusive capehilities that are
used by the UK intelligence and sccurity Agencies. This Repori contains an
unprecedented amount of information sbout those capabilities, including how they are
used, the legal framework thet regulates their use, the authorisation process, and the
oversight and scrutiny arrangements that apply.”
£1. The Commitiees first key finding reads:
“We are satisfied that the UK’s intellipence and security Agencies do not seek 1o
circumvent the lew — including the requirements of the Human Rights Act 1998, which
governs everything that the Agencies do.”

B2. In the report the Commitiee also indicated that it had been informed abow the full range
of Agency capabilities, how they are used and how they are authorised.
Conclusion
8. In this statement | have endeavoured to the best of my ability and knowledge to:
- describe the range of serious national security threats faced by the UK and its people
1o which GCHQ is required to assist in defending sgainst;
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- mmmmmmmmwm(m}wum
help us counter these threats, principelly internstional terrorism cyber aftack
(including from hostile state actors), and serious crime (including child sexual
exploitation);

- give en eccount of the robust procedures for the use of GCHQ's CNE capabilities, and

summarise the result of varouws Parliamentary, judicial and other inquiries and
inspections which shows GCHQ's adherence to these strict procedures;

- describe the growing importance of CNE to the protection of the UK. Whilst it has
been en important GCHQ capability for many years, its importance has been growing
end s set to grow further, partly because of the growth of ubiquitous encryption which
has affected GCH()'s ability to collect data for intellipence purposes by other means.
It is therefore the case that without CNE capabilities GCHQ's ability to protect the
British public from terrorism, cyber aftack, online child sexual exploitation and 2
range of other sericus crime would be badly diminished.

Statement of Truth

1 balieve that the facts stated in this statement are true.

Signed: A

Dated: 16 Mosg barm 2015
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Statement No 2
For the Respondents
Dated 23 November 2015

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. IPT/14/85/CH
BETWEEN:
PRIVACY INTERNATIONAL
Claimagi
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. [PT/120-126/CH
BETWEEN:
GREENNET LIMITED
RISEUF NEWOREKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (*JINBONET™)
GREENHOST
MEDIA JUMPETART, INC
CHAOQOS COMPUTER CLUB
Claimants

~and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
{2) GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

SECOND WITNESS STATEMENT OF CIARAN MARTIN

|, Ciaran Liam Martin, of Govemment Communications Headguarters (GCHQ), Hubble Road,
Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1) 1 am the Director General for Cyber Security &t GCHQ and a2 member of GCHQ's main
Board. In that role, I am responsible for GCHQ's statutory responsibilities for information
security in the United Kingdom and its work protecting the UK from cyber threats. | also
have wider responsibilities for GCHQ's external communications and policy. 1 have been in

1
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)

3)

4)

this role since February 2014, having previously served in the Cabinet Office as Director of
Constitutional Policy, Director of Security and [ntelligence, and head of the Cabinet
Secretary's Office. | have been a public official since 1997.

This is my second witness statement in these proceedings which | am authorised 10 make on
behalf of the Respondents. The contents of this statement are within my own knowledge and
are true to the best of my knowledge and belief. Where matters are not within my own
knowledge they are based upon documentation made evailable to me and from discussions
with others within the depariment.

Attached to this statement and marked Exhibit [*CM2'] is a bundle of relevant documents.
Tab and page numbers below are references to that Exhibit.

In this second statement | address GCHQ)'s safeguards for communications protected by legal
professional privilege (“LPP") and other confidential communications,

LPP and confidentinl communications

)

6)

7

§)

%)

The RIFA Interception of Communications Code of Practice and the draft Equipment
Interference Code of Practice stipulate that particular consideration should be given in cases
where the subject of the interception might reasonably assume & high degree of privacy, or
where confidential information (such as that which is legally privileged) is involved, GCHOQ
therefore takes special care to ensure that the scquisition, analvsis and retention of
communications in these circumsiances, and the dissemination of any inelligence produced
from them, is necessary and proportionate.

GCHO treats four main categories of meteriel a2 requiring special handling and
dissemination; material that is legally privileped, confidentinl personal Information,
confidential joumalistic information and the communications of and with UK legislators.

GCHQ applies those safeguards and handling procedures in place to ensure compliance with
the RIPA Interception of Communications Code of Practice to all its data, imespective of
origin. Therefore, GCHQ's policies are applicable across the board, and apply equally to data
derived from Computer Network Exploitation (CNE) as they do to data derived from other
forms of interception.

A number of different GCHQ policies are relevant to the interception of legally privileged
communications,

Acting on the advice of Counsel o Her Majesty's Govemment (HMG), and following the
Belhaj IPT complaint, GCHQ's policies on the interception and reporting of legally
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privileged communications were updated in the first half of 2015. In June 2015 the
Interception of Communications Commissioner’s Office (10CCO) was consulted on these
changes, and by August 2015 the policies had been further amended to incorporate
suggestions made by IDCCO,

100 A copy of the *Targeting® section of GCHQ's Compliance Guide is attached st [CM2-1].
This contains guidance where there may be targeting of lawyer's communications. This
requires that “careful consideration™ is given where lawyer<clisnt communications are
targeted. The 2015 changes to the policies on the interception and reporting of legally
privileged communications stipulate that if officers intend to carry out any targeting that may
attract any of the four categories of sensitive communications, (including those of a lawyer),
an internal authorisation (2 Combined Folicy Authorisation (COPA)) must be obtained. In
particular, where legally privileged information is or is likely to be involved, this
authorisation must be ratified by a senior Foreign and Commonwealth Office (FCO) official
prior to its approval within GCHQ.

11} Further information is provided in the ‘Communications contsining Confidential
Information® section of the Compliance Guide (see attached st [CM2-1]). This document
contains stipulations which are necessary in order to comply with the requirements of the
Code of Practice where material which is legally privileged may be intercepted, This makes
expressly clear that no material should be transcribed, gisted or otherwise analysed unless
there are reasonable grounds to believe that it is necessary on the grounds of national
security, the economic well-being of the UK or preventing or detecting a serious crime (see
page 3 of [CM2-2]). It also states that intelligence based on the interception of confidential
information can only be disseminated in accordance with GCHQ Reporting Policies on the
sensitive professions and proportionality. Any intelligence that may potentially be
confidential must be submitted for mandatory sensi-check. Staff other than those in the
relevant GCHQ team are not empowered to release such information themselves unless as
per agreement with the relevant GCHQ team.

12) As of April 2015 it specifies in the "Communications containing Confidential Information”®
section of the Compliance Guide that if officers are likely to obtain confidential information
as a result of their targeting activities, they must obtain a2 COPA in advance. This directive
reasserts that in the case of legally privileged information, the COPA must be ratified by a
senior FCO official,

13) The "Owersight” section of the Compliance Guide (see [CM2-3]) explains that both the
Intelligence Services Commissioner and the Interception of Communications Commissioner
have oversight of the Intelligence Agencies' activities in respect of the four categories of
communications containing confidential information, as specified above. Warmants and
reporting that relate to communications conteining confidential information will explicitly be

K
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brought to the amention of the relevant Commissioner during the next inspection visit. Any
material containing confidential communications that is retained will be made svailable 1o
the relevant Commissioner if requested, including detail of whether that material has been
disseminsted,

14) GCHQ's Intelligence Shering &nd Felease Policy (see [CM2-4]) which came imo force in
September 2013 and was updated in June 2015 contains further guidance on the RIPA Code
of Practice, the Human Rights Act 1998 and confidential communications. This document
explains legal privilege and makes clear that such communications attract a special
sensitivity, Any such material must undergo a mandatory sensitivity check (referred 1o as a
sensi-check in the guidance). This check is done by a team separate from the team dealing
with reporting. If in & panticular case it is proportionate to release legally privileged material,
the reporter will be instructed to apply the following caveat to the report, to help demonstrate
thm GCHOQ has taken accoumt of the communications' sensitivity and the heightened
threshald of proportionality:

“This report comtains material that may be subject to legal professional privilege, and
omvard dissemination/dction On ix not to be raken withow reverting to GCHQ. "

15)The Intelligence Sharing and Release Policy sets out how the process of sensi-checking
should be conducted. It also makes clear makes clear that communications of, and as of
2015, mention of sensitive professionals including lawyers or legal advisers are subject 1o &
mandatory sensi-check. Prior to the creation of the Intelligence Sharing and Release Policy in
September 2013, the equivalent policy was to be found in "Reporting Policy - Senshive
Professions” (see [CM2-5]) which applied between December 2010 and September 2013 and
in Repnotes 27 and 28 (see [CM2-6]) which applied berween 2005 and December 2010. The
changes to the palicy on the interception and reporting of legally privileged communications
in the first half of 2015 brought with it a lowering of the threshold for sensi-check for the
reporting of privileged material. Presently, all reporting that mentions a lawyer must be
submitted to sensi-checkers, who will refer & high number of these reports to Legal Advisers.
Formerly, only reporting on the communications of & lawyer went via this route, As a result
of the implementation of the 2015 policy and process amendments, the amount of reporting
referred by sensi-checkers to Legal Advisers 1o ascertain whether or not the contents of an
intelligence report carries legal privilege or not has arisen.

16) The “Sensi-Checking: How To Guide™ (see [CM2-T]), contains a separate section on legal
privilege. This makes clear that reporters and reporting quality checkers are not qualified or
permitted to decide whether:

g} .the communicetions are privileged - this is reserved 1o Legal Advisers (LA) or to sensi-
checkers or
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b) reporting the privileged communications is necessary and proportionate — this is reserved
to sengi-checkers (acting on legal advice if appropriate).

| 7) Further it is made clear that the act of sensi-checking any such reporting is not sufficient to
meet the Code of Conduct and it is vital that the additional consideration required is given
end recorded. This is followed by a step by step guide to identifying whether the material is
privileged which is used by sensi-checkers; guidance on the sending of reports 1o Legal
Advisers; guidance on the reporting of such material including whether caveats should be
added to the report and guidance on sensi-check exceptions (where the subject happens to be
a lawyer but where the information obtained from them is routinely not privileged). The
current version of the “Sensi-Checking: How To Guide” is dated March 2015 and the
previous version of thal Guide was last updated in December 2013,

18) Legally privileged material is not shown to lawyers engaged in relevant litigation. The
practice underpinning this, known as [nformation Barriers, is set out in [CM2-8]. It is
awaiting formal approval by the relevant GCHQ senior official. However, this policy has
been followed in prectice across the depertment since the Belhaj ruling, and reflects
longstanding practice before that date.

193 As of June 20135, the Review and Retention section of the Compliance Guide states that
material that contains legally privileged or other confidential information, or directly
involves British Parliamentarians, and that is not required for intelligence reporting purposes
must be deleted as soon as practicable, and that requests for exceptional retention of such
material are unlikely to be approved. Following the Belhaj ruling, GCHQ made changes to
the arrangements for the retention of legally privileged material. Prior to the Belhaj claim,
non-reissued intelligence reports were retained in GCHQ's intelligence report repository
along with all other intelligence reports. Following Belhal, GCHQ has taken steps to ensure
the isolation of any legally privileged intelligence reporis which have been retained in the
repository and do not mest the threshold for onward reporting by GCHQ 1o it customers.
GCHOQ now intends to institute routing isolation and deletion on a rolling basis; intelligence
reports will continue to exist in the intelligence report repository for six months in onder to
give all relevant analysts the opportunity 1o assess the relevance of the intelligence. Afier this
time non-reissued legally privileged intelligence reports will be moved into isolation and will
become subject to strict access controls. These isolated intelligence reports will be routinely
deleted on a rolling monthly basis.

2011 also atach (see [CM2-9]) an up-to-date summary of GCHQ's policy and guidance in

relation to the special protection afforded to legally privileged information and other
especially sensitive communications.
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Statement of Truth

| believe that the facts stated in this statement are true.

T FT e T

Daed: 1% Nesember 2015

hid
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Statement No 3
For the Respondents
Dated 24 November 2015

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. IPT/14785/CH
BETWEEN:
PRIVACY INTERMNATIONAL
Claimant
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. [PT/120-126/CH
BETWEEN:
GREENNET LIMITED
RISEUF NEWORKS, INC
MANGO EMATL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET™)
GREENHOST
MEDLA JUMPSTART, INC
CHAOS COMPUTER CLUR
Claimants
=and-
(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS

Respandents

THIRD WITNESS STATEMENT OF CIARAN MARTIN

I, Ciaran Liam Martin, of Government Communications Headquarters (GCHQ), Hubble Road,
Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1} 1 am the Director General for Cyber Security &t GCHQ and a member of GCHQ's main
Board. In that role, I am responsible for GCHQ's statutory responsibilities for information
security in the United Kingdom and its work protecting the UK from cyber threats. 1 also
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2)

3)

have wider responsibilities for GCHQ's external communications and policy. | have been in
this role since February 2014, having previously served in the Cabines Office as Director of
Constitutional Policy, Director of Security and Imelligence, and head of the Cabinet
Secretary’s Office. 1 have been a public official since 1997.

This is my third witness statement in these proceedings which 1 am authorised to make on
behalf of the Respondents. The contents of this ststement are within my own knowledge and
are true to the best of my knowledge and beliel. Where matters are not within my own
knowledge they are based upon documentation made available to me and from discussions
with others within the depariment.

In this third statement | respond to certain statements in the Claimants’ evidence.

Claimants® evidence

4)

3)

6)

7

Erofessor Anderson

At §621-23 of Professor Anderson's evidence he esseris thai the inrusion which occurs
during CNE activities “may place lives st risk™ and he cites an example of political
opponents hacking servers in hospitals in Oregon which imterfered with medical equipment
and put lives at risk.

GCHQ's CNE activities are carefully monitored, planned, authorised and inspected. We can
only use any of our capabilities when it is necessary and proportionate to do so. So, whilst
CNE, like a very broad renge of other human activity, can put lives at risk if conducted in a
reckless and irresponsible way, putting the lives of innocent members of the public at risk is
not acceptable 1o GCHQ. GCHQ never carries oul reckless and irresponsible CNE
operations. That would be unlawful and we do not do it.

Additionally, GCHQ's processes for CNE include an expert risk assessment panel. This is
referred to in my first statement at §65.
Eric King

In terms of the scale of CNE operations (see §§136-141 of Mr King's statement), GCHQ
cannot confirm or deny assertions regarding the scale of its operations. However, it is simply
not correct to assert that GCHQ is using CNE on an indiscriminate and disproportionate
scale. As discussed at §28 of my first statement, CNE is a critical GCHQ tool.
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Erofessor Sommer

8) 1 would not accept Professor Sommer's criticism of the CNE Code on the basis that the type

9

of activity which is involved is too imprecise (see §111T of his statement). The definitions in
§1.6 of the Code do broadly reflect the type of CNE which is conducted and it is to be notad
that the Ministerial Foreword to the Consulation Document published with the Code also
prve further detail including that it applies to different investigative techniques (i.e. different
from interception} including “the use of computer network exploitation, to identify, rack and
disrupt the most sophisticated targets.”

Nor would [ accept his statement about the role of Ministers. Professor Sommer asserts that
politicians have an insufficient understanding of the methods which are employed, e.g. by
GCHQ, in the CNE field, such that they are unable properly to assess necessity and
proportionality when authorising warrants/authorisations under 5.5 and 5.7 1SA.

10} It is eur responsibility within GCHQ to make sure that we explain the nature of our proposed

activity and the intelligence requirements for it so that those who have to suthorise the
activity can do so on & fully informed basis. It is for that reason that we provide detailed
information in support of the 5.5 and 5.7 wamranis/authorisations, as required under the CNE
Code. In terms of the CNE Code, it is to be noted that following the public consultation
process, the Equipment Interference Code of Practice was laid before Parliament on 4
Movember 2015, However the paragraphs and paragraph numbers referred to in this and my
previous statement ere unaliered.

11)This detailed information (s then given serious anention by senior Ministers and their

advisers. In respect of 5.5 and 5.7 warranis/authorisations, the FCO has a unit headed =t
Director Ceneral level which, inter alia, advises the Forelgn Secretary on asuthorisation
epplications. Part of this process involves seeking advice from the department's [awyers,
whose views are reflected directly. Meetings 1o discuss individual warrants/authorisations,
andfor requests for further information, and/or requests for different options, are common. As
such, Ministers engage very significantly in the detail of the authorisations process and
scrutinise carefully the methods that are employed.

12) As to the issues raised at §§96.2 and 108-111 of Professor Sommer's statement, there are

precautions which are applied where there is any risk that CNE activities may have the
potential to affect evidence in future criminal prosecutions.
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Etatement of Truih

I believe that the facis stated in thie stetemeni are froe.

Dated: Q"I ”MHIF'EI" 2015
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Statement No 3
For the Respondents
Dated 24 November 2015

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. IPT/14/85'CH
BETWEEN:
PRIVACY INTERNATIONAL
Claimant
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOVERNMENT COMMUNICATIONS HEADQUARTERS
idents

IN THE INVESTIGATORY POWERS TRIBUNAL Case No. IPT/120-116/CH
BETWEEN:
GREENNET LIMITED
RISEUF NEWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUE

Claimants
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2) GOYERNMENT COMMUNICATIONS HEADQUARTERS

Respondents

THIRD WITNESS STATEMENT OF CIARAN MARTIN

I, Ciaran Liam Martin, of Government Communications Headquarters (GCHQ), Hubble Road,
Chehenham, Gloucestershire, GL31 0EX, WILL SAY as follows:

1} 1 am the Director General for Cyber Security at GCHQ and a member of GCHQ's main
Board. In that role, I am responsible for GCHQ s statutory responsibilities for information
security in the United Kingdom and its work protecting the UK from cyber threats, | also
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2)

3)

have wider responsibilities for GCHQ's external communications and policy. | have been in
this role since February 2014, having previously served in the Cabinet Office as Director of
Constitutional Policy, Director of Security and Intelligence, and head of the Cabinet
Secretary’s Office. | have been a public official since 1997,

This is my third witness statement in these proceedings which | am autherised to make on
behalf of the Respondents. The contents of this statement are within my own knowledge and
are true to the best of my knowledge and belief. Where matiers are not within my own
knowledge they are based upon documentstion made available to me and from discussions
with others within the department.

In this third statement | respond to certain statements in the Claimants’ evidence.

Claimants’ evidence

)

3)

6)

7

Professor Anderson

At §5§21-23 of Professor Anderson's evidence he asserts that the intrusion which occurs
during CNE activities “may place lives at risk” and he cites an example of political
opponents hacking servers in hospitals in Oregon which interfered with medical equipment
and put lives =t risk.

GCHQ's CNE activities are carefully monitored, planned, authorised and inspected. We can
only use any of our capabilities when it is necessary and proportionate to do so. So, whilst
CNE, like a very broad range of other human activity, can put lives at risk if conducted in a
reckless and irresponsible way, putting the lives of innocent members of the public at risk is
not acceptable to GCHQ. GCHOQ never carries oul reckless and irresponsible CNE
operations. That would be unlawful and we do not do it.

Additionally, GCHQ's processes for CNE include an expert risk assessment panel. This is
referred to in my first statement at §65.

Eric Ki
In terms of the scale of CNE operations (see §§136-141 of Mr King's statement), GCHOQ
cannot confirm or deny assertions regarding the scale of its operations. However, it is simply

not correct to assert that GCHQ is vsing CNE on an indiscriminate and disproportionate
scale. As discussed at §28 of my first statement, CNE is a critical GCHO tool.
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%

meEr

| would not accept Professor Sommer's criticism of the CNE Code on the basis that the type
of activity which is involved is too imprecise (see §111f of his statement). The definitions in
§1.6 of the Code do broadly reflect the type of CNE which is conducted and it is to be noted
that the Ministerial Foreword to the Consultation Document published with the Code also
gave further detail including that it applies to different investigative techniques (i.e. different
from interception) including “the use of computer network exploitation, to identify, track and
disrupt the most sophisticated targets.”

MNor would | sceept his statement about the role of Ministers, Professor Sommer asserts that
politicians have an insufficient understanding of the methods which are employed, e.g. by
GCHQ, in the CNE field, such that they are unable properly to assess necessity and
proportionality when authorising warrants/authorisations under 5.5 and 5.7 1SA.

10} It is our responsibility within GCHQ to meke sure that we explain the nature of our propased

activity and the intelligence requirements for it so that those who have to authorise the
activity can do so on & fully informed basis. It is for that reason that we provide detailed
information in support of the 5.5 and 5.7 warrants/authorisations, as required under the CNE
Code. In terms of the CNE Code, it is to be noted that following the public consultation
process, the Equipment Interference Code of Practice was laid before Parliament on 4
November 2015. However the paragraphs and paragraph numbers referred to in this and my
previous statement are unaltered.

11) This detailed information is then given serious aftention by senior Ministers and their

advisers. In respect of 5.5 and 5.7 wammants/authorisations, the FCO has a unit headed at
Director General level which, inter alia, advises the Foreign Secretary on suthorisation
applications. Part of this process involves sesking advice from the department's lawyers,
whose views are reflected directly. Meetings to discuss individual warrants/authorisations,
and/or requests for further information, and/or requests for different options, are common, As
such, Ministers engage very significantly in the detail of the suthorisations process and
scrutinise carefully the methods that are employed.

12) As to the issues raised at §5%96.2 and 108-111 of Professor Sommer's statement, there are

precautions which are applied where there is any risk that CNE activities may have the
potential to affect evidence in future criminal prosecutions.
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Statement of Truth
] believe that the facts stated in this statement are true,

Dated: QY% Nowenloer 2015
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IN THE INVESTIGATORY POWERS TRIBUNAL Case Nos. IPT 14/85, 120-126/CH
BETWEEN:

PRIVACY INTERENATIOMNAL
GREENNET LIMITED
RISEUF NETWORKS, INC
MAMNGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET")
GREENHOST
MEDIA JUMPSTART, INC.
CHAOS COMPUTER CLUB
Claimants
sand=

{1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

{2) GOVERNMENT COMMUNICATION HEADQUARTERS
efendants

SKELETON ARGUMENT SERVED ON
BEHALF OF THE CLAIMANTS

For hearing: Tuesday 1 December 2015

References in the form [AX/Y] are to Volume X, Tab Y of the Authorities Bundle.

References in the form [BX/Y/Z] are to Tab X, Page Y, Paragraph Z of the Open Bundle.
References beginning “CM" are to exhibits to the witness statements of Ciaran Martin.

References in the form [DX/Y/Z] are to Tab X, Page Y, Paragraph Z of the Open Documents.

A.

Introduction

This case is about whether GCHQ has complied with domestic law and the ECHR when
carrying out computer hacking? and deploying malwared.

Until the open response was served, GCHQ refused to confirm or deny whether it had
CNE capabilities, or had ever used them. This was a bizarre stance, since computer
hacking tocls are freely commercially available?, and regularly used. As Professor
Sommer put it “if certain expioit tools can be deployed by 16 and 17 year olds fo significant
effect... then it would be very surprising if GCHQ were nof able to call upon and use similar or
betier techniques” [BB/69/17]. A more sensible approach is now taken; GCHQ has co-

! Known within the Agencies as CNE, Computer and Network Exploitation.
! A portmantean word: malicious saftware, designed o intrude or have other effects unwanted by the owner or user

af the computer,
¥ See [DAS9] ("Hacking Team', & commercial provider of CNE) and [6%/15] (Repori, Sommer).
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operated in the production of a detailed schedule of avowals. With the possible
exception of 'bulk CNE' (Issue &(e)}, the schedule has been agreed.

3, Further, until this claim was brought, GCHQ's CNE operations had been conducted
without public knowledge of the applicable safeguards. The consequences have been
predictable. When rules governing surveillance are not subject to public scrutiny or
testing. public authorities tend to interpret their legal powers to maximise their ability to
use intrusive measures, whilst failing to put in place adequate safeguards. As in other
recent cases, litigation has spurred a belated attempt at compliance with the law.

CNE

4 Strong safeguards governing CNE are needed because, when deployed against an
individual’s computer or telephone, CNE can achieve results that are i least as intrusive
as if the targeted individual were 1o have his house bugged, his home searched, his
communications intercepted and a tracking device fitted to his person.

5. The intrusiveness of gaining access to a modern telephone was summarised by Chief
Justice Roberts in Riley v California in the Supreme Court of the United States. The basic
point is that “a cell phone search would typically expose to the govermment far more than the
most exhaustive search of a house...” As Roberts C] explained:

“Cell phones differ in both a quantitative and a qualitative sense from other
objects that might be kept on an arrestee’s person. The term “cell phone” is itself
misleading shorthand; many of these devices are in fact minicomputers that also
happen to have the capacity to be used as a telephone. They could just as easily
be called cameras, video players, rolodexes, calendars, tape recorders, libraries,
diaries, albums, televisions, maps, or newspapers.

First, a cell phone collects in one place many distinct types of information —an
address, a note, a prescription, a bank statement, a video — that reveal much
more in combination than any isolated record. Second, a cell phone’s capacity
allows even just one type of information to convey far more than previously
possible. The sum of an individual's private life can be reconstructed through a
thousand photographs labeled with dates, locations, and descriptions; the same
cannot be said of a photograph or two of loved ones tucked into a wallet. Third,
the data on a phone can date back to the purchase of the phone, or even
earlier...”

6, Further, CNE techniques can be deployved against entire networks of communications
infrastructure, giving access to numerous computers at once, The consequence is the
ability to gain bulk access to the data of very large numbers of people.

¥ It 15 not understood why GCHO s ot willing to avew Bulk CNE, given that it told David Andersen QC it needed
“the poptineed ability to acquire bulk data from a variety of sources, including through the use of new technigques,
such as CHNE™ [CM1/7/258/10.40( )], Whether ar nol that means as a mafier of sinct construction that Bulk CNE &
currently taking place, there can no longer be any senous prospect of any harm to national security from such
confirmation being given, and the Respondents have made no effon 1o explain why they think there might be.
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11.

CNE is not a passive means of collecting intelligence, in contrast to interception. It
requires active intrusion into 2 persons’ computer, and often involves changing and
altering the system to serve the purpose of the intruder. This has important
conseguences for the quality of the legal regime needed.

An intrusion into property that is not merely passive (such as a section 8(1) or 8(4) RIFA
intercept) requires the strongest safeguards, not least because evidence obtained by CNE
(and computers subject to CNE) is admissible in evidence, and forms the mainstay of
many serious crime prosecutions. At its most serious, CNE can be destructive of people
and property: for example, the ‘Stuxnet’ CNE operation which was aimed at disrupting
nuclear centrifuges [BB/87/§72, DC/30].

Further, in order to carry out CNE, GCHQ must either seek or induce security holes in
the systems that protect our computers, telephones and networks. Some of the more
troubling elements of the Snowden disclosures are that the Five Eyes agencies have

in activities that weaken computer security for all {see Professor Anderson at
[BB/ 54, §649-77] and Mr King at [BB/22/§§70-116). This has created a market in buying
and selling computer vulnerabilities to nation states, and a strong incentive for nation
states to weaken computer security to facilitate their access (see Professor Anderson at
[BB/50/§833-48] and Mr King at [BB/24,/8878-80]). Further, like any complex computer
software, malware may have serious unintended effects. At the simplest level, users may
be left vulnerable. Malware may spread beyond the intended targets.

Princivl

CNE is thus a powerful and flexible technique, which carries greater risks to privacy and
the security of the community than other forms of surveillance. In some limited cases, its
covert use to gather information may be necessary and proportionate, subject to proper
safeguards. Some CNE operations represent “... a reasomable exfension of how civilised
societies huve dealt with law enforcement intrusion into physical property for mamy years”
[Professor Anderson BB/ 47/19).

The issue is the presence of proper safeguards. As David Anderson QC notes, echoing
the language of the ECtHR case law:

"13.5 ... in an age where trust depends on verification rather than reputation,
trust by proxy is not enough, Hence the importance of clear law, fair procedures,
rights compliance and transparency: not just fashionable buzz-words, but the
necessary foundation for the trust between government and governed upon
which the existence of coercive and intrusive powers depends in a modemn
democracy”. [CM1/7/304]

In consequence:

"13.18... if the acceptable use of vast state powers is o be guaranteed, it cannot
simply be by reference to the probity of its servants, the ingenuity of its enemies
or current technical limitations on what it can do. Firm limits must also be
written into law: not merely safeguards, but red lines that may not be crossed”

[CM1/7/307].
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B, Issues
12 The parties have agreed preliminary issues of law as follows:

aj Issue 1: Computer Misuse Act 1990 ("CMA 1990"). Before the CMA 1990 was
amended with effect from 3 May 2015

i, Was an act contrary to section 3 CMA 1990 (essentially, an unauthorised
act in relation to a computer with the intention of, or recklessness as to,
impairing its operation) capable of being rendered lawful by a statutory
warrant?

i, Would CWNE activities of a Crown servant in the course of his
employment, if committed in a foreign country or against assets or
individuals located in a foreign country, have amounted to an offence
under section 3 CMA 1990 as though the activities had been committed in
England and against assets or individuals located in England?

b) Issue 2: ‘Thematic’ warrants under section 5 Intelligence Services Act 1994
("ISA 1994™). Does section 5 ISA 1994 permit the issue of a ‘thematic” warrant
authorising acts in respect of a class of property, or must such a warrant
specifically identify the property to which it relates?

C) Issue 3: Meaning of “property” in section 5 1SA 1994, Does the power in section
5 ISA 1994 to issue a warrant authorising interference with “property” permit the
issue of a warrant authorising interference with intangible legal rights, such as
copvright or contractual rights?

d) Issues 4 to 6: “In accordance with law"/"prescribed by law”. In view of the
intrusiveness of CNE, has the regime governing CNE complied with Articles B
and 10 of the European Convention on Human Rights at all times since 1 August

20097 In particular:

i) Is the regime sufficiently foreseeable in its operation?

if) Are there sufficient safeguards to protect against arbitrary conduct?

i) Is the regime proportionate?

iv) If domestic law permits the issue of ‘class’ or ‘thematic® warrants, does
that regime comply with the above requirements or is specific
authorisation necessary?

v) What records ought to be kept and with what degree of specificity as to
the activity and the justification for it?

vi} What safeguards are necessary to prevent the obtaining, storing, analysis

or use of legally privileged material and other sensitive confidential
documents?
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C. Facts
13,

14.

viij What is the relevance of (i) the various safeguards relied upon by the
Respondents, or (i) the fact that until February 2015 it was neither
confirmed nor denied that the Respondents carried out CNE activities at
all?

Many of the relevant facts are now admitted. It is common ground that:

2)

b)

e}

d)

GCHQ undertakes CNE operations both within the UK and overseas.

GCHQ undertakes both “persistent” CNE operations (where an implant “resides™
on a computer for an extended period) and “non-persisteni” operations.

The Agencies’ CNE activities include operations against specific devices,
computer networks and other targets.

GCHQ has obtained warrants to authorise CNE under both section 5 and section
7 ISA 19494,

GCHQ had five class authorisations under section 7 in 2014.

In 2013, about 20% of GCHQ's intelligence reports contained information
derived from CNE.

In addition:

a)

B)

First, the amount of information that can be derived through CNE techniques is
large, and the nature of that information can be extremely sensitive. While
interception of communications will result in the acquisition of information
which an individual has chosen to communicate over a network, CNE may
obtain information that a user has chosen not to communicate, for instance:

i) photos or videos stored on the device;
if) documents;
iif) address book;

iv]  location, age, gender, marital status, finances, ethnicity, sexual
orientation, education and family; and

v) information collected through activation of the device's microphone or
camera without the user's consent.

David Anderson QC refers to Snowden documents explaining several of these
capahilities used by GCHQ: "e programme called NOSEY SMURF which involved
imtplanting malware fo activate the microphone on smart phones, DREAMY SMURF,
twhich had the capability to switch on smard phones, TRACKER SMURF which had the
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d)

capability fo provide the location of o target’s smarl phone with high-precision, and
PARANQID SMURF which ensured malware remained hidden.” [CM1/7 /390, §15].

Second, CNE involves an active intrusion into a device or network. CNE
technigues are not limited to the acquisition of information; it can be used to
amend, add, modify or delete information, or to instruct the device to act or
respond differently to commands.

Third, CNE allows for intrusion on a large scale. As well as specific devices, CNE
can be used against networks of computers, or network infrastructure such as
websites or internet service providers. For example, it appears that the
Respondents carried out a CNE operation against a manufacturer of mobile
phone SIM cards in order to allow the circumvention of its encryption and to
enable “haroesting... at scale™ [BB/ 18 /§55].

Other examples include a CNE operation giving access to “almos! any user of the
Internet” in a targeted country [BB/14/840] and systems designed for " industrial
scale exploitation”, appropriating the processing power of the target’s computers
to carry out searches and bulk analysis work [King BB/14/842, 41/§138].

CNE can also be used against software, altering widely-used programs. For
example, it appears that GCHQ has sought to modify or reverse-engineer
commercially available software such as anti-virus software [DC/51/84].

Fourth, CNE may leave users vulnerable to further damage:

i) Malware installed on a device can be used by third parties with similarly
intrusive effects or worse.

i) The process necessary to install the malware without alerting the user or
his security software may result in or preserve security vulnerabilities
that could be exploited by third parties.

ifi) If the CNE takes place on a large scale - for instance in relation to
network infrastructure, software, or common security protocols - it
weakens security for all users, increasing the risk of exploitation by a
third party. [Anderson BB/53/8849-77).

D. Legislative framework

15.

E

The legislative framework is set out in Annex 1 below.

Submissions

Issue 1a - section 10 of the CMA 1950

16.

Many CNE operations will fall within section 3 CMA 1990. While a simple theft and use

of

legin credentials would probably only engage section 1, section 3 could be engaged
by
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17.

18.

21.

a) the bypassing of security protections, particularly if those protections are
weakened even temporarily as a result;

b) the use of the microphone or camera on & device in such a way as to drain the
battery or slow the device down;

¢) the processing or exfiltration of data, if to do so involves a significant use of
system resources or bandwidth; or

d} the weakening of encryption or security protocols operated by the computer,
On a proper construction of section 10 CMA 1990, prior to amendment in May 2015:

a) a warrant (whether under ISA 1994 or PA 1997) could authorise CNE that would
be a breach of section 1 CMA 1990 (i.e. hacking into a computer) but,

b) a warrant could not authorise CNE that would amount to the more serious
offence of a breach of section 3 CMA 1990 (i.e. hacking into a computer and

impairing its operation, including temporarily).

Parliament permitted law enforcement and intelligence agencies to gain access to
computers to obtain information, but within strict limits. What Parliament did not
authorise was CNE that impairs the operation of a computer.

Section 10 CMA 1990, prior to its amendment, provided: “Section 1(1) above has effect
withowt prejudice to the operation ... in England and Wales of any enactment relating to powers
of inspection, search or seizure”. The corollary is that section 3 does not have effect without
prejudice to such enactments; Parliament placed limits on interference with computers.
Section 5 ISA 1994 (and the equivalent provisions of FA 1997) are plainly enactments
“relating to powers of ingpection, search or seizure”. They permit the electronic inspection
and search of a computer.

Where a statute expresely provides for consequences only in one class of case, it follows
that those consequences are excluded for other classes of case which could have been

identified but were not.
There are sound reasons why Parliament set these limits:

a) First, the privacy intrusion involved in a section 1 offence more closely resembles
a traditional search of premises or property. The section 3 offence is different:
this type of hacking actually impairs the targeted device.

b} Secondly, the product of CNE is admissible in evidence. In that respect it is
different from intercept evidence, which is inadmissible by section 17 RIPA 2000
and was inadmissible at the time of the passage of CMA 1990 under equivalent
provisions of the Interception of Communications Act 1985. If state authorities
are permitted to alter or impair the operation of a computer, the reliability and
admissibility of such evidence will be called into question, as will the need to
disclose a past CNE operation to the defence.
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€) Thirdly, section 10 of CMA 1990 also applies to authorisations under PA 1997, as
well as a section 5 1SA warrant. The above points apply with the same or greater
force in relation to the police.

d) Finally, powers of search and seizure are to be construed narrowly against the
public body seeking to search.

The same analysis also applies to authorisations under section 7 154,

The Snowden documents indicate that GCHOQ's internal view was that section 10 of the
CMA 1990 operated as set out above. A document prepared by a representative of
GCHOQ in September 2010 records a “concern” that a particular CNE technique which
“cauges modification to computer data and will impact the reliability of the data” “may be
illegal”, because “The UK Conputer Misuse Acl 1990 provides legislative protection agains
unauthorised access to and modification of computer material, The act makes specific provisions
for law enforcement agencies to access computer material under powers of inspection, search or
seizure. However, the act makes ne such provision for modification of computer material.”
[BA/9/§18(b)]

The Respondents’ arguments as to why conduct constituting a 53 cffence may
nevertheless be authorised lack merit:

a) It is irrelevant that 1SA 1994 post-dates CMA 1990 (Open Response
[BA/103/E146A(a))]. Section 5 ISA substantially re-enacts section 3 S5A 1989,
which permitted the Secretary of State to issue a warrant “authorising the laking of
such action as is specified in the warrant in respect of any property so specified”. That
provision pre-dated CMA 1990, When Parliament passed CMA 1990, it had
already given the Security Service property Interference powers, which were
discussed in Parliament as permitting covert searches.

B) The 1SA does not provide express authorisation for equipment interference.
Section 5 is framed as a general power to authorise property interference. There
are many types of property interference, or interference with eleciromagnetic
emissions, that have nothing to do with a computer. For good reasons, the lex
specialis in the CMA 1990 limits the scope of this broad power in the special case
of interference with computers.

c) The Respondents argoe at [BA/105/8146A(f)] that “The interpretation conlended
for by the Claimants would lead to the absiurd result that the autherisation mechanisms
it the ISA could have no legal effect unless there was am express savings profision in
ench relevant piece of legislation”. That is incorrect. The point is not just that there
was no savings provision in respect of the 5.3 offence; it is that there was an
express savings provision which could easily have applied to the 5.3 offence but
which instead applied only to the s.1 offence. That is a clear indication of
Parliament's intention that there was to be no possibility of authorising a
commission of the 5.3 offence in pursult of powers of inspection, search or
SELZUTE.
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25, It is common ground that the Serious Crime Act 2015 has now altered the position. The
amendments to section 10 are not retrospective, so the issue still arises for determination
in respect of the period before 3 May 2015.

Issue Th - Extraterritorial effect of CMA 1990

26. GCHQ now accept that CNE activities abroad will ordinarily breach CMA 1990 in the
absence of authorisation (" 'class autherisations’ signed by the Secretary of State under sechion
7 of the ISA... removes liability under the Compuler Misuse Act 19907) [DD/5].

27.  However, if this remains in dispute:

a) The jurisdictional provisions in CMA 1990 require “af leas? one significant link with
domestic jurisdiction” (section 4(2)).

b) There will be such a link if the accused was in "the home country” at the time
when he did the act constituting the offence (section 5(2-3)).

£) The “home country” is England and Wales, Scotland or Northern Ireland as
appropriate (section 4(6])).

d) GCHOQ operates from sites in Cheltenham, Scarborough and Bude. Any CNE
carried out from those locations over computers anywhere in the world will be
subject to CMA 1990,

el Further, since the 2015 Act has come into force, any conduct abroad by a UK
national which satisfies a dual criminality requirement will also be a “significani
link with domestic jurisdiction” (section 5{1A)).

f) In any event, section 31 of the Criminal Justice Act 1948 deems conduct carried
out abroad by Crown servants acting or purporting to act in the course of their
employment to be subject to English criminal law.

[ssue 2 = "Thematic” warrants ynder section 5 ISA

28. The issue of construction of section 5 ISA was accurately identified and properly
brought to public attention by Sir Mark Waller in his 2014 Report, published on 25 June
20155

*» Thematic Property Warrants

I have expressed concerns about the use of what might be termed "thematic”
property warrants issued under section 5 of ISA. ISA section 7 makes specific
reference to thematic authorisations (what are called class authorisation) because
it refers “to a particular act” or to “acts” undertaken in the course of an
operation. However, section 5 is narrower referring to "property so specified”.

' A keen reader of the ISC report (published on 12 March 2015} might have spotted » passing reference to thematic
property warrants in footnote 34 of Chaprer 3, three months prior to Sir Mark™s repont [CM14/581], but the
Claimants did mot,
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29.

J1.

During 2014 | have discussed with all the agencies and the warrantry units the
use of section 5 in a way which seemed to me arguably too broad or “thematic”. |
have expressed my view that:

* section 5 does not expressly allow for a class of authorisation; and

= the words "property so specified” might be narrowly construed requiring the
Secretary of State to consider a particular operation against a particular piece
of property as oppesed to property more generally described by reference for
example to a described set of individuals. The agencies and the warrantry
units argue that ISA refers to action and properties which “are specified”
which they interpret to mean “described by specification®. Under this
interpretation they consider that the property does not necessarily need to be
specifically identified in advance as long as what is stated in the warrant can
properly be said to include the property that is the subject of the subsequent
interference. They argue that sometimes time constraints are such that if they
are to act to protect national security they need a warrant which “specifies”
property by reference to a described set of persons, only being able to
identify with precision an individual at a later moment”. [CM1/16/849]

Sir Mark Waller was unwilling to go further than to note that the Agencies'
interpretation was “very arguable”. He recorded that one of the agencies had withdrawn
a ‘thematic’ property warrant in light of his views [CM1,/16/849]. Sir Mark is only
content for a ‘thematic’ warrant to be issued “where there i no frtrusion fnlo privacy”
(Martin 1 §71H].

A warrant power should be strictly construed. However, the Respondents have
interpreted section 5 in an exorbitant manner. The Respondent claims that “property so

specified” in a section 5 warrant can instead be “specified... by description”, as opposed to
by identification of the specific property [BA/107/146D(a)(v]]. That cannot be correct. It
would permit a section 5 warrant to authorise property interference/CNE in the UK

over:
a) *all mobile telephones in Birmingham®;
b) *all computers used by suspected members of a drog gang”™;

) “all copies of Microsoft Windows used by a person in the UK who is suspected of
having travelled to Turkey in the last year”; or

d) "all software obtained by GCHQ",

The over-broad use of section 5 ISA is illustrated by some of the Snowden documents,
On 22 June 2015, it was publicly disclosed that GCHQ had applied under section 5 ISA
1994 for a warrant authorising “oll continuing activities which imvelve interference with
copyright or licensed software” incloding “modifying commercially available software to enable
inferception, decryption and other reloted tasks or “reverse engineering™ software” [DC/51-
52/51, 7).

10
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3l

The Agencies’ expansive interpretation of section 5 ISA is wrong:

a)

b)

First, it would collapse the distinction between a section 5 “warrant’ and a section
7 ‘authorisation’, Section 7 permite an authorisation of “acts of @ description” or
“acts undertaken in the course of an operation so specified” or acts affecting “persons of
a description so specified”. It therefore expressly permits the general avthorisation
of an entire operation, or a class of conduct. GCHQ appears to have made great
use of that power, conducting all of its foreign CNE and other foreign activities
pursuant to only five class authorisations [CM1/13/645/8234]. No similar
wording permitting the authorisation of such wide classes or thematic operations
is present in section 5.

Secondly, a “thematic’ warrant is in truth, a general warrant. A dislike of general
warrants is a long-established principle of the common law. A ‘thematic’ warrant
could only be available if clear words were used, thus overriding the limits long
respected by the common law on the proper scope of state interference with

property within the jurisdiction:

i) Under the principle of legality, Parliament is taken not to have interfered
with fundamental rights, unless it uses clear words. See R v SSHD, ex
parte Simms [2000] 2 AC 115 at 131 per Lord Hoffmann:

"Parliamentary sovereignty means that Parliament can, if it
chooses, legislate contrary to fundamental principles of human
rights. The Human Rights Act 1998 will not detract from this
power. The constraints upon its exercise by Parliament are
ultimately political, not legal. But the principle of legality means
that Parliament must sguarely confront what it is doing and
accept the political cost. Fundamental rights cannot be overridden
by general or ambiguous words This is because there is too great
a risk that the full implications of their ungualified meaning may
have unnot e democratic 55, In the a
of & implication to ]
therefore thai m neral words were
intended to be subject to the basic rights of the individual In this
way the courts of the United Kingdom, though acknowledging the
sovereignty of Parliament, apply principles of constitutionality
little different from those which exist in countries where the
power of the legislature is expressly limited by a constitutional
document.”

if) A general warrant allows state officials, with no limits on time or place, to
investigate a broad class of undesirable conduct (typically sedition in the
1700s, or a threat to national security now), rather than intrude on a
specified suspect or place. In 1644, Coke condemned general warrants, as
did Sir Matthew Hale in 1736. Hale explained that a “general warrant to
search in all suspected places is not good” and “not justifiable” because it gave

992



such discretion to mere Crown servants “io be in effect the judge” (History
of the Pleas of the Crown, p. 150).

Most of the leading common law property interference cases concern
general warrants. In all the cases, the threat to national security was
urgent, and necessity may have required a warrant coveéring an operation
rather than specified property. But the commaon law did not accede:

a) In Huckle v Money (1763) 2 Wilson 205, 95 ER 7668 Lord Pratt C]
noted that: “To enter @ man’s house by virtue of @ nameless warrand, in
order to procure evidence, s worse then the Spamish Inguistton; a law
urder which no Englishman would wish lo live an hour; il was a mes!
daring public attack made upon the liberty of the subject”.

b) In Wilkes v Wood (1763) Lofft 1, 98 ER 489 the Lord Chief Justice
said: “The defendants claimed a right, under precedents, fo force
persons houses, break open escrufores, seize their papers, &c. upon a
general warrant, where no inventory is made of the things thus faken
muny, and where no offenders names are specified in the warrant, and
therefore o discretionary power given lo messengers bo search wherever
their suspicions may chance to fall. [f such a power is truly mvested in a
Secretary of State, and he can delegate this potoer, it certainly may affect
the person and property of every man n this kingdom, and is totally
subversive of the liberty of the subject.” See also Entick v Carrington
{1765) 2 Wilson 275.

In the absence of clear and express wards, Parliament has not departed
from the traditional limits on search and seirure within the UK. There iz
nothing objectionable in a warrant that defines its target by reference to a
specified person or premises. But legislation should not readily be
construed as permitting a covert general warrant within the UK, in the
absence of clear words, nor is such legislation necessary or proportionate.

€) Finally, if section 5 is ambiguous (which it is not), reference to Hansard assists:

i)

Sections 5(1) and 5(2) ISA are based on sections 3(1) and 3(2) of the
Security Service Act 1989, which permitted the Secretary of State to issue
a warrant "authorising the taking of such action as is specified in the warrant in
respect of any property so specified”. In promoting the Security Service Bill,
Jahn Patten MP, the Minister of State for Home Affairs, explained to
Parliament that a warran! issued under this power could only authorise
“mctiom in respect of a named property, and both the action and the mame of the
property mugt be on the warrant” (HC Deb 17 January 1989 vol 145, col 269,
underlining added).

Equally, the Claimants have found nothing in the Parliamentary debates
leading to the passing of the ISA to suggest that Parliament contemplated
that a section 5 warrant could authorise interference with a class of
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property, specified by a broad description, as opposed to a specified item
of property.

Issue 3 - Intengible property

The power in section 5 ISA permits interference with real property and personal
property. It does not permit interference with a chose in action, such as intellectual

property (or any other intangible right).®
The meaning of the word "property™ depends on the context in which it is used.

33

a5,

8)

b)

In R v Khan (Sultan Ashref) [1982] 1 WLR 1405, a deprivation order was made for
the farfeiture of a convicted hercin dealer's house. The relevant power was
contained in section 43(1) Powers of Criminal Courts Act 1973, which
empowered a court to make an order in respect of “property which was in his

ion or under his control at the time of his apprehension” which “has been used for
the purpose of committing, or facilitating the commission of, any offence”. The Court of
Appeal overturned the order on the grounds that the section was confined to
“personal property and not real property”. Per Dunn L] at 1408: “subsection (4), which
makes the Police Property Act 1897 applicable, refers to property which is in the
possession of the police by virtue of the section, thus confining it to personal property and
not real property.”

In Wilsh Development Agency v Export Einance Co Ltd [1992] BCC 270, the Court of
Appeal held that section 234 Insolvency Act 1986, in protecting an office-holder
in certain circumstances where he "seizes or disposes of any property which s nof
property of the company”, was limited to tangible property. Per Dillon L] at 287:
“But subsec. (3) and (4) repeat the word ‘seized’ which was used in sec. 61 and 15 in ifs
natural sense only applicable lo tangible property and not fo choses in action. Beyond
that, se, 234(2) enables the court to give relief Where any person has in his possession or
comirol any property, books, papers or records fo which the company appears to be
entitled’; that again eppears af least primarily lo be dealing with tangible property only.
In my judgment, the references in sec. 234(3) and (4) lo seizing property only apply lo
tangible property, and do not apply fo choses in action.”

The provisions of ISA 1994 contain several clear indications that section 5 is concerned
only with interference with physical property:

a)

b)

Section 5(3) and (3A) impose restrictions in relation to the issue of warrants in
respect of “property in the British [slands”.

Section 7(10) provides:
“Where-
fa) A person is authorised by virtue of this section fo do an act outside
the British [slands in relation to property;

E One of the Snowden documenis indicates that “the faielligence Sevvices Commiisrioner war consuited or 2005 o
the applicability of @ warrant in these circumstances [in relation 1o intellectual property as embodied in copyright or
licensing agreements] and he war confent that rection 5 could be ured ro remove such liabilin®™ [DCI54/517].

13
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d)

€}

L

ic)

(d)

The act is one which, in relation fo pr ithin the British
sla ' i ; @ mwwrrant under sechion
%

A person authorised by virture of this section to do that act cutside
the British [slands, does the act in relation to that property while i
is withim the British [slands, and

The act is done in circumstances falling within subsection (11) and
(12)."

Section 7(11) provides: *An act is done in arcumstances falling within this subsection
if it ts done n relation to the property af @ trme when it is helieved to be outside the

British Islands.”

Section 7(12) provides:

“An act is done in circumstances falling within His subsection if it -

{a)  Is done in relation to property which was mistakenly
believed to be outside the British Islonds either when the
authorisation under this section tas givem or at a
subsequent time or which has been brought within the
British Islands since the giving of the authorisation; bul

(b) s dome before the end of the fifth working day after the
day on which the presence of the property in the British
Islands first becowes known,”

Section 7(13) and (14) make further provision in relation to the relevant dates for
the purposes of section 7(12), and refer to "the belief that the property was outside the
British [slands”, the property being “within those [slands”, and the property being
“brought within the British Islands”.

These provisions are inconsistent with section 5 covering intangible property, such as a
chose in action or a copyright. How can a copyright or right of action be “brought within

lar issue arises in respect of interference with copyright, in view of the rights

36,
the British Islands"?
Copyright
ar. A
AR,
39,

conferred by the Copyright Directive (Directive 2001 /29).

Article 2 of Directive 2001/29 provides: “Member States shall provide for the exclusive right
to authorise or prokibit direct or indirect, temporary or permanent reproduction by amy means
and in any form, in whole or in part (o) for authors, of their works ...~.

National law must so far as possible be construed in accordance with that obligation, in

accordance with the principle in Case C-106/98 Marleasing: [TV Broadcasting Lid v
TVCatchup Ltd [2011] EWHC 2977 (Pat) at [35].

14
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21,

Article 5 of the Directive sets out an exhaustive list of possible exceptions or limitations
to the Article 2 right. The only relevant exception is Article 5.3(g), which enables
Member States to provide for an exception for "use for the purposes of public security or to
ensure the proper performence or reporting of administrative, parlismentary or judicial
proceedings”. Further, Article 5.5 provides that such exceptions "shall only be applied in
certain special cases which do not conflict with @ normal exploitation of the work or other subjeci-
matter and do not unreasonably prejudice the legitimate interesis of the rightholder,”

Accordingly, any interference with copyright by the autharities of 8 Member State must
satisfy the following requirements of EU law:

a) It must be clearly provided for in law, satisfying “the need for legal certainty for
authors with regard to the protection af their works”™: C-14,/10 Painer v Axel Springer at
[100-110]:

b) It must not conflict with a normal exploitation of the work and must not
unreasonably prejudice the legitimate interests of the rightholder: Article 5.5;

and,

c) It must comply with the general EU law of proportionality, satisfying the
“relatively imtensive and thorough” standard of review which applies in respect of
interferences with copyright: BASCA o Secrefary of State for Business, Innovation
and Skills [2015] EWHC 1723 (Admin) at [135].

If the Respondents have been operating section 5 ISA 1994 so as to purport to justify
interference with copyright for the purpose of reverse-engineering software, that is non-
compliant with the first two requirements (and its compliance with the third is a
question of fact). The reverse-engineering of software - presumably with a view to
developing malware - obviously conflicts with the normal exploitation of those works.

In their pleaded Response, the Respondents say “the relevance of Directive 2001/2% is nof
understood” because “the relevant law of copyright is the domestic law of England and Wales”
[BA /107 /146F]. The Directive is relevant to the effect of domestic law for two reasons:

a) First, because of the obligation recognised in Marleasing to interpret domestic
legislation as far as possible In accordance with an EU directive. It is a heavy
obligation: as Arden L] held in HMRC o IDT Card Services (freland) Ltd [2006]
EWCA Civ 29 at [B2], in view of an inconsistent provision of EU law “the English
courts cmm adopt & construction [of dewestic low] which is not the natural one.” Even if
Section 5 [SA were ambiguous (which it is not), Marlessing interpretation would
require that it be construed in such a way as to preclude interference with
capyright contrary to the Directive.

b) Second, because a Court is bound to give direct effect to “unconditional and
sufficiently precise” provisions of a directive as against a public authority even if
to do so would be contrary to domestic law: C-41/74 Van Duyn v Home Office at
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[11]. Where rightholders are concerned, Article 2 of Directive 2001,/29 is such a
provision, and must therefore be given effect.’

Issue 4 - Prescribed by Lo
Foreseeability

#4. By section 6 of the Human Rights Act 1998, it is unlawful for a public authority to act in
a way which is incompatible with one of the rights set out in Schedule 1 to the Act,
which incorporates the European Convention on Human Rights ("ECHR") [A1/6].

45.  Article 8 of the Convention provides:

“1.  Everyone has the right to respect for his private and family life, his home
and his correspondence,

z There shall be no interference by a public authority with the exercise of
this right except such as is in accordance with the law and is necessary in
a democratic soclety in the interests of national security, public safety or
the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the
rights and freedoms of others.”

46.  There are therefore four questions:
a)  Isthe Article 8(1) right engaged?

b) Dioes the interference comply with the requirement of legal certainty imposed by
the relevant Article?

c) Is the interference in pursuit of a legitimate aim?

d) Is the interference proportionate to the goal that is sought to be achieved (in the
case of Article B, " necessary in a democratic society..."}? [A1/6]

Engagement of rights
47.  Article B of the ECHR is clearly engaged in the present case.

Legal certainty

" The Response also says, st [BASI0T/146F): “Ii is nov contended that the United Kingdom hax foiled ro implement
Divective 200029 in domestic fow.™ It is unclear what is mesnt by that submission. As 18 clearly pleaded mt
[BAZ2M41E], the Directive imposes certain requiremends on a Member State, If those requirements have not been
met — for instance because o public suthority has interfered with copyright in a manner which does nol meet them, or
becaisse the law is insufficiently clear as 1o whether thene could be such an interference = then it fellows the United
Kingdom will have failed 1o implement Directive 200129 properly. In those circemstances the Court will have to
give effect 1o it, either by reading down the domestic provisions, or giving effect 1o the Directive directly against a
public authority in any case where & person’s dinectly effective fights are engaged.
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49,

Any interference with Article & must be “in accordance with the low" (see Article B(2)
[A1/6]). This requires more than merely that the interference be lawful as a matter of
English law: it must also be *compatible with the rule of law” (Gillan v United Kingdom
(2010} 50 EHRR 45 at §76). There must be "2 measure of legal protection against arbifrary
interferenices by public authorities”, and public rules must indicate “with sufficient clarity”
the scope of any discretion conferred and the manner of its exercise: Gillan at §77.

There are therefore three sub-requirements:

a)
b)

c)

the conduct must comply with domestic law (legality);

the public rules must be sufficiently clear and describe the scope of any
discretion and the manner of its exercise (foreseeability); and

there must be adequate legal protection against arbitrary interference with
privacy (arbitrariness).

Numerous cases have addressed these requirements in the context of secret surveillance
and information gathering:

a)

b)

c)

d)

In Malone v United Kingdom (1985) 7 EHRR 14 [A2/42], the Court held that the
legal regime governing interception of communications “must be sufficiently clear
in its terms to give citizens an edequate indication as fo the circumstances in which and
the conditions on which public authorities are empowered fo resort fo this secret and
potentially damgerous interference with the right to respect for private life and
correspondence” 8§67, It must be clear “what elements of the powers to intercept are
incorporated m legal rules and what elemenis remain within the discretion of the
executive”™ and the law must indicate “with reasonable clarity the scope and manner of
exerciee of the relevan! discretion conferred on the public authorities” §79.

In Association for European Iniegration and Human Rights v Bulgaria {62540,/00, 28
June 2007) [A2/30], the Court held at §75:

“In view of the risk of abuse intrinsic to any system of secret surveillance,
such measures must be based on a law that is particularly precise. It is
essential to have clear, detailed rules on the subject, especially as the
technology available for us is continually becoming more sophisticated

These requirements apply not only to the collection of material, but also to its
treatment after it has been obtained, including the “procedure fo be followed for
selecting for examination, sharing, storing and destroying intercepted material” (Liberty
p UK (2009) 48 EHRR 1 at §69).

In Weber & Saravia v Germany (2008) 46 EHRR SE5 [A2/49] the ECHR held at
§593-94:

"The domestic law must be sufficiently clear in its terms to give citizens
an adequate indication as to the circumstances in which and the
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conditions on which public authorities are empowered to resort to any
such measures ... Moreover, since the implementation in practice of
measures of secret surveillance of communications is not open to scrutiny
by the individuals concerned or the public at large, it would be contrary
to the rule of law for the legal discretion granted to the executive or to a
judge to be expressed in terms of an unfettered power. Consequently, the
law must indicate the scope of any such discretion conferred on the
competent authorities and the manner of ite exercise with sufficient
clarity to give the individual adequate protection agsinst arbitrary
imterference.”

&) In Weber the Court at §95 set out minimum safeguards (with numbers and
spacing added for clarity):

"In its case law on secret measures of surveillance, the Court has
developed the following minimum safeguards that should be set out in
statute law in order to avoid abuses of power:

[1] the nmature of the offences which may give rise to an
interception order;

[2] a definition of the categories of people liable to have their
telephones tapped;

|3] a limit on the duration of telephone tapping:

[4] the procedure to be followed for examining, using and storing
the daia obtained;

[5] the precautions to be taken when communicating the data to
other parties; and

[6] the circumstances in which recordings may or must be erased
or the tapes destroyed.”

f) Weber was an interception case, but the principles in Weber have wider
application to cases involving surveillance of all kinds. The touchstone is
whether the degree of interference with privacy is comparable to that involved in
interception of communication. See RE v UK at 8130 (" the decisfve factor unll be the
level of interferenice with an individual's right to respect for his or her private life and not
the technical definition of thal inlerference” |A2/44]. Cf. Uzun v Germany [A2/48]
where the full Weber criteria were not applied because the case only invelved
collection of the location of a vehicle, generally on public roads or visible from
the street. For the reasons set out above, CNE is at least as intrusive as traditional
intercept, often far more so.

Applying these principles, the ECtHR has repeatedly held that the intercept and
surveillance practices of the UK did not include sufficient public and binding safeguards
and did not comply with the “in accordence with the low”™ requirement. See, for example,
Malone [A2/42), Liberty v UK [A2/41], Khan v UK [A2/37] and RE » UK [A2/44].
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52,

Similarly, see Liberty/Privacy on foreseeability of 8(4) interception and Belhaf in the IFT
(by concession) [A2/22-23 and A1/16].

This issue is not one in which the Court gives any margin of discretion to the state. See
the judgment of Lord Reed in R (T) v Chief Constable of Greater Manchester [2014] 3 WLR
96 at B114:

“Whether a system provides adequate safeguards against arbitrary treatment,
and is therefore “in accordance with the law" within the meaning of the
Convention, is not a question of proportionality, and is therefore not a matter in
relation to which the court allows national authorities a margin of appreciation.”

Daomestic lap

For the reasons set out above, GCHQ has not correctly understood or applied domestic
law governing CNE. There is therefore a breach of the first limb of the “in accordarnce with

the law” requirement.
Prior to the Open Respornse/First Draft EI Code

The Privacy International claim was issued on 13 May 2014. The Open Response was
served on 6 February 2015, at the same time as the publication of the First Draft EI Code,

Prior to the service of the Open Response, nothing at all was known about the rules or
safeguards governing CNE. The Weber criteria were not satisfied:

a) The Property Code was the only public information about the use of CNE (even
assuming it could be deduced that property interference included CNE, which is
far from obvious).

b) The Property Code is very brief as applied to section 5 authorisations and does
not engage with Weber requirements 4, 5 or 6.

c) The position in relation to section 7 ISA is even worse. There was no Code of
Practice governing the use of section 7 (nor even a power o issue one). Section 7
was an unexplained bare power, even though section 7 might often affect people
in the United Kingdom. This may occur in three ways:

i) First, where a mistake is made as to location, or in the 5-day grace period
under section 7(11) ISA.

i) Secondly, where a person in the UK stores (as we all do) their data
outside the UK. See Martin 1 at [BB/133/ §44].

iiij  Thirdly, foreign CNE conduct will often affect people in the UK. For
example, if a CNE operation steals the keys for all SIM cards produced by
a foreign manufacturer (such as Gemalto), many of those cards will end
up in the UK and be used by UK persons.

The availability of a warrant that simply cancels any unlawfulness is sell-
evidently not an adequate safeguard against arbitrary conduct.
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55.  This absence of proper public procedures was not for good reasons of national security -
the use of CNE was admitted once the claim had been brought, and was formally
avowed in the ISC and Anderson Reports. The position is worse than the pre-10OCA 1385
days of intercept considered by the ECtHR in Malone. A useful comparator is Liberty p
UK where there was no Code of Practice governing bulk interception under 10CA 1985,
nor any public safeguards or limits on a wide statutory power. The subsequent
introduction of the RIPA Interception Code of Practice demonstrated the inadequacy of
what went before [A2/41].

56.  The failing is not simply technical. As David Anderson QC puts it

“Obscure laws - and there are few more impenetrable than RIPA and its
satellites - corrode democracy itself, because neither the public to whom they
apply, nor even the legislators who debate and amend them, fully understand

what they mean. Thus:

(a)... I5A 1994 55 5 and 7... are so baldly stated as to tell the citizen little
about how they are liable to be used” [CM1,/7/310/§13.31].

After the Open Response/First and Second Drafis of the EI Code
57. Publication of the draft El Code does not cure the problems:

a) First, the specific failings in relation to the Draft El Codes are set out below under

issue 5.
b)  Secondly, the El Code is only in draft, not yet approved.
Article 10 ECHR
58,  The same analysis of the issues applies under Article 10 ECHR.
[ssue 5
9. f) Specific and individual or class warranis

a) The cver-broad approach to the use of section 5 ISA thematic warrants has been
considered above. The dangers of general warrants are present more strongly in
the case of section 7 ISA class authorisations. There were only five such
authorisations in place in 2014 which covered all of the agencies’ CNE activities
abroad. All authorisation is then conducted internally. This absence of any
meaningful external or independent approval for highly intrusive conduct is a
significant failing in the regime. Several additional failures are set out below,

b) First, under the draft El Code there is inadequate protection for people in the
British Islands whose data is obtained by CNE abroad. For example, assume a
Londoner's smartphone stores photographs on a computer server in the Republic
of Ireland. GCHQ wishes to look at the photos. There are three sets of statutory
powers it could use:
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i} Section 5 ISA could be used to obtain the photos directly from the
smartphone using CNE. This would require a Secretary of State warrant.

i) RIPA could be used to obtain the photos. Interception under RIFA
includes any time when information is stored after being transmitted
(section 2(7) [A10]).

a) If section B{1} of RIPA is used, a Secretary of State warrant would
be ired.

b) Assuming that a bulk warrant under section B(4) of RIPA is used,
the person has the eguivalent safeguard that GCHQ would
require a section 16(3) certification, which is for practical purposes
identical to a Secretary of State warrant.

iif} Section 7 ISA could be used to obtain the photos under GCHQ's class
authorisation. No Secretary of State warrant is required, nor is there any
equivalent certification procedure. GCHQ can authorise the obtaining of
the photos internally. Important safeguards that are a crucial part of
maintaining the lawfulness of the RIPA interception regime are absent,

iv) In this scenario, the Draft El Codes do not provide any substantial
safeguard:

“If a member of 515 or GCHQ wishes to interfere with equipment
located overseas but the subject of the operation is known to be in
the British [slands, consideration should be given as to whether a
section 8(1) interception warrant or a section 16(3) certification (in
relation to one or more extant section B(4) warrants) under the
2000 Act should be obtained in advance of commencing the
operation authorised under section 7.%

David Anderson QC rightly observes that the Code "does nol elaborate on
what factors should be taken into account in the course of that consideration™
[CM7/161/6.33]. In contrast, other provisions of the Draft El Codes are
phrased in terms of “should” or “musi”.

¢ The important safeguard in RIPA of a Secretary of State warrant is thus liable to
be circumvented by a general power in section 7. The protection given to the
citizen is greatly reduced.

d) Secondly, there are no procedures in the Draft El Code requiring the use of
filtering techniques where bulk CNE is carried out® (see lssue 6(e) - “the use of
CNE in respect of numerous devices, servers or networks, without having first identified
any particular device or person as being of intelligence interest”), The Commissioner
has encouraged the use of such filters when considering data collected under

¥ The Clatmants reserve their position as to the TPT s approach of the use of bulk collection in LibertwPrivacy
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&1,

e}

section 7 (“] stressed to [GCHQ] the importance | place on filters which help avoid any
unnecessary infrusion” [CM16/856]).

However, the Commissioner’s exhortation is not backed by any obligation, either
in statute or a Code of Practice. Again, the contrast with RIPA is striking:

i Under section 16(1) RIPA, inspection of bulk material is limited by a
certificate. This is the key safeguard in respect of bulk collection. In
Liberty/Privacy the Tribunal accepted Liberty’s submission that section 16
was needed to do the “hesry lifting” of protecting privacy if a large
volume of data was being collected. The Tribunal held “we do not accept
that it is, simply, as Mr Eadie put it m Reply submugsions, “procedural””
[A2/22/6103].

if) The certificate is supplemented by detailed provisions in the Interception
Code of Practice requiring the use of automated filtering systems using
an effective selection methodology, the giving of reasons before making
any selection etc. These safeguards are essential to the lawfulness of such
bulk techmigues. They are not required in respect of material collected in
bulk under section 7 ISA, either by the legislation, or the applicable Code
of Practice (Section 7 of the Interception of Communications Code of
Practice).

Finally, even where a section 5 15A warrant is obtained, it could be used to target
computer networks, servers and other devices used by individuals or
organisations that are not of any intelligence interest in and of themselves.

(b) Record keeping - GCHQ contend that they keep better records than the other
Agencies, This may be right (see Commissioner’s 2014 report [CM1,/17/856]). However,
the records that are required to be kept by the draft El Code are at the stage of
authorising the CNE operation, not the documentation of the searches that take place of
the data obtained.

{c) Legal Professional Privilege - The regime prior to the publication of the Draft E] Codes
was not in accordance with the law for the same reasons as in Belhaj:

a)

b)

GCHQ conceded in Belhug that its procedures in relation to inbercept of privileged
material were not lawful.

Although the Property Code was drafted in better terms than the Interception
Code (see [CM1/16/777/84.26]), that was not reflected in GCHQ's internal
policies. The concession in Belhaj was rightly made:

i) The definition of privilege in GCHQ's procedures is inadequate - it
ignores litigation privilege. See [CM2-5/514-16).

i) The guidance does not recognise that ‘events’, metadata and
communications data may be privileged (as to which see below). See
[CM2-5/85].

2
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iy GCHQ had no internal information barrier policies to deal with cases in
which it was a party to actual or potential litigation. The information
barrier procedures applied by GCHQ were inadequate, leading to a
determination against GCHQ in respect of Mr Al-Saadi.

62  The regime after the publication of the draft El Codes remains inadequate:

2)

B)

d}

The First Draft El Code proposed a number of welcome improvements:

i) Privilege is properly defined, by reference to section 98 of the PA 1997
[CM1/15/714/83.2]

ii) Proper information barriers “must” be put in place to ensure that lawyers
and policy officials do not see privileged materials, with provision for
applying to the Court in cases of doubt [CM1/15/716/§3.17].

The Second Draft El Code proposed certain further improvements:

i) Communications between lawyer and client and between a lawyer and
another person for the purposes of litigation are presumed to be
privileged unless the contrary is established (para. 3.4).

i) Sensibly, given the past tendency of the Agencies to introduce internal
glosses on necessary and proper information barriers, the Code expressly
provides that “For the avoidance of doubt, the guidmce in paragraphs 3.1 to
3.18 takesprecedence over any contrary content of an agency's internal adwice or
guidanee”,

But the Second Draft El Code also worsens the language by changing the
mandatory “must” to a discretionary “should” (e.g. para. 3.17). The protection of
privilege ought to be mandatory.

Further, both Draft El Codes are silent on whether “events’ information or
metadata can be privileged. However, it is clear from GCHOQ's current internal
procedures at [CM2-9] that GCHQ continues to consider that privilege does not
attach to the fact of a communication between lawyer and client or witness or

expert:

"Reporters should also remember that the additional sensitivity attaches
to the content of the communications, not to the fact of communication

ha . Metadata onl d
reguire mandatory checking by the relevant "

This approach is wrong in law. Metadata will often be subject to legal
professional privilege without sight of the content. For example, the fact of a
communication between a lawyer and a potential witness is itself privileged
information and will be disclosed by the fact of the communication alone.
Whether a lawyer or client has spoken to a particular witness or potential expert
is often very sensitive privileged information, deserving of strict protection. The
dates, times, place and parties to legally privileged communications are
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67.

information that is as privileged as the substance of the communication. See
Pagsmore o Privilege, 39 Ed para. 9-007 - 9-008. Just as journalists are entitled to
protect their sources, a litigant {or criminal defendant) is entitled to consult an
expert or speak to a witness without the opposing party knowing that fact. In
cuch cases, GCHQ's policies currently apply no information barriers, nor any
restriction on the wider distribution of such information to partner agencies or
others in government. For a detailed analysis of the legal errors in this approach,
the Claimants rely on the submissions of the Law Society in the DRIPA litigation,
a copy of which is attached to this skeleton.

Even today, GCHQ has not formally introduced the proper information barrier
procedures required by Belhaj. The procedures are still "awaiting formal approval
by the relevant GCHQ senior official”™ {Martin 2, §18). An ad hoc Chinese wall policy
is not sufficient in law. See Prince Jofri Bolkish v KPMG [1999] 2 AC 222 Lord
Millett at p. 239

*... In my opinion an effective Chinese wall needs to be an established
part of the organisational structure of the firm, not created ad hoc..”

{d) Previous NCND stance - The Claimants’ submissions are set out above.

{€) Property Interference Code - The Claimants’ submissions are set out above. In short, the
Property Interference Code does not even recognise the existence of CNE, still less put in
place appropriate procedures to deal with intrusive CNE operations.

{f) Draft EI Codes - The Claimants’ submissions are set out above.

(g) Coammissioner’s oversigh! - The Commissioner’s oversight has in the past been
ineffective. For example:

a)

b)

The Commissioners all failed to identify the defects in the Agencies’ procedures
that led to the concession in Belfaj.

No inspection had ever been made of the “Additions layer” which is “the layer at
wiich individual targets are usually described” under section 7 1SA until April 2015
[BB/141/8711] Mr Martin's explanation of the Commissioner's
recommendations following the inspection is Delphic ("The Commissioner
recommenided changes be made to ensure that each element is dealt with explicitly and af
the earliest opportunity™). A comprehensible explanation ought to be disclosed.

The Commissioner had not identified that “uniil recent years, renswal instrumenis
for section 5 warrants had contained the minimum wording stipwlated by I5A section 6"
[BB/141/§71E]. This appears to mean that a renewal instrument simply said
words to the effect of ‘1 renew warrant [number] for 6 months' The
Commissioner asked GCHQ to add a reminder to the Secretary of State of the
statutory test.

(h) Role of the Tribunal - The Claimants reserve their position as to whether it is proper
for the Tribunal to consider any closed material for the purpose of determining the
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preliminary issues. To the extent that any EU law issues arise, the Claimants note that
there is no domestic right of appeal against a decision of the Tribunal.

Is the regime proportionate?

68. For the reasons set out above, the regime governing CNE was not and remains
disproportionate. Given the high potential level of intrusiveness, including over large
numbers of innocent persons, there are inadequate safeguards and limitations.

F. Conclusion
69,  The Tribunal is invited to answer the Preliminary Issues as set out above,

BEN JAFFEY
TOM CLEAVER
Blackstone Chambers

BHATT MURFHY
25 November 2005
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Computer Misuse Acf 1990

Annex 1 = Lepislative Framework

. The CMA 1990 provides for specific (and often extra-territorial) criminal liability for
CNE. There are two key offences:

a) Section 1 provides an offence of unauthorised access to a computer.

b) Section 3 provides for the maore serious offence of impairing the operation of &
computer, even temporarily.

Z The Section 1 offence carries a maximum sentence of two years’ imprisonment:

“(1) A person is guilty of an offence if —

(a)

(b)

(c)

he causes a computer to perform any function with intent to
secure access to any program or data held in any computer, or to
enable any such access to be secured;

the access he intends to secure, or to enable to be secured, is
unauthori=ed; and

he knows at the time when he caonses the computer to perform the
function that that is the case”.

h The Section 3 offence carries a maximum sentence of ten years’ imprisonment:

(1)

(2)

A person is guilty of an offence if-

{a)
{b)

]

he does any unauthorised act in relation to a computer;

at the time when he does the act he knows that it is unauthorised;
and

either subsection (2) or subsection (3} below applies.

This subsection applies if the person intends by doing the act-

()
()

{c)

(d)

to impair the operation of any computer;

to prevent or hinder access to any program or data held in any
computer;

to impair the operation of any such program or the reliability of
any such data; or

to enable any of the things mentioned in paragraphs (a) to (c)
above to be done.
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(3)  This subsection applies if the person is reckless as to whether the act will
do any of the things mentioned in paragraphs (a) to (d) of subsection (2)
above.

(4) The intention referred to in subsection (2) above, or the recklessness
referred to in subsection (3) above, need not relate to-

(3)  any particular computer;

(b)  any particular program or data; or

e} a program or data of any particular kind.
() In this section ...

(c) a reference to impairing preventing or hindering something
includes a reference to doing so temporarily.”

Sections 4 and 5 make various provisions in relation to the territorial scope of both
offences.

a)

b)

d)

Section 4(1) provides that, subject to the remainder of that section, it is
immaterial “whether any act or event proof of which is required for comviction of the
offence occurred in the home country [England and Wales, Scotland or Northern
Ireland as appropriate] concerned”,

Section 4(2) requires “af least ome significant link with domesfic jurisdiction”™.

Section 5(3) provides that there is such a link in relation to the section 3 offence if
“the accused was in the home country concerned af the time when he did the
wnauthorised act (or coused it to be dome)” or " the umanthorised act was done in relation
bo @ computer in the home country concerned”.

Section 5{2) makes similar provision in relation to the section 1 offence.

Section 31 CJA 1948 provides:

“Any British subject employed under His Majesty's Government in the United Kingdom
in the service of the Crown who commils, in @ foreign country, when acking or
purporting to act in the course of his employment, any offence which, if commitied in
England, would be punishable on indictment, shall be guilty of an offence and subject io
the same punishment as if the offence had been committed in England.”

Section 10 CMA 1990 contains saving provisions:

a)

Prior to 3 May 2015, section 10 provided: “Section 1(1) above has effect without
prejudice fo the operation (a) in England and Wales of any enactment relating fo powers
of inspection, search or seizure ..."
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7.

b)

Following its amendment by the Serious Crime Act 2015, 5.10 now provides:
"Sections 1 fo 3A have effect without prefudice to the operation (a) in England and Wales
of any enactment relating to powers of inspection, search or seizure pr_of any other

frrien pirtae which the comduct in guestion is authorised or T
{amendments underlined).

The ‘Explanatory Notes' to the Serious Crime Act 2015 did not flag any significant
change in relation to section 10. Instead, they said at paragraph 139:

“Section 10 of the 1990 Act contains a saving provision. It provides that the
offence at section 1(1) of the 1990 Act has effect without prejudice to the
operation in England and Wales of any enactment relating to powers of
inspection, search or selzure; and in Scotland of any enactment or rule of law
relating to powers of examination, search or seizure. The amendment to section
10 of the 1990 Act made by this section is a clarifying amendment. It is designed
to remove any ambiguity over the interaction between the lawful exercise of
powers (wherever exercised) conferred under or by virtue of any enactment {(and
in Scotland, rule of law) and the offence provisions. "Enactment” is expressly
defined to provide certainty as to what this term includes. The title of section 10
of the 1990 Act has also been changed to remove the reference to “certain law
enforcement powers” (see paragraph 12 of Schedule 4). This is to aveid any
ambiguity between the title and the substance of that section.”

The chronology of the change to the legislation was as follows:

a)

b}

€]

On 13 May 2014, Privacy International issued these proceedings, squarely raising
the issue of the interaction between section 3 and section 10 CMA 1990 at

paragraph 37 [A/17].

On 5 June 2014, the Serious Crime Bill had its First Reading in the House of
Lords. It contained, 2t clause 40, the amendments which were ultimately
implemented as set out above.

Cn 6 February 2015, the Respondents served an Open Response summarising the
effect of sections 1 and 3 separately but not pleading to the issue identified in the
Statement of Grounds. [A f68-69],

On 3 March 2015, the SCA 2015 received Royal Assent.

On 3 May 2015, the amendments made to the CMA 1990 by the SCA 2015 came
into force.

Imtelligence Services Act 1934

9,

Section 3(1)(a) I1SA provides that GCHQ's functions include “to monitor or interfere with
electromagnetic, acoustic and other emissions and any equipment producing such
emissions and to obtain and provide information derived from or related to such
emissions or equipment and from encrypted material”. Section 3(2) 15A stipulates that
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10.

11.

13,

these functions are exercisable only in the interests of national security, the economic
well-being of the United Kingdom, or the prevention or detection of serious crime.

Section 4(2)(a) ISA provides that one of the duties of the Director of GCHQ is to secure
that “no information is obtained by GCHQ except so far as necessary for the proper discharge of
its functions and that no information is disclosed by it except so far as necessary for that purpase
ar for the purpose of any crimtinal procesdings”.

Section 5 ISA provides:

“(1) No entry on or interference with property or with wireless telegraphy shall
be unlawful if it is authorised by a warrant issued by the Secretary of State under
this section.

(2) The Secretary of State may, on an application made by the Security Service,
the Intelligence Service or GCHQ, issue a warrant under this section authorising
the taking, subject to subsection (3) below, of such action as is specified in the
warrant_in respect of any property so specified or in respect of wireless
tﬂegr;phymﬁpeciﬁedﬂﬂﬂﬁemhﬂﬁfﬁhh—

{a) thinks it necessary for the action to be taken for the purpose of
asgisting, as the case may be,—

(iii) GCHQ in carrying out any function which falls within section
3{1)(a) above; and

{b) is satisfied that the taking of the action is proportionate to what the
action seeks to achieve;

(¢} is satisfied that satisfactory arrangements are in force under ...section
4{2)(a) above with respect to the disclosure of information obtained by
virtue of this section and that any information obtained under the
warrant will be subject to those arrangements.”
Section 5(3) ISA provides that a warrant authorising interference with property within
the British Islands can only be issued to GCHQ for its functions in respect of national
security or the economic well-being of the UK. Within the UK, the Security Service
handles the prevention and detection of serious crime, although GCHQ may in practice
act on its behalf in actually carrying out interference.

In relation to section 5§ warrants, section 6 ISA provides:

a at section 6(1), that warrants may only be issued under the hand of the Secretary
of State or, in urgent cases, certain other officials;

b) at section 6(2), that warrants issued by the Secretary of State expire after six
months unless renewed;
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c) at section 6(3), that the Secretary of State may renew a warrant for & months at
any time;

d) at section 6(3), that the Secretary of State shall cancel a warrant “if he is satisfied
that the action authorised by it is no longer mecessary” (Section 6(4)).

14. In contrast, section 7 ISA provides:

“{1) I, apart from this section, a person would be liable in the United Kingdom
for any act done outside the British Islands, he shall not be so liable if the act is
one which is authorised to be done by virtue of an authonsation given by the
Secretary of State under this section.

(2) In subsection (1) above “liable in the United Kingdom" means liable under
the criminal or civil law of any part of the United Kingdom.

(3) The Secretary of State shall not give an authorisation under this section unless
he is satisfied —

{a) that any acts which may be done in reliance on the authorisation or, as
the case may be, the operation in the course of which the acts may be
done will be necessary for the proper discharge of a function of the
Intelligence Service or GCHQ; and

(b) that there are satisfactory arrangements in force to secure —

(i} that nothing will be done in reliance on the authorisation
beyond what is necessary for the proper discharge of a function of
the Intelligence Service or GCHQ ; and

{ii) that, in so far as any acts may be done in reliance on the
authorisation, their nature and likely consequences will be
reasonable, having regard to the purposes for which they are
carried out; and

{c) that there are satisfactory arrangements in force under section 2(2)(a)
or 4(2)(a) above with respect to the disclosure of information obtained by
virtue of this section and that any information obtained by virtue of
anything done in reliance on the authorisation will be subject to those
arrangements.

{4) Without prejudice to the of the power of the Secretary of State to
give an authorisation under this section, such an authorisation —

{a) may relate to a particular act or acts, to acts of a description specified
in the authorisation or to acts undertaken in the course of an operation so
specified;

(b) may be limited to a particular person or persons of a description so
specified; and
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15.

Police Act 1987

16.

{c) may be subject to conditions so specified.

(9) For the purposes of this section the reference in subsection (1) to an act done
outside the British Islands includes & reference to any act which -

(a) is done in the British Islands; but

(b) is or is intended to be done in relation to apparatus that is believed to
be outside the British Islands, or in relation to anything appearing to
originate from such apparatus.”

Section 7 also sets out provisions for the issue, renewal and cancellation of warrants,
which broadly mirror those for warrants issued under section 5.

The power under section 7 to authorise acts outside the British Islands is much broader
than the power in section 5. In particular:

2)

b)

Section 7 is not limited to actlons in respect of property or wireless telegraphy. It
could be (and is) used to authorise a variety of other activities, including the
recruitment of agents and the payment of bribes or inducements.

Section 7(4) permits the authorisation of acts by reference to a description of
people or a class of operations, rather than merely in relation to “speeified”

property.

The ISA powers are very similar to the property interference powers available to the
police under Part 1il of the Police Act 1997. The power to authorise interference is
exercisable by senior police officers in their area, or more widely in certain cases;

a)

k)

c)

section 93(1)(a) provides: “Where subsection (2) applies, an authorising officer may
authorise ... the mhngnfsudurhun tn respect of such property in the relevant area, as
he may specify ..

section 93(2) establishes two cumulative criteria: first, that the authorising officer
believes "that it is mecessary for the action specified o be taken for the purpose of
preventing or detecting serious crime”, and second, that the authoriging officer
believes “that the faking of the action is proportionaie fo what the action seeks to
achieve”; and

the Act also provides for authorisations to be reviewed by independent judicial
Commissioners appointed under section 91, and makes specific provision in
relation to the protection of legally privileged information: sections 97 and 98.
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Property Interference Code of Practice

1%

18.

19.

The Home Office has published a “Covert Surveillance and Property Interference Code
of Practice” pursuant to section 71 RIPA [CM15/734, Al1/10]. It has been referred to by
the Respondents as the * Property Code®, and that definition is adopted for convenience,
although in fact it is concerned overwhelmingly with covert surveillance.

The version currently in force was published in December 2014, but, as the Respondents
note “in terms of property interference there 18 no material difference between the 2010 and the
2014 versions of the Code™: [BA /95/5101).

Importantly:

a) The Property Code is only relevant to warrants issued under section 5 15A 1994
[CM1/15/738/1.3]

b) The Property Code does not apply to warrants issued under section 7 ISA 1994,

) The Secretary of State does not, even today, have statutory power to issue a Code
in relation to section 7 ISA 199%4.

The key provisions of the Property Code relating to property interference under section
5 ISA 1994 are:

a) Paragraph 7.18, which sets cut information which should be provided in support
of an application (including “sufficient information o identify the property which the
entry or inlerference with will affect [sic]™):

b) Paragraph 7.19, which provides that in urgent cases the information may be
submitted orally;

) Paragraphs 7.36 to 7.42, which concern warrants for property interference by the
intelligence services, and essentially state that the same information should be

provided; and,

d) Section B, which states that specified information pertaining to all authorisations
“shall be centrally retrievable within each public authority for a period of at least three
years from the ending of each authorisation”.

Draft Equipment Interference Code of Practice

21.

The Home Office also published a draft Equipment Interference Code of Practice (" First
Drraft El Code®) on 6 February 2015. On the same day, the Respondents served their

Open Response in these proceedings. The Respondents do not suggest this timing is a
coincidence.

On 4 November 2015, the Respondents published a revised draft Equipment
Interference Code ("Second Draft El Code™). The Claimants have prepared a tracked
changes version, which illustrates the significant changes between drafts.
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The Second Draft El Code remains a draft, and has not been brought into force. The
most significant paragraphs of the Draft El Code are as follows [CM1/14,/708):

a

B)

B)

b}

Faragraph 1.2: The El Code takes precedence over the Property Code.

Paragraph 1.4: Although there is no power to make a Code about Section 7, as a
matter of policy, the First Draft El Code requires that it “must” be applied to
equipment interference under section 7 (the wording in the Second Draft El Code

has reduced the mandatory “must” to a discretionary "should”).

Paragraph 1.9 states: “Equipment interference is conducted in accordance with the
statutary functions of each Intelligence Service”, avowing the practice of CNE.

Footnote 1 defines “Equipment” very broadly. It “may include, but is not limited fo,
computers, servers, routers, laptops, mobile phones and other devices”.

Section 3 contains purported safeguards for legally privileged and confidential
information.

Section 4 sets out the procedures for authorising equipment interference under
section 5 ISA 1994,

i) Paragraph 4.6 sets out the information which an application for a 85
warrant must contain, including “the identity or identities, where knoum, of
those who possess or use the equipment that is to be subject to the interference”
and “sufficient information to identify the equipment which will be affected by
the interference”.

i) Further, the First Draft El Code requires application to describe "any
action which may be necessary to install, modify or remove saftware on the
t". The Second Draft El Code added the words "including an

assessment of the consequences (if any) of thoseactions”.

Paragraph 6.3 provides that information obtained through equipment
interference may be used as evidence in eriminal proceedings.

Section 7 sets out the procedures for authorising equipment interference under
section 7 ISA 1994,

i) Paragraph 7.6 states: "An authorisation under section 7 may be specific io a
particular operation or user, or may relale to a broader class of operations.”

i} Paragraph 7.11 reiterates "An authorisation under section 7 may relate fo a
broad class of operations”, and paragraphs 7.12 to 7.14 make provision
requiring “internal spproval to conduct operations under that autherisation in
respect of equipment interference”.

iii)  Paragraph 7.12 provides for internal approval of operations authorised
under section 7 ISA by a “designated senior official”.
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Arrangements

24. Some limited parts of the internal ‘arrangements’ of GCHQ have been disclosed. In
SUMMATy:

a) The “"Compliance Guide - Authorisations” states: “The [5A warrant and
authorisations scheme is 8 mechanism for removing lability that would otherwise attach
to interference with property such as compulers, phones and roulers. This interference
would otheruwdise be a criminal offence under the Computer Misuse Act.” In other
words, the Respondents accept that in the absence of a valid authorisation, CNE
violates domestic law [DD/1].

k) That Compliance Guide also states in relation to section 7 ISA: "An I5A &7
authorisation may be specific to a particular operation or targel, or may relate fo @ broad
class of operations. Wherever possible, GCHOQ seeks to rely on class authorisations,
including o class authorisation which permits interference with computers and
commumication systems oversens and removes lability wunder the Computer Misuse Act
1990 for interference with target computers or related equipment overseas (for this sort of
activity, it is the location of the targef computer which is relevant.”

c) In contrast, the section in relation to section 5 1SA makes no reference to the
possibility of a warrant covering “a broad class of operations”; and,

dj An extract from the current Advanced Training for Active Operations states:
"CNE operations must be authorised under [SA 8.5 or 5.7, depending whether the target
computer or network is loceted within or outside the British lslands.” The Guidance
also notes the 5-day grace period under section 7, if the target computer is
brought into the British Islands.

4
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Annex 2 - Submissions of the Law Society in DRIPA litigation

THE COURT OF AFPEARL APPEAL WO Cl1/2015/2613
AFPPEAL FROM THE DIVISIOMAL COURT
an IJ and Collins J
BEETWEEHN:
B [(0AD (1) DAVID DAVIS MP, (2) TOM WATSOM MP)
Claimsnts
=mnd=-
SECRETARY OF STATE FOR THE HOME DEPARTHMENT
Defandant

1.

EUBMIEEIONE OH BEHALF OF
THE LAW SOCIETY OF EMGLAND AND WALES

Oone of the factors that led the Court of Justice of the Eurcpean
Union in Digital Rights Ireland (Case C-293/12) to hold that

Directive 2006/24 was contrary to Articles 7 and B of the Charter
of Fuondamental Rights of the European Union (“"the Charter”™) was the
gabsence of any exceptions in the Dats Retenticen Directive feor data
relating to persons, "“whose communicaticns are subject, according
te ruoules of nationsl law, to the obligetion of professionsl

secrecy.” (558 emphasis supplied)

Likewise, neither the Data Retention and Investigatory Powers Act
2014 ("DRIPA"™) nor the Regulation of Inwvestigatory Powers Xect 2000,
which governs access to communicatlions date retained under DRIPA
{(*RIPA"}, include any exemptions in respect of persons subject to

professional obligations of secrecy.

In her Detailed Grounds for Contesting the Claim at 585; the Home

Secretary makes three cleimsa:
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6.

{11 First, that DRIPA, “does not extend to the content of any
communications and conseguently do pot  invelved  any
interference with obligations of preofessional secrecy or

confidence... *

(2] Second, thaet "the ability to use any data that did interfere
with those interests in subseguent legal proceedings would be
dimited.”.

{3} Third, that the Governmant has amended the draft RIEA
Acguisition end Disclosure Ceode of Practice 2007, "“to impose
additional consideraticns as part of the process where it is
known thet communications dacta discloses contact betweean

persons of certain professions and those they are sdvising®.

The Acguisitiecn and Disclosure Code of Practice 2007 (revised) -
which i3 not legally binding and does not have the force of statute
= now provides in parsgraphs 3I.72 - 3.74 that, "speciel
consideration to necessity and proportionality”™ must be given when
seeking communications deta relating to & person who is a member of
& profession that handles privileged or otherwise confidential
informertion. Furthermore, “particular care™ must be taken by
deaignated persons when considering such applications.

It is also said that it “"may be possible to infer™ an “issuve of
sensitivity™ from the fact that a person has regular contact with a
lawyer, Jjournalist, doctor, minister of religion or Member of

Farliament.

This guidance is prefaced with the statement that:

"Communications data are not subject to any form of professional
privilege - the fact that & communication tock place does not
disclose what was discussed, considered or advised.”
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10.

Therefore not only are there no restrictions on the ability of
persons to acguire comsunications data that 4is protected by
professional confidence or legel professional privilege, but any
person applying the revised Acguisition and Disclosure Code of
Practice would conclude (1) that disclosure of communications data
cannot infringe legal professional privilege; (2] that
communications with lawyers have eguivalent status in domestic law
as communications with journalists, doctors, Ministers of religion
{ete), and (3) that the sensitivity of communications with lawyers
is a matter which merely requires particular care to be taken and
*special consideration” (a wvague notion) given to issues of

necessity and proportionality.

The Law Soclety for England and Wales i3 concerned that these
stataments do not accurately reflect the obligations of
professional secrecy recognised and wpheld by the common law

between a lawyer and their client.

Taking the Secretary of State’s second point first, the fact that
there are restrictions on the ability to use legally privileged
material in legal proceedings fails to address the fact that legal
professional privilege is & substantive right and not & mere rule
of evidence. It provides an assurance of complete confidentiality
in obtaining legal advice, and dealing with legal advisers in the
context of litigation, &nd mnot merely an assurance that the
communications will not be deployed in legal proceedings.

Thus:

(1) In R v Derby Magistrstes Court, Ex p. B [1996] AC 487 at 307

Lord Taylor of Gosforth stated:

w2 man must be able to consult his lawyer in confidence;
gince otherwise he might hold back half the truth. Thea

n
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client must be sure that what he tells his lawyer Ain
confidence will never be revealed without his consent.
Legal professional privilege is thos much more than an
ordinary rule of evidence, limited in its applicetion to
the facts of & particolar case. It iz & fundamental
condition on which the administration of justice as & whole
rests.”

2] In R (Morgan Grenfell & C0 Ltd) v Special Commr of Income Tax
[2002] UKHL 21, [2003] 1 AC 563, 606=-8607 §7 Lord Hoffmann

steted:

"LLP 4is & fundamental human right long established in the
common law. It is a necessary corollary of the right of any
person to obtain skilled advice abour the law. Such advice
cannot effectively be ocbtained unless the client is able to
gut all the facts before the adviser without [ear that they
may afterwards ba disclosed and used to his prejudice.”

1l1.A8 to the first end third points adwvanced by the Secretary of
State, whilst it is generally the case that legal professional
privilege ettaches only to the content of communicatiens and will
not cover records of attendance or the identity of cliemt® this is
by no means always so. Legal professional privilege will apply to
information that may Iidentify & client or their locatiom, or the
timing and frequency of contact with the lawyer, where such

informetion ls confidentcial.

12.Thus, information such as the dates of letters between soclicitors
and their clients have been held to be privileged because of the
riek thet their contents may be inferred: Gardneer v Irvin (187E} &

Ex D 49 at 63 (Cottom LJ).:

"I think that the plaintiffs are not entitled to have the
dates of the letters end such other particulars of the

. R v Manchester Crown Court ex F Robects [15%%] 1 WLE B3Z &t B39 C=F: "R record of
appointment made does Involve a commufiication betwesn the cliesnt and the soliciters’
ocffice but f= not in my judgnent, without more, to b regarded as made In conpactlon
with legal advice.” (Bingham CJ).

1019



13,

14.

15.

correspondence as may enable them to discover indirectly
the contents of the letters, and thus to cause the
defendants to furnish evidence against themselves in this
action.” (approved Derby v Weldon (No 7) [1%%0] 1 WLR 1156)

This principle has been recognised a3 having wider application in
several recent ocases whers the identity of a client and other
information about them, Such &3 their whereabouts or information
which might indicate their movements, has been held to be protected
by privilege. The underlying rationale is that if such information
is not protected absoclutely, some individuals would be deterred

from contacting lawyers and obtaining legal assistance.

In JSC BTA Bank v Selodchenko & Ors (No 3} [2011] EWHC 2163, [2013)
Ch 1 Mr Juatice Henderson held that where & solicitor's cllient had

provided his contact details under conditions of confidentiality,
the Jjustification for recognising legal professional privilege,
namely, that a person should not be inhibited in seeking the aid of
a lawyer, was just as squarely engaged as in relation to the advice
itself. He said at §15:

“1 can think of few things more likely to inhibit the exercise by
a client of his fundamental right to seek legal advice than an
order requiring his solicitor to disclose to an adverse party
contact detailas which were supplied to the soliciter in strict
confidence and for the sole purpose of enabling the client to
communicate with the soliciter. In my view any such order would
tend to undermine the relaticnship of confidence which muSt
subsist between solicitor and client if the client is to be able
to unburden himself freely to the solicitor.”

In JS5C Bank v Addleshaw Goddard LLF [2012] EWHC 1232 (Comm) the
Claimants sought details of a conference call facility and of a

special email sccount maintained by a firm of solicitors in order
to commonicate securely with their client, who was svading justice.
It was submitted that the lines of communication between the
solicitors and their clients were not themselves privileged or
confidential (516). The Court accepted that without more records of

39
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16,

17,

18.

appointments and contact details do not ettract legal professional
privilege. But on the facts of that case it held:

“The number and address have been provided by Addleshaw Goddard
to fthe First Defendant in confidence. In my Judgment the
connections between the telephone number and the email address
and the seeking end recelving of legal advice in the present casa
im elear and manifest." (§24)

Teare J held that despite the fact that the Defendant had gone into
hiding in order to frustrate orders of the court, the right te have
access to legal advice trumped this consideraticn. The Defendant

was not an outlaw (§38).

Finally, in SRJ Person(5) Unknown being the author and commentators
of Interpet Blogs, D & Co [2014] EWHC 22%3 (0B) Bir David Eady
glitting as a High Court Judge dismissed an application for anm order

requiring solicitors to disclese the identity of their client. The
information was sought by a company which had been the subject of
leaks of confidential information on dnternet blege by the
anonymous employee, who was in breach of a court order. 5S5ir David

Eadie concluded:

"the informetion as to the Defendant's identity was indeed the
subject of legal professional privilege and thus protected .. Even
if it were not there are powerful reasons not to override the
duty of confidence. It was not sasimply a2 piece of neutral
background informatien, as would generally be the case with a
client's name, since both he and his solicitor were well aware
that the Claimant was keen to establish his identity . (527)

The ability to obteain comsunlcations data relating to or revealing
the cont&ct that & lawyer has had with his or her client sguarely
engages the authorities referred to above. Those authorities make
clear that such information can be protected by legal professicnal
privilege end revealing such information would in some Ccases
rapreseant & violatien of the fundamental right of every person to

obtein legal represzentation without fear or imhibition.
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19.It is of grest importance that individuals are able to speak to
their legal advisers without fear that such communications will be
ocbtainable and capable of being used against their interests. That
would have & chilling effect on the cobtaining of legal advice and

assistance.

20.The right to confidentiality between lawyer and client is deeply
ingrained in the common law and it is absolute. It 1s, "“the highest

privilege recognised by the courts.” |C. Passmore 1-005, Frivilege
3™ g4, 2013, p.5). It is more fundamental even than the right of

journalists to protection of their sources or of a HMember of
Perliament to speak cpenly with & constituent.

Conclusion

21.In Digital Rights Ireland, the CJEU indicated that any compulscry

data retention regime must be accompanied by adequate restrictions
on access to information which is protected by professional

confidence under netionel law.

22.The law of England and Wales recognises that commuonications data
relating to dealings between lawyers and their clients will in many
cases be subject to legal professional privilege and affords that

right tha highest status.

23, Despite this, there are no restrictions on access to such data
under applicable legislation. The non-statutory guidance provided
in the revised Acquisition and Disclosure Code of Fractice wrongly
asserts that legal professional privilege cannot apply to
communicacions data, fails to make clear the particular status of
legal professional privilege and sets out no clear or appreciable
limits on access to sach material. It oclearly falls short of the
requirements contemplated by the CJEU.

41
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Case No. [PT 14/85/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
Claimant

and

(1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS
(2} THE GOVERNMENT COMMUNICATIONS HEADQUARTERS
Respondenes

Case No. IPT 14/120-126/CH

IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

GREENNET LIMITED
RISEUP NETWORKS, INC
MANGO EMAIL SERVICE
KOREAN PROGRESSIVE NETWORK (“JINBONET™)
GREENHOST
MEDIA JUMPSTART, INC
CHAOS COMPUTER CLUB
Claimants
and

{1) THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH
AFFAIRS

(2) THE GOVERNMENT COMMUNICATIONS HEADQUARTERS
Respondents

THE RESPONDENTS' SKELETON ARGUMENT FOR OFEN
PRELIMINARY ISSUES HEARING 1-4 DECEMBER 2015

Privacy fmternational and the Greennet Claimants are referred to below as “the
Clatmants "

The term "Respondemis™ is used below ro refer ro borh Respomdents in both
Claims.

The IPT judgment in the LibernyPrivacy proceedings, (2014 UKIPTrib 13_77-H
dated 5 December 2014, is referred to in this Response as “the LibertwPrivacy

Judgment”
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Where appropriate references 1o the hearing bundles and autherities' bundles
have been imcluded in square brockeis and with the authorities shown as
[A1/42].

INTRODUCTTON

1. This skeleton addresses the Open preliminary issues of law (1-5) which have
been agreed between the parties. For ease of reference when considering these
submissions, the Respondents bave set out in an Appendix 1o this skeleton
argument the matters which go 10 make up the relevant legal regime including
the relevant statutory provisions, Codes and oversight mechanisms. The
abbreviations used n that Appendix have been adopted in this skeleton
argument.

2, Over the last year the threat to the UK from international terrorism has
coptinued fo mcrease. The threat level curently stamds at SEVERE which
means &n attack in the UK is highly likely. Six alleged terror plots targeting
the UK have been stopped in the year prior to September 2015,

3 As is more than apparent from recent and tragic events in Pars, the principal
terrorist threat derives from militant Islamist extremists, particularly in Syria
and Irag. Even before the attacks in Paris, it was clegr that ISIL had emerged
as the most violent of the terrorist groups operating in that region and that it
was suppored by foreign fighters from European countries”. And central to
ISIL's operational successes is “an unprecedemted guamntity of extremist and
terrarist prﬂpngﬂmi:r"".

4, The task of defending the UK's inferests and proteciing its citizens in a digital
age is becoming increasingly complicated and challenging; and it is in that
regard that GCHQ plavs a leading role given its expertise in digital
communications technology. A combination of factors including the
mereasing use of the internet and social medis by groups like ISIL, the
unprecedented security of terrorist communications and the advent of
ubiquitous encryption, mean that the work required to tackle national security
threats is gefting harder.

5. Thus GCHQ) and the other mtellipence agencies must develop mnovative and
agile technical capabilities to meet these serious national security challenges.
Computer Metwork Exploitation (CNE) is one such capability’, ls importance

' See §7 of the first witness statement of Ciaran Martin, Director of Cyber Security at GCH dated 16
November 2015 - Open Bundle, Section B, pl24

? Ibid 6§76

! thid & and 10

* Ihid §20
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relative to GCHOQ's overall capabilities has been increasing in recent years and
is likely to increase further’. Indeed, CNE may, in some cases, be the only
way to scquire intelligence coverage of a terrorist suspect or serious criminal
in a foreign country®; and without it GCHQ's ability to protect the UK from
terrorism, cyber attack, serious crime (including child sexual exploitation) and
umg:nfmhnﬂnmuwmﬂdheﬂinuﬂrdwrﬂndfr

6. Contrary to the Claimants’ assertions, CNE is lawful as a matter of domestic
law and under the ECHR. There is & clear legal framework goveming CNE
activities, including the availability of warrants'authorisations under 8.5 and
5.7 1SA, supplemented in important respects by the CMA 1990, the HRA, the
DPA, the OSA, the relevant Codes, GCHQ's internal arrangements and
important oversight mechanisms. That regime is both accessible and has a
proper basis in domestic law. It is a regime which provides for stringent
safeguards if GCHQ wishes 1o carry out CNE activities. Tt iz also
proportionate given the need for CNE to be carried out 1o profect the public
from serious terrorist and other threats.

7. The Claimants make extreme assertions about the intelligence gathering
activities of GCHQ, including their alleged mdiscriminate and arbitrary
natare. Such assertions are flatly contradicted by eg. the recent report of the
1SC* and the conclusions of the Intelligence Services Commissioner (Sir Mark
Waller) who described GCHOQ staff as acting “with the highest level of
integrity and legal compliance” in his 2013 report” and noted in his 2014
report (with specific reference to the 5.7 1SA process) that “a grear deal of
thought was going into assessing the necessity of the activity in the national

interest and fo ensure privacy was invaded to the least degree possible™"”.

g Thus, whilst the NCND principle precludes GCHQ from responding 1o the
factual allegations which are made in these proceedings (and which have been
addressed thoroughly in CLOSED), it is denied that GCHOQ) is engaged in any

g, As 1o the specific preliminary legal issues lo be addressed i this OPEN
hearing, the Respondents’ position on each is in summary as follows:

* Ihid &20
‘]'Hd ﬂl
" Ibid &34
VI thelr report “Privacy end Security: A modern and transparent legal fromewort™ dated 11 March
2015 the [SC stated, imter alio, thai “We are saripied that the UK s imelligence and securiny Agencies
do not seek fo circuntvent the law = including the reguirements of the Human Rights Act 1998, which
fmwﬁ#‘ that the Agencies do™ (see [v) Vol CMLIpS61).

Thid §72

Iﬂmd FI
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Isswe 1 GCHQ's CNE activities have been lawful as & matter of domestic
law both before and after 3 May 2015, Prior to 3 May 2015 ap act
constituting an offence under 5.3 CMA 1990 was capabile of being
authorised by a warrani or authonsation under the ISA (or a RIPA
warrani). In addition, even if the effect of the Criminal Justice Acl
1948 iz of more than academic interest in these proceedings, that
Act does not extend the territorial reach of the CMA 1990 for
Crowmn servanis.

Isswel  Section 5 1SA does permit the issue of a warrant where “property™
is “specified™ by description and such description may encompass
more than one particular location, or item of property.

Issue3d  The power under .5 ISA 1o authorise imterference with “property™
does extend to mtangible legal rights such as copyright.

Issues 4/ The regime which governs CNE is “in accordance with the
lovipreseribed By law™ under Article 8(2)/Article 10{2) ECHR.
It is sufficiently foreseeable, contains sufficient safeguards 10
prodect against arbitrary conduct, is proportionate and this has
been the case since | August 2009,

ISSUES 1-3 = DOMESTIC LAW

Tssue I; Prior to the amendmernes ro the Compater Misuse Acr 1990 (“CMA 9907
with effect from 3 May 2013, and after those amendments:

i wias an ach comstituting an offence wnder 5.3 CMA 1990 copable of being
rendered lawful by a warranr isswed under the Regulation of Investigatory Powers
Act 2000 (“RIPA 20007 or a warranf or authorisation ander the Intelligence
Services Act 1994 (“I5A 19947} F

b. would the CNE activities of a Crown servant in the course of his
employment, if committed in a foreign country or against assets or individuals
lecated in a foreign country, have amounted to an offence under £.3 CMA 1990 as
though the activities had beem committed in England and against assets or
individwals located in England?

I+ an offence under 5.3 CMA 1990 capable of being rendered lawiul by
ISA/RIPA?

10, The Claimanis conlend that, prior o the amendments 1o the CMA 1990 on 3
May 2015, an sct constituting an offence under 5.3 CMA 1990 was not
capable of being rendered lawful by any other enactment conferring powers of
inspection/examination, search or seizure. In particular they assert that only
lesser interferences, amounting 1o a breach of 5.1 of the CMA 1990, could be
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11.

13,

14,

authorised by warrant under RIPA or the ISA (see §§37 and 41B(a) of
Privacy’s Re-Amended Grounds dated 13 July 2015"). R eppears to be
accepted from Privacy's Grounds (adopted by the Greennet Claimants') that
since amendments to the CMA 1990 were made in May 2015, conduct under
5.3 of the CMA 1990 could be authorised by 2 warrant under RIPA/the ISA
(see §41B of Privacy's Grounds). Consequently any live issue is confined to
the position pre-May 2015,

When enacting the ISA in 1994, after the coming into force of the CMA in
1990, Parliament made specific provision for the Intelligence Services,
including GCHQ, to conduct activities which might otherwise be unlawful
{whether under criminal or civil law), where the activity was authorised by &. 5
warranis or 5. 7 authorisations. That is made expressly clear by the language
of the ISA, in particular at 8.5(1) and 8.7(1)-(2):

“5(1) Na entry on or interference with property or with wireless telegraphy
shall be wnlawfil if it is auchorised by a warranf issued by the Secretary af
State wnder this section,

“3¢1) If, apart frem this section; a person would be liable in the United
Kingdom for any act done cutside the British Islands, ke shall not be so
liable if the act ix one which is authorived to be dome by virfue of an
authorisation given by the Secretary of State under this section,

7(2) In subsection (1) above “liable in the United Kingdom™ means {inhie

of amy part af the United
Kingdom. "(emphasis added)

As regards GCHQ's activities, Parliament was also clear when enacting the
ISA that such activities should include the monitoring or inferference with any
equipment producing electromagmetic, acoustic and other emissions, as
expressly stated to be part of GCHQ's statutory functions in 5. 3(1)(2) of the
ISA. That language plainly includes interferences which would otherwise
constitute an offence, including impairing the operation of & computer under
£.3 of the CMA 1990,

Consequently, the specific statutory scheme in the ISA is structured such that
both 5 warrants and 5.7 suthorisations provide the Intelligence Services,
including GCHQ, with specific legal authorisation for equipment interference,
with the effect that they are not civilly or criminally liable for such
interferences, including under the CMA 1990,

g.10 of the CMA (prior to being amended on 3 May 2015) did not have the
effect that only lesser imterferences, amounting 1o @ breach of 5.1 of the CMA,

||5“

Bundle Part A, s pl 7 and p21,

"2 Gee Open Bundle Part A, p5S8 at §63.
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could be authorised, meluding under the 154 or RIPA. That section was
directed at “certain law enforcement powers™ (see the title to 5. 10) i.e. powers
of inspection, search or seizure (eg. by the police)'”. It did not purpon 1o st
ool exhaustively the coeumstances m which, what would otherwise be
offences under the CMA, might be authorised eg. by the Intelligence Services
when exercising their statutory functions including in the interests of national
security and the prevention and detection of serious crime.

15. It follows that the amendments to 5.10 CM.A were clanficatory only. That is
confirmed by the explanatory notles to that section and by the Home Office
Fact Sheet to the Serious Crime Act 2015 (Pant 2: Computer Misuse) and the
Home Office Circular, both dated March 2015, which stated as follows:

“Section 10 of the 1990 Act condaing a saving provision, Ir provides that the
effence ai section I} of the 1990 Act has effect withowt prejudice fo the
aperation (n Englond and Wales of any enactmens relating o powers of
inspection, search or seizure; and in Scotdand of any enoctment or rule of low
relaring fo powers of examination, search or sefzure. The amendment fo
section 10 of the 1990 Acf made by this section Is a clarifiing amendment
Ir ix designed to remove any ambiguity over the interaction behwoeen the
Tamyful exercise af powers fwherever exercised) conferred under or by virue
af auy enactment fand in Scodand, rule of low) and the offence provisions,
“Enactment” is expressly defined to provide certainty @ to what this term
includes. The title of section 10 of the 1990 der has also been changed 1o
remave the reference fo “certain low enforcemens powers” (see paragraph
12 of Schedule 4). This is to avoid any ambiguity herween the dile and the
substance of that section.” (Explanatory Notes, emphasis added'’)

“Section 44 clorifies the savings provision ai section [0 of the 990 Act and
is imrended o remove any ambiguify for the lowfid wre of powers fo
investigate crime {for example under Parr 3 of the Police Acr 1997) and the
inreraciion of those powers with the offences In the J990 Act The chorges
do mof exrend fow enforcement agencies” powers bur merely clarify the use of
existing powers (devived from other enactments, whersver exevcised) in the
coniext of the gifences in the 1990 dcr.” (Home Office Fact Sheet)

“Section 44 clavifies section 10 ﬂf.l"ri'ﬂﬂel'.-'l_ Section 10 of the CMA4
contalned a raving provision whereby criminal imvestigations by faw
enforcement agencies did nor fall foul of the offerces in the Act, However,
section ] pre-dates @ mumber of the powers, warrantry and oversipght
arrangements on which law enforcement now rely fo conduet Investiganions,
such as those in Port 3 of the Police Acy 1997, The changer do nat exrend
law enfarcement agencies' powers but merely elarify the wie of the exisring
powers {derived from other enactments, wherever exvercised) in the contexs of
rhe offernces in the CAA.” (Home Office Circular)

16 The mierpretation confended for by the Clammants would lead to the sbsurd
result that the authorisation mechanisms in the ISA could have no legal effect

"* Gee [A1/Tab 2]
M Cee [AL/Tab 12]

1029



i 5

unless there was an express savings provision in each relevant pisce of
legislation (whether governing criminal or civil liability), making clear that it
was without prejedice to powers sel out in any other enactment. That is
manifestly inconsistent with the scheme of the ISA. 1t also elevates the stafus
of savings provisions eg. in the CMA 1990, beyond that which is tenable. As
has been recognised in the case law, savings provisions are & frequently
unrelishle guide to the provisions to which they attach, since savings
provisions “are often inchuded by way of reassurance, for the avoidance af
doubt or for an abundance of caution™ - see Lord Simon of Glaisdale in
Ealing London Borough Council v Race Relations Board [1972] AC 341 at
363,

As to RIPA, 11 is to be noted that this would only be relevant if GCHQ's CNE
activity also reguired & Part 11 RIPA warranl a5 well as an ISA
warrant/authorisation eg. if intrusive surveillance was being carried out. But,
in any event, RIPA came into force after the CMA 1990 and Pari II, makes
clear that conduct to which that chapter applies is “lawfid for all purposes™ if
it is authorised under that Chapter (see 5. 21{2)').

Accordingly, the submissions at §37 and §41B(a) of Privacy's Amended
Grounds are wrong in law.

Does s. 48 of the Criminal Justice Act 1948 (‘the CJA") extend the scope of
territorial jurisdiction of the CM.A 1990 for Crown servanis?

19.

20.

The Claimanis contend that s. 31 of the CJA"" has the effect of extending the
territorial reach of the CMA 1990 for Crown servants. ki is said that the effect
of 5.31 means that any breach of the CMA 1990 by a Crown servant abroad is
deemed to have taken place in England and is within the territorial jurisdiction
of the CMA 1990 (see §§37D, 37F, 41B(b) and 47A of Privacy’s Amended
Grounds).

The Respondents’ primary submission is that the interface between the CIA
and the CMA 1990 is entirely academic in circumstances where GCHQ) has
confirmed that, as a matter of practice, any CNE activities carmried out abroad,
or over a foreign computer, even if the relevant user is located in the United
Kingdom, would be suthorised by a 5. 7 ISA authorisation (see §146C(a) of

" Saction 3 of the CMA, 1990 came into force on 29 August 2000 and RIPA 2000 came into force on 2
Dctaber 20,

" e [A1/Tab 10]

" Which provides s follaws: “30¢7) Amy Bririoch subject emploved under Hix Maleste s Gevernmend in
the United Kingdom in the serviced of the Crown whe commiis, in a foreign country, when acting or
purporting fo act in the course of kis employmendt, any offence which, I commitied in England, woudld
be punishable an indicoment, shall be guilty off an offence ond subject io the same punishment. ax if the
offerce had been commitied in Englond ™ = see [A1LTab 4]
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21,

21

24

the Respondents’ Re-re-Amended Open Response'®).  The very purpose of s,
7 of the ISA is 10 provide for the granting of suthorisstions in respect of any
act done outside the Brinsh Islands, where otherwise a person would be liable
under the criminal or civil law of the UK. In addition, 5. 7(%) of the ISA
mekes clear that such authorsations can relate 1o an acl which is dooe in the
British 1slands, but which is or is intended to be done in relation to apparatus
that is believed to be outside the British Islands.

In any event, it is nol accepted that &, 31 of the CJA extends the scope of the
territorial jurisdiction provisions in the CMA 1990 (see §37F of Privacy's
Amended Grounds); nor are the broad assertions in §41B(b) of Privacy’s
Amended Grounds accepted es an accurate statement of the law ™",

First the CMA 1990 contains specific and express provisions as 1o what
territorial links with the jurisdiction are and are not necessary in order for an
offence (eg. under 5.3) to be committed. It is made clear in 5.4(1) that, for the
purposes of any offence under 5.3 of the CMA 1990, it i5 immeterial (a)
whether the act or event, proof of which is required for conviction, occurred n
England and Wales or (b) whether the accused was in England and Wales at
the time. But, as made clear by s.4(2), at least one significant link with the
jurisdiction must exist in the circumstances of the case for the offence under
5.3 10 be committed. Prior 1o 3 May 2015 a significant link was present if (a)
the accused was in England and Wales at the time when be did the
unauthorised act or caused it to be done or (b) the unauthorised act was done
in relation to a computer in EnglandWales (see 5.5{3}]“

In those circumstances the CMA 1990 is an example of a “purely domestic
regularion™ per Lord Parker C) in R v Naplor [1962] 2 QB 527 i.e. it contains
offences which are incapable of being committed where there are insufficient
links with the jurisdiction and therefore are incapable of being transposed
under the CJA 19487,

The same would also apply, for example, to RIPA 2004 [A1/Tab 10]. Section
1{1) of that Act creates an offence of unlawful interception of a
communication being transmitted by & public postal service or a public

" A1 Open Bundie Pan A pl{3

" See Open Bundle Part A s p19 and p21

* and changes 1o 5.5 broaght sbout in May 2015 now mean that, for 8 5.3 offence, » significant link can
also be established if the socumed was outsbde the UK ar the time the act constituting the offence
vccurred and (8] the sccused was a UK naticoal at the time or (b) the act constituted an offence under
the low of ihe country im which It necusred (see 5. S(1A]) [ALTab 1).

 See alsn Cox v Army Cowncil [1963] AC 48 where Lord Parker CJ, in the context of 5 70 of the Army
Act 1955 (which comains similar provistons 1o 531 CIA 194E) mads clear &t §71 that there would be
certain acss or omissions punishable if done in England which cannot be reproduced by asy equivalent
occurrence taking place outside the coEntry.
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telecommunications system. Section 1(2) sets out the circumstances in which
the interception of & communication being transmitted by a private
telecommunications system is an offence and, in each case, the interception
must take place in the United Kingdom. The definitions of ‘“private
telecommunications system’ and ‘public telecommunications system® require
a link 1o the United Kingdom. Thus it would be impossible to transpose an
interception on & foreign telecommunications system carried out by a Crown
servant acting abroad. Moreover to criminalise a Crown Servant working
abroad would place that Crown servant in a worse position than a Crown
servant working in the United Kingdom and would therefore not operate fairly
and within reasonable limits,

25.  Secondly, even if the CJA 1948 did epply, the question whether there was any
liakility under s. 31 of that Act, read with the CMA 1990, would depend upon
the specific circumstances in question includimg, infer alia, the snswers 1o the
following kev questions:

{a)  Whether the offence was contrary to the laws of the foreign country i.e.
it would only be where the Crown Servant commits an offence
contrary 1o the laws of the foreign country and which would be
indictable in England, that section 31 of the CJA could apply. That
follows from the fact that the section ftself refers to the commission in
a foreign country of an offence and aveids the absurdity of a Crown
servant acting lawfully in the foreign country but exposing himself to
criminal prosecution on retumn to England and Wales; and

(b) Whether the offence was committed in a “foreign country”™ which bears
a special meaning derived from the British Nationality Act 1948,
which was repealed in part and replaced with the British Nationality
Act 1981 and which means that section 31 of the CJA does not apply
to (a) Commonwealth countries, (b) the Republic of Ireland and (c)
British overseas territories.

26,  Thus, this matter is academic; in any event, the Claimants® contention that the
CJA 1948 extends the scope of termritorial jurisdiction of the CMA 1990 for
Crown servants is wrong in law; but, even if it were right, the matter could
only be determined on a case by case basis and is incapsble of being addressed
in the general terms contended for by the Claimants,

Issue 1: Does 5.5 ISA 1994 permir the ixsue of a “class’ or ‘thematic’ warrant, Le. a
warrani authorising certain acts or [ypes of acts in general rather than by
reference to specified property or wireless telegraphy?

27. In E41C of Privacy's Amended Grounds it is asseried that &5 ISA warrants,
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unlike 5.7 1SA authorisations, are incapable of being ssued on a “class™ or
“thematic™ basis because of the requirement that the action and the property
both be “specified”.

The genesis for this complaint appears 10 be the 2014 repan of the Intelligence
Services Commissioner, Sir Mark Waller dated 25 June 2015. When dealing
with ISA property interference warrants [Vol L/CMU/pB49M), he stated as
follows:

“s I'hemaric Property Warrants

I have expressed concerns abowt the we of whar might be rermed “themaric ™
property warragnts issued wnder section 5 of IS4 [SA section T makes specific
reference fo thematic guthorisations (whet are called class suthorization) because It
refers “fo a particidar act” or o “acis " underiaken in the course of an eperation
However, section 5 is narrower referring to "property 50 specifled”.

During 2014 1 have discuzssed with all the agencies and the warrantry units the use of
secrion § in a way which seemed to me arguably too brood or “thematic ”. { have

* section 5 does nov expressly allow for a class of euthorisartion; and

* the words “property so specified” might be narrowly construed requiring
the Secretary of Stare fo consider @ particular operation againg o particelar
piece of property o3 opposed to property more generally described By
reference for example ro a described ser of indhiduals.

The agencies and the warrgntry wnits argue thar IS4 refers to action and properiies
which "are specified” which they interpre! o mean “described by specification”
Under this interpretation they consider that the property does mol Recessarily need to
be specifically identified in advance as long as whar is stased in the warrant can
properiy be soid to include the property that is the subject of the subsegquemt
interference. They argue thar sometimes fime contraints are such that if they are to
gt i profect national secwrity they need o warrant which “specifies” property by
reference fo o described set of persons, only being able to identify with precision an
individual at o later moment.

[ accept the agencies ' interpretation is very arguable. [alo see tn pracrical terma the
national security réquirement.

The crifical thing however is that the submission and the warrant must be sef oul in a
way which allows the Secretary of State to make the decision on recessiny and
proportiorality, Thus I have made it clear:

* a Secretary of State can only sign the warrant {f they are able properly io
aixess whether if (s necessary and proportionale fo auihorise fhe aciiiny

* the necessity and proportionalily consideration st not be delegated

» property warrgnls under the presend legislarion should be as marrow as
possible; and

+ excepriomal circwmstances where time constrainy wowld put national
security af risk will be more likely o fuctify “themaric " warranis,

10
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29.

1.

32.

Thiz has led to one of the ogencies withdramiing a themaric property warranf in order
to better define the specified property. We remain in discussion to find a way to do 50
but [ am arxious to ensure that they are not missing intelligence opportunities which
might endanger national securiny.

I made five recommendations of eack of the intelligence agencies and warraniry units
in relation to whar might be termed thematic property warrants:

1. For any warrants which might be considered to be themaric 1o be

highlighted in the list provided for my selection;
2. The terms of @ warrant and the submission must always be such as to

enable the Secretary of State 1o assess the necessiry and it

3. The assessment of proportionality and necessity should not be delegated,
4. Property warrants should be as narrow af possible it circumstances
where nime constraints and national security dictate may allow a mare
broadly drown “thematic ™ warrant, and

5. As the agencies and the Secretaries of State have made clear to me is the
case, thamatic or broadly draws warrants should nat be asked for simply for
administrative convenience.

I have recommended im general, and mot just for thematic warranis, thar the
submission artached fo the warrant showld sef out all the limitations applied to the
use of the warrant and particularly should identify what action is being taken to
miinimise intrusion into privacy.” (soe pages 18-19)

It is to be noted that the terms “themaric” and “class™ as used by Privacy do
not form part of the statutory requirements for the issue of 8 warrant under .5,
Insofar as the term “thematic™ used by Privacy refers to the usage by the
Commissioner the report set out above, the Respondents position is as follows:

First 5.5(1) ISA provides: “No entry on or interference with property or with
wireless telegraphy shall be unlawful if it is aushorised by a warrant issued by
the Secretary of State under this section.” That provision does not delimit the
scope of a warrant Lo any single piece of property or single instance or method
of entry on to or interference with property or wireless telegraphy.

Secondly by 5.5(2) the Secretary of State may, on an spplication by GCHQ,
issue & 6.5 warrant authorising “the taking. subject to subsection (3) ..., of such
action as is specified in the warrant in respect of any property so specified or
in respect of wireless telegraphy so specified”. Therefore if and insofar as
action and/or property and’or wireless telegraphy is specified in a 5.5 warrant,
the warrant will be valid as regards that specification.

Thirdly wheiher action andior any property and/or wireless telegraphy is
“specified” in a warrant will depend upon the words used in the particular
warranl. The phrase “amy property so specified” in 5.5(2) is not 1o be read as
precluding the Secretary of Staie from issuing a warrant save in relation to a
particular operation against a particular piece of property. Given the terms of

11
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5.5 of the ISA “properny” can be “specified” in a 5. 5 warranl by description
and such description may encompass more than one particular location or item
of property eg. with reference 1o a described set of persons.

33,  The Secretary of Suate can only sign a warrant if satished that the activity
thereby authorised is necessary and proportionate in sccordance with the
statutory tests and thai there are satisfaciory arrangements in force with regard
to the disclosure of information obtained under the warrant (see 5.5(3)). In
making that assessment the Secretary of State is required 1o consider whether
what is sought to be achieved by the wamant could be achieved by other
means (8.5(2A). As noted by the Commissioner there may be circumstances
in which the requirements of national security mean that it is simply not
possible 1o specify with precision a defined individual, as opposed 10 eg. a set
of persons to which the warrant relates. But there 15 nothing in the language of
the I5A which would preclude a warrant being issued on that basis provided
the statutory tests are otherwise satisfied

34.  In those circumstances it is submitted that 5 does permit a property 10 be
specified in a warrant by description and it is not accepied that any warrants
where this may have occurred were unlawful

Isswe 3: Does the power under 85 IS4 1994 1o awthorise interference with

“property” encompass physical property only, or does it aiso extend to intangible
legal rights, such as copyright?

35, The only stated basis for the Claimanis’ contention that a wamani under
section 5 ISA can pertain o mterference with only physical property is that
55.5(3) and (3A) refer to interference with property “in the British Islands™ ™
That reference is of no assistance:

(a)  First, the natural reading of the phrase is that it is employed fo
distinguish between property in and outside the UK for the purposes of
the scope of 5.5 and not types of property: it is a phrase intended to
limit the peographical scope of interference, not the type of property
with which interference could occur,

(b)  Secondly, if Parliament had intended to delineate different types of
property and limit the scope of the term, it could have done so bun
chose not to.*

= Privacy Re-Amended Statement of Grounds $4100,
* In consrast, for example, the Criminal Damage Act 1971 & specifically limited o “tangible™ propery
by 5.10

12
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3.

(c)

(d]

Thirdly, the supposed tension between the use of the phrase “in the
British lslands™ and coverage of intangible property by section § is
difficult to understand in circumstances where, in particular, copyright
is & territorially delimited right in domestic law and, therefore, the
reference is consistent with that limitation.™

Fourthly, reading the term “property” as being qualified by the term
“nhysical™ would result in an anomalous position in practice on the
Claimants’ own case. The sort of interference contemplated by the
Claimants ie. modification or adaptation of a computer programme on
a terget computer, would itself be lowfi/ under a wamrant: the
reconfiguration of electrons on a computer 5o as to modify the manner
in which it operated would be a physical imterference which is
contemplated to be permissible. The warrant would permit such action.
Yet simuliancously, the Claimants also say that the very same
rearrangement of electrons is also unlawful because it affects an
intangible property rightt There is no reason (o suppose that
Parliament intended such a state of affairs to be capable of arising
when the overall purpose of the section is to enable lawful interference.

Thus the contention that 5.5 wamrants could not cover interferences with
intangible property are unfounded.

But further and in any event, the Claimants fail 10 recognise that even if 8 8.3
warrant did pot cover a potential inference with copyright, no basis for
alleging any breach of copyright has been put forward:

(@)

(k)

§41E of Privacy's Amended Grounds™ is wholly vague as to the
nature or type of the alleged interference with copyright and it is
inadequately pleaded (by reference to other allegations made or
otherwise),

The Claimants purport to rely on EU Directive 2001/29 [A1/Tab 14]
but its relevance is not understood. Notwithstanding that in their
Amended Open Response of 25 September 2015 the Defendant
explained that the relevant law of copyright is the domestic law of
Enpland and Wales and no breach thereof is alleged, no further
explanation of the Claimants’ position has been proffered. As made
clear in the Open Response, it has not been contended that the United
Kingdom has failed 10 implement Directive 2001/29 in domestic law.
It is noted that Directive 2001/29 was implemented in the United

 In particular Part 1 of the Copyright, Designs and Patents Act 1988 extends only 10 England and
Wales, Scotland and Northern Irefand.
# See Open Bundle Part Afp22
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38

39

Kingdom in particular in the Copyright Designs and Patents Act 1988
(as amended).

(c) Further or aliematively, insolar as it 15 relevant it s demied that

L the actions of the Defendant pursuam 10 the protection of
national security interfere with any rights protected under
Directive 2001/2%; and'er

ii. any interference with such nights by the actions of the
Defendants is unlawful or disproportionate,

The further references in §41F of Privacy's Amended Grounds do not assist
the Claimants’ case. The judgment Case C-293/12 Digital Rights freland
|ALTab 26] was nol concerned with copyright, did not consider standards
required for derogations under Directive 2001/29 (albeit the relevance of
which it not understood — s=e above) and did not purport 1o lay down “the
standard required to justify a derogation from EU law rights” whether in
relation to “surveillance™ or otherwize. Indeed, 1t s noted that on 20
November 2015 the Court of Appeal gave a judgment in Secretary of State for
the Home Department v Davis & Watson [2015] EWCA Civ 1185 in which it
stated that its provisional view was that the judgment in Digital Rights freland
did not lay down mandatory reguirements even in relation to the matiers with
which it was directly concermed and ordered a preliminary reference 1o the
CIEU in that regard.

Thius not only have the Claimamts failed to make pood thelr statutory
interpretation contention, given the nature, scope and derogations available
under copyright law they have failed to put forward any good basis for any
breach of copynight.

ISSUES 4 AND 5 - ECHR

Is the regime which governs Computer Network Exploitation (“the regime”) “in
accordance with the low" under Article 8(2) ECHR 7 “prescribed by law®™ under

Article 1072} ECHRYT In particular:

a. Is the regime sufficienty foresecable?

b Are there sufficient safeguards to protect agains arbitrary conduct?

(A Is the regime proportionate?

. Was this the case throughout the period commencing I Auguse 20097
Article § ECHR — the principles

40,  Asthe Tribunal held at §37 of its judgment in Liberny/Privacy |[A2Tab 22], in
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41.

42

43,

order for an intérference to be “in accordance with the law™:

“i) there mmest not be an unfettered discretion for executive action. There must
be controly on the arbitrariness of thar action,

i1) the manire of the rules must be clear and the ambit of them must be in the
public domain so far a3 possible, an "adeguate indication” given (Malone v
UK [1985] 7 EHRR !4 at paragraph 67). so that the exiztence of interference
with privacy may in general terms be foreseeable "

See also Bykov v. Russia, appl. no. 4378/02, 21 January 2009, at §78 [A2Tab
31). quoted at §37 of Liberty/Privacy.

As the Tribunal also noted in Liberty/Privacy, in the field of national security
much less is required to be put into the public domain and therefore the degree
of foresesability must be reduced, because otherwise the whole purpose of the
steps taken to protect national security would be put at risk (see §§38-40 and
§137). See also in that respect, Malone v UK (1984) 7 EHRR14 at §§67-68m
[A2/Tab 42], Leander v Sweden [1987] 9 EHRR 433 at §51 |[ALTab 40] and
Eshester v UK [1994] 18 EHRR CD 72 [A2/Tab 33], quoted at §§38-39 of
Liberty/Privacy. Thus, s held by the Tribunal in the British Irish Rights
Wateh case dated 9 December 2004 [A2Tab 21] (a decision which was
expressly affirmed in the Liberty/Privacy judgment at §87): “foreseeability is
only expected to a degree that is reasonable in the circumstances, and the
circumstances here are those of national security...” (§38)

Thus, the national security context is highly relevant to any asscssment of
what is reasonable in terms of the clarity and precision of the law i question
and the extent to which the ssfeguards against abuse must be accessible to the
public (see §§119-120 of the Liberty/Privacy judgment [A2/Tab 22]). That is
not least becanse the ECtHR has consistently recognised that the foresecability
requirement “cannof mean that an individual should be enabled io foresee
when the authorities are likely fo resort io secret measures so that he can
adapt kis conduct accordingly”™: Malone v. UK, §67 [A2Z/Tab 42|; Leander v.
Sweden, §51 [AZTab 40]; and Weber and Saravia v Germany (2008) 46
EHRR SES, §93 [A2/Tab 49].

As 1o the procedures and safeguards which are applied, two points are to be
noted.

First it is not necessary for the detailed procedures and conditions which are
observed to be incorporated in rules of substantive law. That was made clear
at 568 of Malone [ALTab 42] and §78 of Bykov [AZTab 31]; and was
reiterated by the Tribunal at §§118-122 of LibertwPrivacy [A2Tab 22].
Hence the reliance on the Code in Kennedy v United Kingdom [2011] 52
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45,

46,

47.

EHRR 4 at §156 [A2/Tab 36) and its anticipated approval in Liberty v Unired
Kingdom [2009] 48 EHRR at §68 [A2/Tab 41] (see §118 of LibernnPrivacy
and also Sitver v United Kingdom [1983] 5 EHRR 347),

Secondly it is permissible for the Tribunal 1o consider rules, requirements or
arrangements which are “below the waterline™ ie. which are not publicly
accessible. In Liberny®rivacy the Tribunal concluded that it is “nof mecexsary
that the precise details of all of the sofeguards should be published, or
contained in legislation, delegated or otherwise™ (§122), in order to satisfy the
“in accordance with the law™ requirement; and that the Tribunal could
permissibly consider the “below the woterling” rules, requirements or
arrangements when assessing the ECHR compatibility of the regme (see
§550, 5, 118, 120 and 139 of Liberty/Privacy). At §129 of Liberty/Privacy
the Tribunal stated:

“Particularly in the field of national security, undisclosed adminisiranve
arrangements, which by definition can be changed by the Executive without
reference to Parligment, can be taken info occount, provided thar whar (s
dizclosed indicates the scope of the discredon and the manner of s
exercise.., This ix particidarly so where:
[ ﬁrﬁ..ruﬂmwdwgmm o comniained in
ii. There is @ system of oversight, which the ECHR has approved, which
ensures that such arrangements are bepl under constam review,”

Those conelusions were reached in the context of the s. 8(4) RIPA interception
regime. They are equally epplicable 1o the equipment regime where the
relevant Codes both refer expressly to undisclosed statutory “arrangements”
under the 1SA (see eg. §1.3 of the El Code [Vol 1/CM1/p707] and §7.38 and
§9.7 of the Property Code™ [Vol 1/CM1/p809/p815]) and where there is
similar oversight by the Intelligence Services Commuissioner.

In the context of interception, the ECtHR. has developed a set of minimum
safeguards in order 1o avoid abuses of power. These are referred to as ‘the
Weber requirements’. At §95 of Weber [A2Tab 49, the ECIHR stated:

“In fts case-law on secrer measures of surveillance. the Court has develaped
the following minimuem safeguwards that should be set owl in stahae low in
order to avoid abuses of power: (1) the nature aof the offences which may give
rise 1o an imerception order; (2) a definition of the cawgories of peaple
liahle 1o have their telephones tapped: (3} a limit on the duwration of
telephone tapping: (4) the procedure io be follovesd for examining, using and
stoving the date obwained; (5] the precautions to be fakem when
commRicaning the data to other parties; and (8) the circumstances i wiich
recovdings may or must be erased or the lapes destroved.™ (sumbered items
sdded for convenience, see §33 of LibernaPrivacy)

* And see §2.19 of the 2002 version of the Property Code.
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48,

45,

(And see also Valenzuela Contreras v Spain (1999) 28 EHRR at §59)

However il is important to recognise what underping the Weber requirements,
as highlighted at §119 of the Liberty/Privacy judgment. In particular, §106 of
Weber states as follows:

“The Courr reiferates that when balancing the imtevest of the respondent
State in protecting its national security through secret surveillance measures
against the seriousness of the inferference wirth an applicant 's right 1o respect
for kix or her private [ife, ir has consistently recognised that the national
authorities enjoy a fairly wide margin of apprecigtion in choosing the
means for achieving the legitmate gim of protecting national securify (see,
inter alia, Klass and Orhers, cited above, p. 23, § 49; Leander, cited above,
p. 25, § 59; and Malone, cited above, pp. 36-37, § 81). Nevertheless, in view
af the risk that a system of secret surveillance for the proteciion of national
security may undermine or even destroy democracy under the cloak of
defending i, the Court must be savigfied that there exist adeguate and
effective guarantees aguinst abuse (3ee Klass and Others, cited above, pp.
23-24. §§ 49-50; Leander, cited above, p. 23, § 60 Comenzind v.
Switzeriand, fudgment of 16 December 1997, Repores I1997-VII, pp. 2893-
84, § 45; and Lambert, cited ahove, p. 2240, § 31). Thix gesessment depends

LA Lo o _E15Wd - . i

This emphasis on the need to consider all the circumstances of the case was
recently reiterated by the ECtHR in RE v United Kingdom (Application No.
62498/11) 27 October 2015 at §127 [AZTab 44]. In that case, because of the
“extremely high degree of intrusion™ involved in the surveillance of legal
consultations it expected the same safeguards to be in place as in an
interception case, at least insofar as those principles could be applied to the
surveillance in question (see §131). On the specific facts of that case, a breach
of Article 8(2) ECHR weas found given that the surveillance regime as it
applied to legal consuhations did not contain sufficient provisions as regards
the examination, use and storage of the material obtained and the precautions
to be taken when communicating the material to other parties or
erasing/destroying the material (see §§138-141). The ECtHR contrasted the
provisions in Part I of RIPA and the Interception Code, which the Court
approved in Kennedy, and concluded that they provided an example of the
type of provisions which were required in this context.

The Tribunal in Libern/Privacy placed considerable reliance on oversight
mechanisms in reaching their conclusion that the intelligence sharing regime
and the £.§(4) RIPA regime were Article 8 compliant. In particular:
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f{a) The role of the Commissioner and “hiy clearly independent and fully
implemented powers of oversight and supervizion™ have been long
recognised by the ECtHR, as is evident from Kennedy at §§57-74, 166,
168-169 [A2/Tab 36] (see LibernyPrivacy at §§91-92 |[A2Tab 22]).
Whilst the Tribunal will, of course, form its own judgment about the
effectiveness of his supervision in the CNE context, it is clear that this
18 polentially a very imporant general safegpuard against sbuse. In
Liberty/Privacy the Tribunal relied, in particular, on his duty 10 keep
under review the adequacy of the arrangements reguired by statte and
b the Code, together with his duty to make a report to the Prime
Minister if a1 any time it appearad to him that the arrangements were
inadequate.

(b) The advantages of the Tribunal as an oversight mechanism were
emphasised at §§45-46 of LibertyPrivacy, including the “very distinct
advantages” over both the Commissioner and the 15C for the reasons
given at 846 of the judgment.

{c)  In addition the ISC was described as “robustly independent and now
Jertified by the provisions of the JSA™ (see §121 of Libern/Privacy)
and therefore comstituled another important plank m the oversight
arTangements.

51,  Conseguently there 15 a need 1o look at all the circumstances of the case and
the central question under Art. B(2) is whether there are:

“_..odequate arrangements in place o ensure compliance with the statulory
framework and the Comvention and fo give the individual edegquare protection
against arbitrary imterference, which are sufficiently accessile, bearing in
mind the requirement of national security and that they are subfect to
oversight” (see §125 of the Libertw/Privacy judgment)

i, Prior 1o considering the detailed safeguards which apply 10 the Egquipment
Interference regime, the Respondents make three preliminary points.

£3. First, it is nol accepted, even on the basis of the factual assertions made in the
Claimanizs’ Grounds (which are neither confirmed nor demied), that such
activities are factually or legally more intrusive than other forms of
surveillance or dats-gathenng, including the interception of communications
{see §§42-46 of the Privacy Grounds and §§55-57 of the Greennet Grounds).
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34,

33,

56.

5.

58.

39,

As stated at §42-44 of Ciaran Martin's first witness statement [Open Bundle,
Part B/p124if), whilsi it is accepted that CNE operations can be highly
intrusive, they are not in general more intrusive than other operations
conducted by GCHOQ eg. under RIPA 2000 or the ISA. For example Part I of
RIPA permits public authorities to engage in intrusive surveillance. A
listening device directed at say a bedroom clearly has the potential to obtamn
information of an extremely private and personal data. In addition with the
advent of certain types of remote storage, much of the material referred to in
the Claimants’ complaints could potentially be available via interception
under Part 1 of RIPA.

The ECtHR has expressly referred to the fact that “rather strict standards™
apply in the interception context, but do not necessarily apply in other
intelligence-gathering contexts: Uzun v, Germany (2011) 53 EHRR 24, at §66
[AZ/Tab 48] and see also McE v, Prison Service of Northern Ireland [2009] 1
AC 908, per Lord Carswell at §85 [A2Tab 24]. In RE v United Kingdom the
ECtHR held that an “extremely high degree af intrusion™ involved in the
surveillance of legal consultations meant that the same safeguards had to be in
place as in the interception context.

Here there is no factual or legal justification for asserting that an even stricter
set of standards ought to apply to equipment interference activities, over and
above those which would apply eg. in an interception case.

Therefore in circumstances where GCHQ accepts that these activities
represeni & similar level of intrusiveness in Article 8 ECHR terms 1o eg.
interception under Part 1 of RIPA, it is acknowledged that consideration of the
Weber requirements is necessary as part of an assessmemt of all the
circumstances of the case.

Secondly, as has already been made clear, GCHOQ does not seek to cary out
indiscriminate mass surveillance activities of the sort alleged by the Claimants
both in the Grounds and in their witness evidence (see §36 of Ciaran Martin's
first statement [Open Bundle Part B/p131-132] and see also §7 of his third
statement dated 24 November 2015). Such activities are precluded by the
clear statutory framework which regulates GCHQ's activities. CNE activities
must be authorised by the Secretary of State and are subject to strict tests of
necessity and proportionality and legitimate aim as set out in the ISA. These
guthorisations and the internal processes which are in place to manage these
activities are subject 1o independent scrutiny by the Intelligence Services
Commissioner and the ISC.

It follows from this that many of the examples given in the Claimants'
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evidence gbout the possibilities created by CNE techniques bear no relation 1o
the reality of GCHOY's activity andior would be unlawful having regard 1o the
relevant statutory regime.

It also follows that the Trbunal must exercise caution when approaching the
assumed facts for the purposes of testing the legal issues. For very good
reason GCHQ 15 umable to confirm or deny what particular CRE
techniques/capabilities it has or what type of CNE operations are conducted by
it. It has therefore been extremely difficult for GCHOQ 10 engape in OPEN
with the assumed facts without breaching NCND (although it has sought 1o do
so in its CLOSED evidence).

(@)

(b)

(c}

For example §6(e) refers to “the use of CNE in respect of numerous
devices, servers or networks withow! first having identified any
particular device or person as being of intelligence interest”, I that
were taken literally it might sugpest that GCHO would engage in CNE
activities on 2 speculstivetrawling basis, without any proper
justification. But that would clearly be precluded by the legislation
and the core requirements of pecessity and proportionality.
Consequently it is only having considersd the CLOSED evidence
about GCHQ)'s actual activities that the Tribunal can properly assess
whether the activities are met with adeqoate safepuards and are
proportionate.

Similarly §6(d) of the assumed facts refers to “the wuse of CNE in such
a way that it creates a potential security vulnerability in soffware or
hardware, on a server oF @ network”. Here OGCHO) can respond (at
least in general terms) and has made clear in Mr Martin's first
statement that operations are carmied out in such a way &s 10 minimise
that risk (se¢ §41 [Open Bundle, Part B/p132-133]). To leave targets
open to exploitation by others would increase the risk that privacy
would be unnecessarily intruded upon and would also increase the risk
of GCHOQ's sensitive tools and techmigues being identified.
Consequently GCHO does not intrude into privacy any more than is
necessary 1o carry out its functions and takes steps o 10 minimise these
risks. 11 also cames oul important internel safety and cyvber-security
activities, including detecting and disclosing security vulnerabilities, as
explained in §§40-41 of Mr Martin's first statement [Open Bundle,
Part B/'p132-133|. Consequently the reality of GCHOQY's activities is
inadequately reflected in a bald statement that CNE may be used in
such a way that it creates potential security vulnerahilities in software
or bardware or a server/nerwork.

In addition §6(b) refers 1o the “crearion, modification or deletion of
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61.

information on a device, server or network”. In that regard whilst
GCHQ recognises that CNE sctivity could theoretically change the
material on 8 computer eg. by the installation of an implant which
would itself amount to a change, it would be neither necessary nor
proportionate, nor operationally sensible, to make more than the most
minimal and to the grestest extent possible, transient, changes to
targeted devices (see §46 of Mr Manin's first statement [Open
Bundle, Part B/p133].). Consequently the extent to which a CNE
operation involves the creation, modification or deletion of information
would always have to be part of the necessity and proportionality

Thirdly, contrary to the assertion made in the Claimants’ Grounds, there is a
clear legal framework governing any equipment interference activities, as set
oui in detail earlier in this Response. The availebility of warrants under s. §
and authorisations under s. 7 of the ISA, do provide a firm legal framework
which is supplemented in important respects by the CMA, HRA, the DFA, the
0SA, the relevant Codes and GCHQ's internal arrangements. That statutory
scheme, in common with the interception regime in RIPA, makes certzin
activities an offence (as is the case eg. in 5. 1 of RIPA which makes it an
offence, without lawful authority to intercept certain communications) but is
coupled with & regime for the issuing of warrants/‘suthorisstions which render
the activity lawful if strict conditions are satisfied. The suggestion that the
availability of a warrant under the 1SA “simply cancels any unlawfulness™ is a
misrepresentation and an over-simplification of the statutory scheme and the
safeguards which are inherent within it

The Equipment Interference regime is therefore “accessible™ and has a basis in
domestic law, in that it consists of provisions in primary legislation and in
relevant Codes and also in relevant internal arrangements/safeguards which
are applied by GCHQ. The Claimants” argument that there is no relevant legal
regime that regulates the circumstances in which and the conditions in which
GCHQ may interfere with equipment is therefore unienable.

Compatibility of the regime since February 2015

Weber (1) and (2)

63.

As noted by the Tribunal at §115 of Libertp/Privacy [A2Tab 21], Weber (1)
and (2) overlap and therefore can be taken together.

These requirements ie. the “offences” which may give rise to a
warrant/‘suthorisation and the categories of people liable 1o be nvolved, are
clearly satisfied by 5. 5 and 5.7 of the ISA, as read, in particular, with §1.6,
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Chapter 2, Chapter 4 and §7.7-§7.8 of the EI Code [Vl 1/CM1/p70411).

B35, As noted in RE v United Kingdom |A2Tab 44], although sufficiem detail
should be provided of the nature of the offences in question, the condition of
forcseeability does not reguire States 10 sel out exhaustively by name the
specific offences which may give rise to the activity (see §132). Consequently
terms such as “national securin™ and “serious crime™ are sufficient (see RE
at §133 and §116 of the LibernyFPrivacy judgment [A2/Tab 22]). In addition
it was also accepted in AE that it may not be necessary to know in advance
precisely what individuals will be affected eg. by the surveillance measures in
each case. Nevertheless given that the spplication was required to sef ouf in
full the information that was known and the proportionality of the measure
was subsequently scrutinised in detail, no further clarification of the persons
liable 1o be subject to the measures could reasonably be required (see §136).

66. As to the procedures for suthorising CNE activities, these are addressed
specifically at Chapter 4 of the EI Code [Vol 1/CM1/p719MN]. In particular, at
£4.6 a detailed set of criteria are identified in terms of the information which is
provided to the Secretary of State when applying for the issue or renewal of a
&5 warrant and this information must also be provided, where reasonably
practicable, for any section 7 authorisation (see §7.7 and §7.2 of the El Code
[Vel 1/CM1/p726-727]). That paragraph states:

“4.6 An application for the fsxue or remevwal of @ section 5 warrant is made fo the
Secretary of Stere. Each application should contain the following information;

. the identiny o identities, where kmown, of those who possess or use the
eguipment that is 1o be subject fo the interference;

. syfficient information to identify the eguipment which will be affected by the
. -

. the nature and extent of the proposed (nterference, including oy interference
with infarmation derived from or related to the equipment;

. what the operation is expected to deliver and why it could not be obigined by
ather lets intrusive means;

' details of any collateral infrusion, including the identity of individuals andior
categories of people, where known, who are likely ro be affecred.

' whether confidential or legally privileged material may be olvained. [f the
eguipment interference i3 mot intended to reswlr im the acquisition of
inowledge of matters subject to legal privilege or confdential personal
information, but i1 s likely that such knowledge will nevertheless be acquired
during the operation, the application showld identify all steps which will be
taken to mitigate the risk of acquiring it;

. defails of any offence suspected or commited where relevant;

. how the authorization eriteria (as set oul af paragraph 4.7 below) are met;

. what measures will be pur in place to ensure proportionality is maintained
fe.g. filtering. disregarding personal information);:

W where an application is wrgent, the supporting fustification;

7 gg foand in the ISA (see, for GCHE, £5(3) md 5. 7(3) of the 1SA read with 5.3(2).
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67.

68,

69.

. amy action which may be necessary 1o install, modify or remove soffware on
the egquipment,

. in case of @ renewal, the results obtained so far, or a full explanation of the
failure to obiain any results.”™

It is 1o be noted that a similar provision 1o §4.5 above (i.e. §5.2 of the
Interception Code) was described in Liberty/Privacy as “impressive” al
§116(iv) [A2Tab 22].

In sddition, §4.7 contains a checklist of matters about which the Secretary of
State must be satisfiediconsider before issuing 8 warmant‘authorisation
mmcluding:

{(a)  being satisfied that it is necessary for the purposes of carrying out the
intelligence services functions;

(b)  being satisfied that it is proportionate;

(¢} taking into account whether there are other means by which the
information could reasonably be obteined; and

(d} being satisfied that there are satisfactory arrangements in place as
regards disclosure of any information obtained.

These provisions are also accompanied by detailed guidance in Chapter 2 of
the Code [Vol L/CML/ip711] on the requirements of necessity and
proportionality in this context, including issues such as collateral intrusion and
the need to consider less intrusive alternatives. General best practice guidance
is also given at §§2.16 and 2.17 imcluding making sure that there is a
designated senior official within each of the Intelligence Services responsible
for, inter alia, the integrity of the process to suthorise equipment interference
and engagement with the Commissioner.

More specifically, in terms of the procedures for .7 authorisations:

{a)  Asnoted above, the same procedures and safeguards 2pply as under .5
ISA (§7.2 El Code [Vel 1/CML/p726]), including the detailed
authorisation procedures in Chapter 4. In particular any application for
a 5.7 authorisation to the Secretary of State should contain the same
information, as far as reasonably practicable in the circumstances, as
an application for a .5 warrant (§7.6 El Code [Veol 1/'CM1/p726-

T27]).
(b) Omece a 5.7 suthorisation has been made by the Secretary of State,
which may be specific to a particular operation or user or may relate to

a broader ¢lass of operations (§7.6 El Code Vol 1/CM1/p716-727]),
the Code makes clear that it is necessary for intemal approval to
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conduct operations under that authorisation 1o be sought from a
designated senior official.

{c) In circumsiances where the eguipment interference is likely or
mtended to result in the ascquisibon of confidential information,
authorisation should be sought from an Annex A approving officer,
which in GCHOQ's case is a Director of GCHO (see §7.12 El Code Vol
LCM1/pT27))

(d)  Clear guidance is provided as to what information should be included
in any application for an internal approval at §7.13 of the EI Code [Vol
1/CM1/p718] which essentially replicates and requires the same
information as any application to the Secretary of Siste for a .5
warrant. [t states:

“The application for approval smast [should™)] set our the necessiry,
Jjustification, proportionality and risks of the particular aperation,
and should contain the same information, a5 and where appropriate,
as an applicarion for o section 5 equipmens inferference warrant
Before granting the internal approval, the designated senior official
or Annex A approving officer must [should™ | be satisfied that the
aperation is necessary for the proper discharge of the functions of
the Inteiligence Service, and that the taking of the action is
proportionate fo what the action seeks 1o achieve. The designated

senior gfficial or Annex A approving afficer must consult the Foreign
and Commonwealth Office or seek the endortement of the Secresary

of Sware for any particularly sensifive operations. ~

As is evident from this final part of §7.13, there is specific provision
for the FCO to be consulted, or the endorsement of the Secretary of
State obtained for particularly sensitive operations.

70. It is therefore submitted that the regime is sufficiently clear both as to the
nature of the offences which may give rise to equipment interference activity
and the categories of person liable to be subject 10 such measures.

71. It is also to be noted, in terms of substantive safeguards, that there are
additional layers of assurance built into the 5.7 approvals process including:

{a) An increasing emphasis on providing detailed information 1o the
Secretary of State about the type of CNE activities covered by 5.7 class
authorisations. For example since July 2014 GCH(Q) has copied 1o the

* “showld™ now appears in the November 2013 version of the Code

* Ihid

24

1047



(b)

(c)

Weber (3)-(6)

FCO all of its internal 5.7 approvals for CNE operations which were
given pursuant to the class authorisation and serious attention is given
to this by senior Ministers and their advisors including, imter alia,
meetings to discuss individusl warrants/suthorisations (see §63 of
Ciaran Martin's first statement [Open Bundle/Part B/p138] and $§9-
11 of his third statement).

Within GCHQ there is an infernal specialist risk assessmeni panel,
involving & range of relevant technical, operational and policy leads,
which provides expent oversight and sssurance that the tools and
technigques being used and the way in which they are used, present an
acceptable level of technical and operational risk. This includes
providing an audit trail and a *history” of decisions which for example
are used to inform risk assessment statements in 8.7 approval requests
and political decisions (see §65 of Ciaran Martin's first witness
statement).

In accordance with §7.13 of the El Code discussed above [Vol
1/CM1/p718B), if an operation is judged to present a significant nsk,
the proposal will be submitted 1o FCO officials or the Secretary of
State and GCHQ will also seck FCO legal advice if a proposed
operation involves issues of international law (see §66 of Ciaran
Martin's first witness statement [Open Bundle/Part B/p138]).

72.  The third to sixth Weber requirements, namely (3) duration, (4), examination,
usage and storage, (5) disclosure and (6) destruction are dealt with in the
combination of the ISA, the CTA, the DPA, the HRA, the OSA and in
Chapters 2, 4, 6 and 7 of the EI Code and GCHQ's intemal arrangements.

3. As to doration:

(a)

(b)

The 1SA makes sufficient provision for the durastion of 55307
warrante/authorisations and the circumstances in which they can be
renewed or should be cancelled — see 5.6 and =.7(5)-7(7) of the ISA
(at JALTab 7] and referred to at §§23-26 and §§33-35 of the
Appendix 10 this skeletom).

In addition the EI Code contains important provisions on reviewing
warranis and the frequency of reviews, which apply equally to 5.7
activity (see §§2.13-2.15 and §7.2 [Vol 1/CM1/p712/p726]) &nd for
renewals and cancellations of 5.5 warrants (see §§4.10-4.13 [Vol
1/CM1/p721)) and for rencwals of 5.7 authorisations (see §57.15-7.16
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T4,

()

[Vol VCM1/p728]). I is to be noted that m RE v United Kingdom
similar provisions m Part [1 of RIPA and in the revised Property Code
were considered to be “sufficiently clear” see §137 [A2/Tab 44].

In addition, in terms of the 5.7 internal approvals process, the El Code
makes specific provision for regular reviews 1o ensure thal operations
continoe to be necessary and proportionate. At §7.14 it states [Vol
1/CM1/pT728):

“All internal approvals must [should"] be subject io periedic review
ar least once every & months to ensure the operarions confime to be
operations showld be reviewed more frequently, depending on the
merits of the case. ™

In addition there are detsiled safeguards which apply which mirror the
safeguards in =15 of RIPA in the interception regime, as regards the
handling, dissemination, copying, storage, disclosure and security
arrangements for information obtained as a result of equipment interference.

(a)

(b)

These include detailed safeguards in Chapter 6 of the El Code (see the
Appendix 1o this skeleton & §62T and Vel 1/CM1/p723-725) which
nclude, infer alia, provisions which:

limit the number of persons to whom any nformation is
disclosed 1o the minimum necessary for the proper discharge of
the Intelligence Services fumctions, mcluding applying the
‘need 1o know" principle (EI Code §§6.6-6.7);

limit the circumstances in which mformation obtained by
equipment interference can be copied (El Code §6.8);

require information obtained by equipment interference 1o be
handled and stored securely and inaccessible to persons without
the required level of security clearance (El Code §6.9 and

§6.11)%

Further GCH(Q must ensure that there are internal arrangements in
force, which are approved by the Secretary of State, for securing that
the requirements set oul in Chapler 6 of the EI Code are satisfied in
relation to all information obtained by equipment imterference (see £6.4
of the El Code) and these internal amangements should be made
available to the Commissioner (see 6.5 of the El Code).

M [hid
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(c) Any information emanating from equipment interference can be used
by GCHQ only in accordance with 5.19(2) of the CTA as read with the
statutory definition of GCHQ's functions (in 5. 3 of the ISA) and only
insofar as that is proportionate under s.6(1) of the HRA (see the
Appendix to this skeleton at §§8-10 and §§101-104).

(d)  Pursuant the DPA, GCHOQ is not exempt from an obligation to comply
with the seventh data protection principle, which provides:

7. Appropriate technical and organizarional measures shall be taken

against unauthorised or wnlowfid processing of persomal data and
agﬂnﬁmﬁdﬂdhﬂwdumqrarmmFﬂ:mﬂ
data™

Accordingly, when GCHQ obtains any information as a result of any
property interference which amounts to personal data, it is obliged to
take appropriate technical and organisational measures to guard agamnst
unauthorised or unlawful processing of the data in question and against
accidental loss of the data in guestion (see the Appendix to this
skeleton at §§106-108),

()  Any disclosure eg. deliberately in breach of the “arrangements™ for
which provision is made in 5.4{2)a) of the I1SA would be 2 criminal
offence under 5.1(1) of the OSA which could attract imprisonment of
up 1o two years (see the Appendix to this skeleton a1 §109) .

(f)  Further a member of the intelligence service will commit an offence if
he fails to take such care, to prevent the unauthorised disclosure of any
document or other article relating to security and intelligence which is
in his possession by virue of his position as a member of any of those
services (see 5.8(1) of the ISA read with 5.1(1)). Conviction may lead
to imprisonment of up to 3 months. Consequently this statutory
obligation is relevamt to the publicly available safeguards for the
handling and security arrangements for information obtained through
equipment interference (see the Appendix to this skeleton at §110).

(g) Members of the intelligence services could also be liable for
misfeasance in public office if they acted unlawfully and with the
necessary state of knowledge (sce the constituent elements of the test
as discussed in Three Rivers DC v Bank of England (Ne. 3) [2003] 2
AC 1 at §§191-194),

¥ The comtens of the obligation imposed by the sevenih data protection principle s farther elaborated in
5912 of Part I1 of Sch. 110 the DPA.
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76,

78

(h)  Fmally any disclosure of such information must satisfy the constraints
imposed in s5. 3-4 of the ISA, a5 read with 5.19(5) of the CTA and
£.6(1) of the HRA. Thus specific statutory limits are imposed on the
information that GCHO) can disclose.

In addition the EI Code contains imporan record keepiag obligations which
are relevant 1o the processes for handling this material. At Chapter 5 of the El
Code [Vel 1/CM1/p722] there is & checklist of matters which should be
centrally retnievable for at least 3 vears = a5 521 oul af §$660-61 of the
Appendix to this skeleton argument.

Az o destruction:

(a)  Chapter 6 of the EI Code [Vol 1/CM1/p723-725] contzins provisions
about destruction st §6.10 including that information cblained by
equipment interference and all copies, extracts and summaries thereof,
be marked for deletion and securely destroved as soon as they are no
lomger needed 1o fulfil the Intelligence Services functions. Further if
such information is retained ft should be reviewed at approprime
intervals to confirm if the justification for its retention 15 still valid.

(b} In anv event, pursuant the DPA, GCHQ is not exempt from an
obligation to comply with the fifth dama protection principle, which
provides:

“$. Personal data processed” for any purpose or purposes shall noi
be kept for longer thon is necessary for thal purpose or those
purposes. .. "

Accordingly, when GCHQ obtains any mformation as a result of any
property interference which amounts to personal data, 1t is obliged nm
to keep that data for longer than is necessary having regard to the
purposes for which they have been obtained and are being
used/retained (see the Appendix to this skeleton at §§106-108).

In those circumstances, Weber requirements (3)-(6) are also met.

It is also to be noted, in terms of substantive safeguards, that GCHQ has a
comprehensive programme of training and testing in place for those involved
in CNE operations and for intellipence analysts who may have access to data
obtained in CNE operations. This training includes operational and mandatory

B The term “processing” is broadly defined in s, 1{1) of the DPA 1o include {among other things),
ohtaining, reconding and wsing.
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79.

B1.

legalities training and the training involves testing and regular re-assessment
{see §BBC of Ciaran Martin's first witness statement [Open Bundie/Part

B/p139]).

As set out above, when assessing whether there are adequate arrangements m
place to give the individual adequate protection against arbitrary interference,
both the (1) below the waterline arrengements and (2) oversight mechanisms
in the regime are also relevant to the question of Article & compliance.

The below the waterline rules, requirements and arrangements can be
gppropriately assessed by the Tribunal in CLOSED based on the CLOSED
evidence which has been served by the Respondents. It is of note however
that, as & result of the disclosure process in these proccedings, some details
gbout these arrangements are now in OPEN, as set out at §§99B-99Z5 of the
Re-Re-Amended OPEN response and as replicated in §138fF of the Appendix
to this skeleton argument. Those rules, requirements and arrangements fully
support the contentions set out above about the lawfulness of the regime. Of
particular note is the following:

{a) The provision of internal guidance in the form of the Compliance
Guide and both &5 and &7 1SA Guidance on the processes for
applying, renewing and cancelling warrants/authorisations.

(b}  Internal safegoards which ensure that decisions to obtain data from
implanted devices are lawful, including the provision of training and
legal advice.

(c)  Internal policies for the storage of and access to data, including the
setting of maximum limits for siorage of operational data. In this
regard it is 1o be noted that ell operational data, inchuding that obtained
by CNE, is treated as if it was obtained under RIPA.

(d)  Internal rules regarding the handling/disclosure/sharing of operational
data, again which apply as if the material had been obtained under
RIPA.

)  Detailed record-keeping arrangements, including processes for keeping
all internal Approvals and Additions (see §86B and §71L of Ciaran
Martin®s first witness statement).

As 1o the oversight mechanisms which are relevant to the Article B(2)
compatibility of the regime, the extent of scrutiny of GCHQ's £.5/5.7 ISA
operations in this area is of some considerable importance.

As is evident from the first witness statement of Ciaran Martin a1 §§65-73
[Open BundlePart B/ppl40-144] the Commissioner plays a very important

role in scrutinising the CNE operations of GCHQ. During his visits (both
formal and ‘under the bonnet’) it is apparent that there is 2 constructive
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dialogue berween GCHQ) and the Commissioner about CNE activities, their
suthorisation processes and the safeguards which apply to them. These visits
have included paying particular attention 1o the “Additions™ layer (under
internal approvals) of the 5.7 authorisation process and GCHQ's operational
use of CNE (see §6711-71K of Ciaran Martin's first statement).

B3,  Of particular importance are the Commissioner’s conclusions m his 2014
report about GCHQ's record keeping and its 5.7 internal approvals process. In
particular in his 2014 report he stated:

“GCHQ also take compliance extremely seriously and the paperwork GCHE
provided was in good erder and 1 found no slips.” ..

“My under the bonmer inspection in December provided me with o greater
undersianding of how GCHQ's imternal approvals apply fo section 7 class
authovisations. | was satisfied with the formality of the cudit trail and the
level of consideration thal was given lo each operation, i was clear 1o me
that a great deal of thowght was going info the process.. " .

.. "I wanted fo be clear what consideration war beimg given o profeching

privacy af eoch stape of the process ond swhal was done with any producr
obialned. | sressed fo them the importonce | place on filters which help

rvaid amy MTeCESSary intrusion.

“f was impressed with the formality of the audlt el and the fevel of
consideration; it ways clear fo me thal a great deal of thought was going into
assessing the mecessity for the activity in the nationa! inferest and fo ersure
privacy was imvaded o the least degree possible. In future I recommended
that these additions are included in the list of operations provided fo me 1o
allow me io select for closer examination and also to ensure I have a full

understanding of the scale of operations in GCHQ.™

These comments endorse the care and attention which is being given within
GCHQ 1o these processes and the effectiveness of the protections which guard
against arbitrary conduct.

B4,  The ISC specifically considered GCHQ's equipment interference activities as
part of its review “Privacy and Security: A modern and transparent legal
framework” published on 12 March 2015 [Vol CMI1/pSSSf]. That repor,
as the Committee made clear in paragraph (v) of the introduction, contained an
unprecedented amount of information about the intresive capebilities used by
the UK SIAs. Overall the Committee concluded that the UK SlAs do not seek
to circumvent the law, including the requirements of the HRA which govemns
everything the Agencies do (p2).  As is evident from §173-178 of the report
this included scnutiny of GCHO)'s computer network activities' [pb21-624].

* In terms of the concerns expressed at §177 of the 1SC report, the evidence of Ciaran Martin m §71L
of kis first slatement B 1o be nobed e given the Commissioner’s clear endorsement of GCHQ's
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85,

B,

It is submitted that the combination of these oversight mechanisms, including
the important oversight provided by this Tribunal, are important safeguards in
the context of the Art §(2) compatibility of the regime.

In conclusion since February 2015 the Equipment Interference Regime has
been sufficiently accessible and “foreseeable™ for the purposes of the “in
accordance with the law™ requirement in Art. 8(2). Article 10 adds nothing to
the analysis under Article 8 ECHR — see §147 of Weber and Saravia v
Germany (2008) 46 EHRR. SE5 [A2Tab 49] and sec also §12 and 5149 of the

Liberny/Privacy judgment [A2/Tab 22].

Compatibility of the regime pre February-2015

87.

When considering the compatibility of the regime pre-February 2015 the
relevant Code of Practice is the Covert Surveillance and Property Interference
Code (“the Property Code™) as addressed in detail at §376-100 of the
Appendix to this skeleton argument  This was first issved in 2002 (called the
Covert Surveillance Code of Practice) and was then revised in September
2010 with further revisions in 2014. As explaimed in the Appendix 1o this
skeleton, there were no material differences between the 2010 and 2014
versions of the Property Code in terms of property interference.

Weber (1) and (2)

8.

9,

The Respondent repeats those submissions et §§63-65 above regarding these
requirements. These requirements i.e. the “offences™ which may give nse o a
warrant/suthorisation and the categories of people liable to be involved, are
clearly satisfied by 5. 5 and 5.7 of the [SA, as read, in particular, with Chapter
3 and 7 of the 20102014 Propaty Code and Chapter 2 and 6 of the 2002
Property Code.

In the 2010/2014 version of the Property Code [Vel 1/CM1/p734(M].

{a)  Chapter 7 set out the authorisation processes for property inlerference
inchading & checklist of matiers about which the Secretary of State had
to be satisfied'consider before issuing a warrant‘authorisation
including at §7.38 [pB09]:

i being satisfied that it is necessary for the purposes of carrying
out the intelligence services functions;

internal record keeping, including its 5.7 processes, be does not consider that the statement relstes 1o
GCHD s 5.7 154 operatioos.
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(b)

(<)

(d)

(e}

iL bemg satisfied that i1 is proponionate;

taking into account whether there are other means by which the
information could reasonably be obtained; and

being satisfied that there are satisfactory arrangemenis i place
a5 regards disclosure of any mformation obtained.

In addition it was made clear in §7.37 [p809] that the intelhgence
services should provide the same information s other agencies, &s and
where appropriate, when making applications for the grant or renewal
of property warrants. That in turn meant that the checklist at §7.18
|pBO4] seming out the information which should be specified
applications should be provided where possible L.e.

o “the identity or idewtities, where kmown, of those who possess the
property that is fo be subject fo the inferference;

» sufficient imformation fo identify the property which rthe entry or

interference with will affecs;

s the nature and exient of the propozed inferference;

* the details of any collateral intrision, including the idemiiry of ndividuals

andior categories of people, where known, who are likely to be affected, and

iy the imfrusion is fustified:

#  deaily of the affence suspected or commitfed;

* how the outhorizarion criteria (as sef ow above) ave been mer,

= gy action which mgy be Receszary fo mainiain o equipment,

inchiding replocing it

= gy achion which may be necezary fo rerrieve any eguipment;

* it case of a remewal, the resilts obigined 5o far, ar a full explanarion of the

failure to obrain any reswlts; and

« whether an authorisation wai given or refused, by whom and the time and
date on which this happened. ™

Chapter 3 set out general rules on authorisations, including guidance
on the requirements of proportionality at §§3.3-3.6 ncluding specific
elements of proportionality that should be considered at §3.6 (see §80
of the Appendix 1o this skeleton argument and [Vol 1/CM1/p760]);
Cuidance on collateral intrusion was also given inm that Chapter ai
§§3.8-3.11 {see §83 of the Appendix [Vol 1/CM1/p761-762]);

Best working practice guidance was also given a1 §§3.27-3.28 ([Veol
L/CM1/p766-767] NB. §§3.28-3.29 in the 2014 version) including
making sure that there is a designated senior official within each of the
Intellipence Services responsible for, inter alig, the integrity of the
process to authorise equipment inlerference and engagement with the
Commissioner.

In the 2002 Property Code similar provisions were to be found, in particular,
in Chapter 2 and Chapter 6 = see §§93-99 of the Appendix to this skeleton
argument, including an aliemative version of the checklist of information to be
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9l.

specified in applications at §6.12 of the Code.

In the light of the matters set out above it is submitied that the pre-February
2015 regime is sufficiently clear both as to the nature of the offences which
may give rise 1o eguipment interference activity and the categories of person
hiable to be subject to such measures,

Weber (3)-(6)

92.

93.

The third to sixth Weber requirements, namely (3) duration, (4), examination,
usage and storage, (5) disclosure and (6) destruction are addressed, in
particular, in the ISA, the CTA, the DPA, the HRA, the OSA and in Chapters
7-9 of the 2010/2014 Property Code and Chapier 6 of the 2002 Property Code

and GCHOQ's internal arrangements. In particular:
In terms of duration:

fa)} The ISA makes sufficient provision for the duration of &5/87
warranis/suthorisations and the circumstances in which they can be
renewed or should be cancelled — see 8.6 and 5.7(5)-7(7) of the ISA
(referred 1o at §23-26 and 33-35 of the Appendix to this skeleton,
[AL/Tab 7]).

(b} In addition the Property Code conotains important provisions on
renewals and cancellations:

i. In the 201072014 Property Code these are contained in §§7.39-
742 (see §86 of the Appendix to this skeleton and [Vel
1/CM1/p810]}); and

iL In the 2002 Property Code these are contained in §§6.34-6.35
(see §97 of the Appendix).

It is 10 be noted that in RE v United Kingdom the provisions in Part [I
of RIPA and in the Revised Property Code (i.e. issued in 2010) were
considered to be “sufficiently clear” see §137 [A2/Tab 44].

As regards the handling, dissemination, copying, storage, disclosure and
security arrangements for information obtained as a result of equipment
interference.

{a)  Pursuant to the 2010/2014 Property Code, guidance is given as to the
handling of material obtained through property imterference. §9.3 of

the Code [Vol 1/CM1/p814) addresses the retention and destruction of
material and stated as follows:
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“Ench public authority rncy envure thal arrangements are in ploce
for the secure handling, storage and destruction of material
obtained through the wse of ... property imterference. Aurhorising
afficers, through their relevamt Data Controller, must ensure

compliance with the approprigte date profection  reguiresnerts
under the Data Protection Aot 1998 and any relevanr codes of
praciice produced by indtvidual authorities relating to the handling
and storage of material " (emphasis added)

In addition the Code states at §9.7 [pB15] that, in relation to the
Intellipence Services:

“Thee heads of these agencies are responsible for ensuring that
arrangements exist for securing that ne information i wored by the
authorities, except as necessary for the proper discharge of their
Sumctions, They are alse responsible for arrangemenis o comirol
ofward disclosure. For the imrelligence services, this (v @ stanifory
ety wmder the ... 1994 Act.” (emphasis added)

In the 2002 version of the Code, the same provision as §9.7 above was
sel out at §2.19.

(b)  Any information cmanating from equipment interference can be used
by GCHQ only in accordance with 8.192) of the CTA as read with the
statutory definition of GCHQ"s functions (in 5. 3 of the 1SA) and only
insofar as proportionate under £.5(1) of the HRA.

{c)  FPursuant the DPA, GCHQ) is not exempt from an obligation to comply
with the seventh data protection principle, which provides:

" Approprigte fechmice! and organisationa! measures shall be faken
againgt unauthorised or unlowfil processing of personal data and
.ﬁgah:r gecidental foss ar destrucrion of or damage fo, persomal
data™™

Accordingly, as sel out earlier in these submissions, if GCHQ obtain
any information a5 a reselt of any property interference which
amounted to personal data, it is obliged to take appropriate technical
and organisational measures 10 guard against unauthorised or unlawful
processing of the data in question and against accidental loss of the
data in question (see the Appendix to this skeleton at §§106-108.

(d} Any disclosure eg. deliberately in breach of the “ammangemens™ for
which provision is made in s.4{2)a) of the ISA would be a criminal

M The content of the obligation imposed by the sevenih dats protection principle is farther claborsted in
$§9-12 of Part 11 of S<h. 1 10 the DPA,
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(e)

()

offence under 5.1(1) of the OSA which could attract imprisonment of
up to two years {see the Appendix to this skeleton at §109).

Further 8 member of the mtelligence service will commit an offence if
he fails to take such care, 1o prevent the unauthorised disclosure of any
document or other article relating to security and intelligence which is
in his possession by virue of his position as 8 member of any of those
services (see 5.8(1) of the ISA read with £.1(1)). Conviction may lead
to imprisonment of up to 3 months (see the Appendix to this skeleton
at §110).

Members of the imtellipence services could also be liable for
misfeasance in public office if they acted unlawfully and with the
necessary state of knowledge (see the constituent clements of the test
as discussed in Three Rivers DC v Bank of England (No, 3) [2003] 21
AC 1 at §§191-194),

Finally any disclosure of such information had to satisfy the constraints
imposed in 5 3-4 of the 1SA, as read with 5.1%5) of the CTA and
5.6(1) of the HRA. Thus specific statutory limits are imposed on the
information that GCHQ) can disclose.

As o destruction:

(a)

)

The 201072014 Property Code address the destruction of material at
£9.3 [Vol 1/CM1/pB14] and states as follows :

“Each public authority must engure that arrangemenis are in place
for the secure handling, storage and destruction of material obtained
through the use of .. properry imterference. Authorising officers,
through their relevant Data Controlier, must ennire complianee with
the appropriare data protection requirements under the Data
Protection Act 1998 and any relevant codes of practice produced by
indiidunl authorities relating to the handling and storage of
material,” (emphasis added)

In addition the Code states at §9.7 [p815] that, in relation to the
Intelligence Services:
“The heads of these agencies are responsible for ensuring tfhar
arrangements exist for securing that no infarmation is stored by the
authorities, except as necessary for the proper discharge of their
Sfunctions... " (emphasis added)

In the 2002 version of the Code, the same provision as §9.7 above was
set out at §2.19.

a3
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9E.

(c)  Pursuant the DPA, GCHQ is not exempt from an obligation to comply
with the fifth data protection principle, which provides:

“Personal data processed” for any purpase or purpases shall not be
kept for longer than i3 necessary for that purpose or those purposes

Accordingly, when GCHOQ obtains anv information as a result of any
property interference which amounts to personal data, it 18 obliged not
to keep that data for longer than is necessary having regard to the
purposes for which they have been obtained and are being
retained'used (see the Appendix to this skeleton at §§106-108)

In those circumstances, the Weber requirements (3)-(6) are also met for the
pre-February 2015 regime.

In addition, those substantive safeguards set out at 78 10 85 above including
the below the waterline arranpemenis and the oversight mechanisms, are
highly relevant to the Anicle § compatibility of the pre-February 2015 regime.
Those submissions are not repeated, but are of relevance when considering
“all the circumstances™ and whether overall the pre-February 2015 regime
contained effective safeguards against abuse.

Whilst it is accepted that pre-February 2015 regime does not contain some of
the detail 1o be found in the El Code (eg. in Chapler 8), it is submined that, in
all the circumstances of the case, and particularly given the safeguards and the
supervision regime which were in place throughout, it was “in accordance
with the law™ pursuant 1o Article 8 ECHE.

Froportionality

For reasons discussed earlier in this skeleton argument, there are considerable
limits on GCHOY's ability 1o address in OPEN the matters which are relevant
to an assessment of the proportionality of GCHOQ's activities. However the
following brief OPEN submissions are made at this stage:

(a) As made clear eg. in Leander v Sweden, in the field of national security
the state has a wide margin of apprecistion in assessing the pressing
social need and n choosing the means for achieving the legitimate aim
of prolecting national security (see ALTab 40/§558-59 and see also
the Tribunal’s conclusions in Liberns/Privacy at §838-39 |AX/Tab

% The term “processing” is broadly defined in . 1(1) of the DPA to include (among other
things), obtaining, recording and wsing.
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100,

12]).

(b)  As explained in Ciaran Martin's first witness statement at §§6-20 and
28-34 [Open Bundie/Part B/pp125-129, 130-131] the terrorist threat
currently facing the UK is SEVERE and GCHQ's CNE activity is
increasingly required to enable the UK to counter that threat. The fact
that CNE may, in some cases, be the only way 1o acquire intelligence
coverage of & terrorist suspect or serious criminal in a foreign country
is of obvious importance 1o the proportionality assessment (see §31 of
Ciaran Martin's first statement).

{c}  As already made clear, the Claimants” extreme allegations about the
size, scope and intrusiveness of GCHQ's CNE activity must be
contrasted with the reality of GCHQ's operations, as have been
explained in detail in the CLOSED evidence.

It is therefore submitted that GCHQ's CNE activities are proportionate and
have besn throughout the relevant period since 1 August 20089,

101.

i

A number of specific questions have been posed in the list of issues at §35.
Some of the answers 1o these questions follow from and are answered by the
submissions sbove. However, in summary, the Respondents” answers to these
questions 15 as follows:

Should CNE activities be authorised by specific and individual warrants, or

iv it sufficient that they be authorised by ‘class’ or ‘themaric' warrants or
authorisations without reference to a specific individual target?

102, Section 5 ISA activity is authorised by specific warmants and submissions

103.

about the compatibility of descriptive warrants with 5.5 ISA have already been
addressed under Issue 2 above.

Section 7 authorisations can relate to a broader class of operations, a5 made
clear in 5.7 of the 1SA and a1 §7.6 of the EI Code. Further there is nothing in
the case law under Article 8 ECHR which precludes this, particularly given
that the regime satisfies the minimum Weber requirements for the reasons sel
out in detail above,

In this regard it is relevant that Weber itselfl concerned @ regime known as
“strategic monitoring” which did pot involve mterception that had to be

targeted at a specific individual or premises (see §§110-111 [A2Tab 49]).
Despite that, the applicants’ Art. B challenge in Weber to strategic monitorng

T
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105.

b.

was not merely rejected. it was found to be “manifesdy ill-founded™ (§§137-
138) and thus insdmissible. In the 5.7 ISA context, whilst the authorisation
may relate to & broad class of operations and may not! be namowed w0 a
specific target in the first instance, there are then detailed procedures in place,
both above and below the waterline, 1o ensure that operations pursuani o thal
suthorisation meet the same stringent tests as would be required for a .5 1SA
warrant (see §7.13 of the E1 Code [Vol L/CM1/p728]).

Consequently the procedures for 5.7 muthonsations are entirely compatible
with Article 8 ECHR

What records ought fo be kept of CNE acriving? Is if necessary thay records

of CNE activity are kept that record the extent of the specific activity and the
specific fustificarion for that eciiviny on grounds of necessiny and propordonaliny,
identifying and justifving the intrusive conduct taking place?

106.

107,

d.

The El Code makes provision for the records which should be kept of CNE
activity (sce Chapter 5 of the El Code [Vol 1I/CM1/pT722]). In addition
GCHOQ s own processes include mainiaining indefmitely records of the
application for, renewal of, approval of and cancellation of all warrants under
8.5 and class authorisations and internal approvals under 5.7. These include
comments or stipulations from the Secretary of State relating to them (see
§6EB of Ciaran Martin's first statement [Open BundlePart B/'pl39]). By
definition, that means that the specific justification for the activity in guestion
m terms of necessity and proportionality will be included as part of the record
keeping.

The Respondents accept that such records should be kept and would
emphasise the extent 1o which the Commissioner has commended GCHO's

compliance in this regard; stating in his 2014 report:

“GCHQ also rake compliance extremely seriously and the paperwork GCHE
provided was in good order and ! found no slips.” ..

"I veas impressed with the formality of the awdit trail. " [Open Bundle/Part
BET2C/ppl43-144)

What, iff any, is the relevance of the facr that, wndl February 2005, ir was

neither confirmed nor denied thar the Respondents carried owt CNE activities ar

all?

108,

In circumstances where the statutory regime has provided for property
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&

interference by GCHOQ in compliance with its statutory functions™ since the
introduction of the ISA 1994, it is not accepted that it is of any relevance that
GCHQ did not admit to carrving out CNE activity until February 2013,

It is well understood by the Tribunal that national security considerations
mean that much less is required to be put into the public domain (see
Liberty/Privacy at §538-39). Inevitably therefore there will be a teasion
between the development by eg. GCHQ of innovative technologies/techniques
for property interference which national security considerstions require 1o be
kept secret and the extemt to which such technologiestechniques can be
addressed publicly. The fact that it was neither confirmed nor denied that
GCHQ actually carried out such activities until February 2015 does not
undermine the legality of the regime in circumstances where the statutory
powers and functions of GCHOQ) could reasonably have been taken to include
interference with computer equipment prior 1o that time.

What, if any, is the relevance of the Covert Surweillance and Property

Interference Code, issued in 2002 and updated in 2010 and 20147

110.

s

As set out shove, the Property Code is of particular relevance to the
compatibility of the equipment interference regime with Article 8 ECHR priar
to February 20135,

What, if any, is the effect of the publication of a Draft Equipment

Interference Code af Practice in February 20157

111.

g

For reasons set out ahove, the draft Code provides more detailed provisions,
but does not affect the Article 8 compliance of the regime given that the pre-
February 2015 regime was also ECHR compliant.

What, if any, is the relevance of the Inteiligence Services Commissioner's

oversight of the use of the powers contained within ISA 19947

112.

L3

The oversight provided by the Commissioner is a very important safeguard
when assessing the overall ECHR compatibility of the regime for reasons
glready set oul in detail above,

What, if any, is the relevance of the oversight by the Tribunal and the

Intelligence and Security Commirtee of Parliament?

% GCHQ's statutory functions include *... to monitor or inferfere unith dlectromagnetic, acmestic
mnd other emissions and amy eouipmend producing swech emizsions and lo obfaim end preoide
information dertoed from or related to such emissions or equipmenf and from encrypled material ..",
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113. The oversight provided by the ISC 1s also a very important safeguard when
assessing the overall ECHR compatibility of the regime for reasons already set
out 1 detail above.

LPP and Confidential Information

& Haove adequate safeguards beem in place at all times 1o prevent the
obtaining, storing, analysis or use of legally privileged material and other sensitive
confidential documents?

114, In terms of the regime for the handling of legally privileged material, the
Respondents accepted in the Belhaj IPT proceedings recorded in the
Tribunal's Order dated 26 February 2015 namely that, “since Jormuary 2010
the regime for the injerception/obtaining, analysis, wse, disclosure and
destruction of legally privileged material has contravened Arvicle 8 ECHR and
was accordingly wnlowfier”, Consistently with that, insofar as LPP material
was obtained, analvsed &1c. it is accepled that the regime was unizwiiol in this
carlier period.

115. The only issue that the Claimants have identified under this heading in these
proceadings about the compatibility of the regime since February 20135 relates
to the LPP provisions in respect of communications data. Afier being invited
to clarify their case, the Claimants stated as follows’ :

“The regime subsequent to the publication of the draft El Code is now
prescribed by law, becouse (in error of low) rhe draft Code does nor
recognise thal communications data may be provected by LPP These
arguments will be familiar 1o the Tribuna! and the Respondents, They were
run by the Law Soclery in Belhaf (albeir it was mot necessary for them io be
rided on in that case), and considered by the Divisional Court in B (Davis £
Watson) v SSHD [2015] EWHC 2092 (Admin). Indeed, memy of the wame
coumsel were instrucied in these cases.”

116. The Respondents do not accept that there is any emmor of law in the EI Code as
contended for by the Claimants.

(a)  The language which is used in the El Code is not the same as that used
m the Acqusition of Communications Data Code of Practice at
§3.72f"". In particular the EI Code refers in Chapter 3 to “knowledge

" see Bhan Murphy's email of 12 November 2018 o 19:15

% That Code states as follows:

A.72 Commumicarions data s ned sulyect o any form of professional privifege — ihe faci a
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af matters subject to legal privilege” eg. in §3.6 [Vol 'CM1/p715]. It
does not contain any absolute stalement that communications data is
not subject to any form of professional privilege, in contrast to §3.72 of
the Acguisition of Communications Data Code.

(b) In any event and without prejudice to that, the Divisional Court m
Davis and Watson did not find the Acquisiion of Communications
Data Code to be unlawful in this regard, given the rare circumstances
in which communications data might engage LFP and the protections
which were in fact in place in the later provisions of that Code.
Conseguently at §§67-68 the Divisional Court stated:

“87. The Code af Proctice issued by the Secretary qf State states that
communication data will mor be subject to legal professional
privilege since there will be no access fo the contents of refained
communications. The Law Society made written submissions

which challenge the correctness of this statement. Reliance ix placed
on a dictum of Cotton LT tn Gardner v, Irvin (1678) 4 Ex 0 4% at 83
where he said-

“I think rhar the plaintiffs are not entitled to have the dates of
the letiers and such other particulars of the correspondence
as may enable them to discover indirectly the contents of the
letters, and ths to cause the defendants o furnish evidence
against themsehves in this serion”,

Thiz approach was confirmed by Virelorn J in Derby v. Weldon (No
7 froo0r I WLE 1136,

68 No doubt such an example of privilege would ravely arise.
However, communications with practising lawyers do need special

5.7 However the degree of inferference with an individual’s rights and freedoms may be
higher where the communicanons data being soughs relates fo @ person who is o member of a
profexsion that handler privileged or otherwise confidential iformation (inchuding medical
doctors, lmivers, fournolists, Membery of Parliamens, 94 or ministers of religion). It may else
be possible to infer an ixnee of sersithaty from the fact someone has regular contact with, for
example, o lawyeer ar jowmaliss,

174 Sueh sirearions do mot preciude en goplicenion being made. However gpplicont, giving
special conzideration to mecessify ond proportionality, mun drow atenffon o any such
circumstances thar might fead fo an umuun! degree of infrusion or infringement of rights and
freedoms, particularly regarding privacy and, where it might be engaged freedom af
expression. Particular care must be token by designated persons when congidering smuch
applications, inchiding addivonal consideration of whether there might be uninternded
cormequences of such applications and whether the public interest iy best served by the
application

lowyers, jowrnalisis, Members of Porlioment, or minisiers qfuﬂ;hn ]’h.rmirnn
application hay been miade must be recorded {see secign & on kegping of records for more

dermils), inchading recording the profession, and, af the mexl inspeciion, such spplicarions
shouid be flagred o the Interception of Communications Commissioner,

4l
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consideration. The same in our view can properly be said to apply
te communications with MPs. 1
the need for such special artention.” (emphasis added)

28 November 2015

JAMES EADIE QC
DANIEL BEARD QC

KATE GRANGE
RICHARD O'BRIEN
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1. The Equipment Interference Regime which is relevant to the activities of GCHQ principally
derives from the following statutes:

{a}  the Intelligence Services Act 1994 (“the ISA”™), (as read with the Counter-Terrorizm
Act 2008 (“the CTA") and the Computer Misuse Act 1990 (“the CMA™);

(b)  the Human Rights Act 1998 (“the HRA");
(c) the Data Protection Act 1998 (“the DPA™); and
(d)  the Official Secrets Act 1989 (“the DSA").
2. In addition, the draft Equipment Interference Code of Practice dated February 2015 (*the EI
Code") and the Covert Surveillance and Property Interference Code of Practice 2002 (“the

Property Code')' are relevant to the regime as regards the scope of any powers to interfers
with property and equipment.

3 There are also important oversight mechanisms in the regime provided by the Intelligence
Services Commissioner, the Intelligence and Security Committes and the Tribunal,

4, In addition and im accordance with the Codes, GCHOQ has a number of intermal
arrangements in relation to CNE activities; &n open summary of which appears at the end of
The ISA (read with the CTA and the CMA)
GCHQ functions
5 By s. 3{1)}a) of the ISA, the functions of GCHQ) include the following:
.. fo monitor or inferfere with electromagnetic, acoustic and other emissions and any
equipment producing such emissions and fo obiain and provide information dertved from or
related ro such emissions or equipment and from encrypted material ..."
. By 5. 3(2) of the ISA, these functions are anly exercisable:
“fal im the interests of matiomal secwrity, with particular reference to the defence and
foreign policies of Her Majesty s Governmend in the United Kingdom, or
{k) in the interests of the sconamic well-being of the United Kingdom in relation 1o the
actions or infentions of persons outside the British [slands; or
fel  in suppert of the prevention or detection of seriows crime.”

T GCHQ's operations are under the control of a Director, who is appointed by the Secretary of
State (5. 4(1)). By s. 4{2)(n), it is the duty of the Director {0 ensure;

“ . that there are arramgements for securing that no information i olvained by GCHO

' The Property Code was first issucd in 2002 and further versions of the Code were pablished in 2010 and os 10
December 2014 (in terms of property interference there is po material difference between the 2010 and the 2014
versipns of the Code].

1
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except so far ax necesiary for the proper discharge of ity functions and that no informarion
is disclased by it except so far as necessary for that purpose or for the purpose of any
eriminal proceedings ..

Diselosure of informarion

10.

By & 19(5) of the CTA, information obusined by GCHOQ for the purposes of any of s
functions “may be disclosed by it - (o) for the purpose of the proper discharge of its functions,
ar (bl for the purpose of any criminal proceedings.”

Thus, specific statutory limits are imposed on the information that GCHO can obtain, and on
the information that it can disclose. In addition, the term “information™ is & very broad one,
and is capable of covering ¢.g. both communications and communscations data.

By s 192} of the CTA:
“Informartion cbiained by any of the intelligence services in conmection with the exercise of

amy of ity fumetions may be wsed by that service in comnection with the exercise of any of i
other funcitons.”

Compieter Misuse Acr {"CMA')

12.

The Computer Misuse Act 1990 (CMA) came into force on 29 June 1990, 1t was amended on
3 May 2015 as a result of changes introduced by the Serious Crime Act 2015.

By 5.1{1) of the ChA;
“(1) A person is guilty of an affence if—

fa) he couses a computér fo perfarm amy function with infent fo Secure ccess o any progrom
or datg’ held in any compaiter;

1 Section 17 of the ChA provides, inler alia, that

{2} A persom secures access to any program or data held i a computer if by causang @ computer to
perform any function he
fa) mlters or erases the program or dofe
) copies or moves tf fo any storage medium other than that i ohich of i held or toa
different location in the sorage medium in winch if is held
fc} uses if; or
{f} hoaxs F ouctypra from the compucter in which & is held fwhether by haming if displayed or m
any other manmer);
and references to seoess fo @ program or data (and to o intend £ secure sich acoess [ or to enable such
acvess io be secarred] 1 ) shall be read accordingly,
{3} For the purposes of subsection (2){c] abooe @ pevsom uses @ program if the funchion he coes the
compuler to perform =
fa) coeges the progran lo be execuled; or
{h) ix Hself a fiemction of the program.,
{4) For the purposes of sicbsection (2){d) mhove =
fa) @ program is outpul if the mstrictions of which i consists are oufpud; and
(b} the form in which amy such instructions or any otfer data is output (nd in perticular
uthiether or nof il represents @ form i which, in fae cese off insfructions, they are capable of
heing execufed o, in lhe case of data, if is capable of being processed by & compiater) is
irmraleral, ..

(&) References bo any prograie or data keld in o compuier snchede reforences (o any program or diats
held in amy remopable sforage mediumr which iz for the Bme beng in the compuier; @nd @ compaler s
to be regarded as combaining any program or data held in any such mediem.

2
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13.

14,

13.

16.

17

{B) the access he intends to secure, is unawthorised’; and
() he knows ar the time when he causes the computer to perform the function thet thai is the
case, ™

“computer” is not defined in the CMA, in the context of 5.69 of the Police and
Criminal Evidence Act 1984 (PACE), the term has been held to mean “a device for storing.
processing and retrieving information” (see DPP v MeKeswn [1997] 1 WLR 195 st 302).

By .3 of the CMA it is also an offence to do any unauthorised act’ in relation to 8 computer,
if, a1 the time that he does the act the person knows that it is unauthorised (5. 3(1)) and either
{1} the intention is to impair the operation of any computer; to prevent or hinder access to any
program or data held in any computer; to impair the operstion of any such program or the
relisbility of any such data (s. 3{2){a)}-{c}), or (2) the person is reckless as o whether the act
will do amy of those things 5. 3(3)).

Section 4 of the CMA sets oul the territorial scope of, inter alia, offences under s 1 and 5. 3
of the CMA. In particular this mekes clear that it is immaterial for the purposes of any
offence under 5.1 or 5.3 of the CMA (2) whether any act or other event, proof of which s
ru{njmdfm:mﬁ:ﬂmnrlhtuﬁnm,mudinﬂghndﬂWlh:m[h}whuﬂihﬁ
accused was in England or Wales at the time of any such act or evenl. Save in respect of
certain offences (iec. under s 2 of the CMA), at least one significant link with domestic
jurisdiction must exist in the circumstances of the cage for an offence to be commutted. The
tests as to whether there is a sigmificant link with domestic jurisdiction are set out in section 3
of the CMA.

Summary conviction under the CMA in respect of offences under 5. 1 and s. 3 may lead to
wﬂmh;mmmllmﬂsw:MEmmtﬁ}{-}m:. AN
CMA). Any conviction on indictment may lead to imprisonment for a tesm not exceeding 2
years or to a fine, or both, in respect of a 5. 1 offence (see = 13¥e)) and for & term oot
exceeding 10 years, or to a fine, or both in respect of & 5. 3 offence (see 5. 3(5)(c) CMA),

Section 10 of the CMA (prior to smendments introduced on 3 May 2015) provided as
follows:

“Saving for certain low enforcement powers

Section 1(1) above has effect without prejudice to the aperation -

fa) In England and Wales of any enactment relating io powers of inspection, search
oF selzure.”

On 3 May 2015 the CMA was amendesd. Those amendments (which it is accepled are not
retrospective) included, infer alia:

4) Chenges to the test under section 5 as to when a significant link with domestic

3 By section 17(5) of the CMA ~ “Access af any kind by any person to any program ar data held in o computer
i wnauthorised if— (o) he is mot himself entitled 1o control access of the kind fn question to the program or
data; and (B} he does mar heve consent fo secess by him of the bind in quesfion o the program or data from amy
person wha is so entitled™ (NB. this subsection is subject 10 section 10 which contains 2 saving in respect of
certain law enforoement powers),

‘By e 17(8) of the CMA, - An act done in relation fo o computer is unaurharized [f the person doing the act {or
cauring it to be done}— fa) ix nor himself @ person who has responsibility for the computer and iy enaitled 1o
determine whether the act may be done; and (b} does not have consent 1o the act from any such person. In this
subsection oot includer a serler of acts.
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jurisdiction is esiablished in respect of offences under, infer alia, sections | and 3 of the
Chia;

b} Changes to section 10 of the CMA, which now provides inter alia:

Authorivation for equipment interference

&5, warranis

19,

21.

By 5. 5 of the ISA the Intelligence Services, including GCHO), can apply for & warreni which
provides specific legal suthorisation for property interferences by them. Thus by 5{1) of the
15A:

“(1} No entry on or interference with property or with wireless telegraphy shail be unlawfid i
ir 5 authorised by o warrant issued by the Secretary of Siare under this section.

In relation to GCHOQ), pursuant to £.5(2)(a)-{c) of the ISA the Secretary of State can only issue
& warrant under 5.5 following an application by GCHO if he'she ts satisfied that:

(a) it is mecessary for the action to be taken for the purpose of assisting GCHO
carrying out its statulory functions under . 3(1)(a) of the [SA;

(b)) the taking of the sction is proportionste to what the sction sesks to achieve; and
(c} satisfactory arranpements are in force under section 4(2Wa) of the ISA with
respect (o the disclosure of information by GCHQ obtained by virtue of the section
und any information obiained under the warrant will be subject 10 those armangemems,

When excrcising hisher discretion and considering necessity and proportionality, the
Secretary of State must take into account “wherher what if is thoughr necessary i achieve by
the conduct authorised by the warrant could reasonably be achieved by other megns”
{5.5(2A) ISA).

Pursuant to s. 5(3) of the 1SA GCHQ may not be granted a 5.5 warrant for action in support of
the prevention or detection of serious erime which relates 1o property in the British Islands.

By 5.6 of the 1SA the procedure for issuing warrants and the duration of s. 5 warrants is
addressed. In particular £.6(1) provides that a mm:hﬂmhmnuduwmdﬂmw

of the Secretary of State, LmlmitunpamnrwmtuuuuuHmLﬂ]]{h}w[d]

In terms of duration, unless the warrant is renewed, it ceases to have cffect af the end of the
period of six months, beginning with the day on which it was isswed (5. 6(2)) (save where the
warran! was issued wrgently and nof undes the hand of the Secretary of State in which case it

* Those sub-sectioas provide:

() in &n argent case where the Secretary of State has expressly suthorised its issue and o statement of that fact is
endorsed on it, under the hend of & sendor official; ...

{d) in sn urgent case where the Secretary of State has expressly suthorised the issoe of warrams in accordance
witk this paragraph by spocified sentor officials and 8 statement of thet fact is endoresd on the warrant, under
the hand of any of the specified officizls.
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15,

26,

lasts for 5 working days).

As 1o renewal, under 5.6(3) of the ISA, if, before the expiry of the warmnt, the Secretary of
State considers it necessary for the werrant to continue to have effect for the parpose for
which it was issued, it may be rencwed for a period of six months.

By = 6(4) of the ISA “The Sacretary of State shall cancel a warrant if he is sarisfied that the
action authorised by it is no longer necessary”.

& 7 authorizsaiions

7.

30.

In terms only of acts outside the British Islands, 5.7 of the ISA also provides for the
suthorisation of such scts by the Intellipence Services including GCHQ. S5.7(1) and 7(2)
provide:

1) If, apart from thiz section; a person would be liable in the United Kingdom for any acr
done outside the British Islands, ke shall not be so liable if the act is one which is authorised
10 be dome by virtue of an authorisation given by the Secretary of State under this section.

(2} In subsection (1) above “liable in the United Kingdom " mears liable under the criminal
ar civil law of any part of the United Kingdom "

Acis outside the British Islands include cases where the sct is done in the British Islands, but
iz imended to be done in relation 1o apparatus that is or is believed fo be outside the British
Istands, or in relation 1o anything appearing to originate from such apparatus (s. 7(9) ISA)."

However, pursuant to 5. 7(3) of the ISA, the Secretary of State shall not give an suthorisation
under 5. 7 of the 1SA ta GCHO) unless hefshe is catisfied:

“fa) that any acts which may be done in reliance on the authorisation or, as the case may be,
the operation in the course of which the acts may be done will be necessary for the proper
dizcharpe of a fimction of GCHE, and

(B} that there are satigfactory arangements in force 1o secure—

{i) thar nothing will be done in relionce on the authorisation beyond whar i
necessary for the proper discharge of a function af ... GCHQ, and

{ii) that, in ¥o for as oy acts may be done in relionce on the authoritation, their
nature and likely consequences will be reasomable, having regard to the purposes for
which they are carried out; and

fe) that there are sarigfactory arrangements in force under section.. #{2)a} above with
respect to the disclosure of information obiained by virtue of this section and thar any
infoemarion obtained by virtue of anything dowe in reliance on the authorisation will be

subject fo those arrangemenis.
Under s 7(4) of the ISA such an suthorisation by the Secretary of State:

* 1o sddition ss.7(10)-(14) of the ISA recognise that it may be difficult, in cenain circumstances to sscentain
reliahly the location af property and therefore provide, imier alia, that where acts are dooe hrrllﬁ-mmwnpn'li
maiugmmﬂmmummmhmmw& is dooe before the end of the 5
working day on which the presence of the property in the British Isles first becomes known, those acts will be
treated as dope outside the British lslands,
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3l.

32.

35.

36.

“fa) may relate fo @ partcular act or acts, to octs of @ description specified in the
authorization or fo acts undertaken in the course of an operation so specified;

fb) may be limised 1o & particular person or persons of a deseription so specified; and
fck mien be subject to conditions so specified ™

Consequently the type of acts which may be covered by 2 & 7 suthorisation are broadly
defined in the TSA and can clearly cover equipment interference outside the Britmh lslands,
where the tests in 8. 7(3) of the [5A are saticfied.

By & 7(5) of the ISA, an suthonsation shall not be given except under the hand of the

Secretary of State, or in an urgent case and where the Secretary of State has expressly
nuthorised it to be given under the hand of a senior official.

In terms of duration, unless it is renewed, a 5. 7 authorisation cessés 10 have effect a1 the end
of the period of six months beginning on the day on which it was given (save if 1t was not
given under the hand of the Secretary of State mn which case it lasts for 5 working days) (see
£ 7(6) ISA).

Pursuant o & 7(7) the suthorization can be renswed for & period of sixn months, if the
Secretary of State considers it pecessary to continue to have effect for the purpose for which it
WS glven.

By s. 7(8) of the ISA *The Secretary of State shall cancel an aurhorization i he iz sarisgfed
that the action authorised by it s no longer necessary”.

Consequently both 5. 5 warrants and &7 authorisations provide the Intelligence Services,
including GCHQ, with specific legal authorsation for equipment interference, with the effect
that the Intellipence Services are oot civilly or cromanally lishle for such interferences,
including under the ChA.

38,

The draft Equipment Interference Code of Practice (“the El Code”) was published on 6
February 2015 by the Home Office. It was issued pursuant to section 71 of RIPA” and was
subject 10 public consultation between & February 2015 and 20 March 2015 in accordance
with . T1{3} of RIPA. On 4 November 2015 2n amended version of the Code was laid before
both Houses of Parliament and must now be the subject to affirmative resclution by both
Houses (see draft ‘' The Equipment Interference (Code of Practice] Order 200 5"),

However, as set out in the Wnitten Ministerial Statement which accompamed the publication
of the drafi Code in February 2015, the safeguards in that Code reflecied the safepuards

"% 71 of RIPA imposes a duty on the Secrewry of Stste 1o issue, following appropriate consultation, ooe or
more codes of practice relating to the exercise and performance of the powers and dutes confermed or imposed
by or under, fater alla, section 5 of tbe 1lntelligence Services Aot 19594, Any persoa execising or performing
apy power or duty in reletion to which provision may be made by & code of practice under section 71, must have
regard i asy relevast providions of every code of practice for the time being in force: 5. T2(1). Ferther, where
the provision of a code of practice appears 10 the Tribunal, & count or aay other fmbunal o be relevan 1o any
question ansing in the proceedings, in relation 1o & time when it was in force, that provision of the code must be
taken account i determining that guestion. A similar duty is kmposed pa the Commissioner: see 5 T2{d) aof
RIFA. The code of practice can be taken imo acopumt in eseessing “foreseeahility™ for the purposes of At B(2):
Kenmedy v United Kingdom (2011) 52 EHRR 4, m 8157,

]
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4],

42

43,

applied by the relevant Agencics, including GCHQ. GCHQ) can confirm that it complies with
all aspects of the EI Code and can also confirm that it fully reflects the practices, procedures
and safeguards which GCHQ has always applied to any equipment interference nctivities
carmied out by it.

As 1o the differences between the draft Code dated 6 February 2015 and the Code &8 recently
laid before Parliament in Movember 2015, the two changes of substance are as follows:

{a) In Chapter 3 dealing with Legally Privileged and Confidential Information there are
some changes 1o §§3.4 to 3.14 including, fnter alia, new text in 3.4 and 3.11-3.12 and
in 3.6-3.10 as compared with 3.5-3.8 of the draft Code. There is also &

change to the last sentence of §3.25 and 3 28 is new text.

b} In Chapter 5 dealing with record keeping, three new bullets have been added (bullets
1. 3 and 4) as they appear at §5.1 so that there are more detailed requirements for

record-keeping.

Otherwise there have been minor tweaks to the language of the Code, for example, in §§1.7,
6.5,6.11, 7.1, 7.2, 7.12, 7.13, 7.14 and 7.6 the word “should” now sppears instead of the word

“must”.

The El Code provides guidance on the use by the Intelligence Services of 5. 5 and £.7 of the
ISA to suthorise equipment inferference 1o which those sections apply. In particular it
provides guidance on the procedures that must be followed before equipment interference can
take place, and on the processing, retention, destruction and disclosure of any information
oblained by means of the interference.

To the extent that the El Code overlaps with the guidance provided in the Covent Surveillance
and Property Interference Revised Code of Practice issued in 2014 (see further below), the El
Code takes precedence, however the Intelligence Services must continue 1o comply with the
2014 Code in all other respects (sse §1.2).

The El Code also records the fact that there is a duty on the heads of the Intelligence Services
to ensure that arrangemends are in force to secure: (i) that no information is obtained by the
Intelligence Services except so far as necessary for the proper discharge of their statutory
functions; and (if) that no information is disclosed except so far &8 is necessary for those
functions (see §1.3 of the EI Code and the statutory framework under the ISA set out above).

Eguipment interference fo which the EI Code applies

44,

The El Code identifies specific types of equipment interference to which the code applies. At
§1.6 it states:

“This code applies wo (i} any interference fwhether remotely or otherwise) by the Inteiligence
Services, or persoms acting on their behalf or in their suppory, with eguipment producing
electromagnetic, acoustic and other emissions, and (1i) information derived from amy such
imterference, which is to be suthorised under section 5 of the 1994 Act, in order 1o do any or
ail of the following.

a) obiain information from the equipment in pursuil of infelligence requirements;

b obtgin information cancerming the ownership, nature and wse of the eguipment in
pursuit of intelligence requirements;

c) locate and examine, remove, modify or subsiitute eguipment kardware or soffware
which is capable of yielding information of the type described in ) and b);

d) enable and facilitate novelllance activity by means of the equipment,

7
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45,

* Iformanion ™ may inclvde commnmicaiion condent, and commmemications data ax defined in
section 21 af the 2000 4cr. "

At §1.7 of the El Code it summarises the effect of a 2.5 warran| and states:

~The section § warrant process must [showld | be complied with in order properly amd
gffectively to deal with amy risk of elvil or eriminal liabiliry arising from the interferences with
eguipment specified ar swb-paragraphs fa) fo fd) of paregraph 1.8 above. A secrion 5
warrami  provides the Intelligence Services with specific legal authorisation removing
criminal and civil abiling arising from amy such interferences.™

Basis for lawfidl eguipment interference acoivity

46,

In addition o highlighting the statutory functions of each Intelligence Agency, the El Code

specifically draws attention to the HRA and the need 10 act proportionately so that equipment
imierference is compatible with ECHR rights. At §§1.10-1.13 the EI Code states:

“110 The Human Rights Act J998 gives effect in UK law to the rights sef out in the
European Convention on Human Rights (ECHR), Some of these rights are absolue,
such oz the prohibition on torfure, while others are qualified, which means that it is
permissible for public authorities fo interfere with those rights if certain conditions

are safitfied.

i1l Amongst the qualified rights ix a person s right to respect for their private and family
life, home and correspondence, as provided for by Article 8 af the ECHR. It is Arvicle
& thar is most likely to be engoged when the Intelligence Services seek ro obiain
personal information about a person by means of equipment interference. Such
conduct may afso engage Ariicle | of the First Protocol {right to pesceful enfoyment
of possessions).

112 By seciion 6f1) of the 908 Act, it iz wnlawfud for @ public authoricy o get in @ way
which ix incomparible with a Comvention right. Each of the Intelligence Services is a
public authority for this purpose. When undertaking any acehvity thar interferes with
ECHR rights, the Imreiligence Services muust therefore (omong other things) act
propoviionarely. Section 5 of the 1994 Act provides o statwrory framework wunder
which equipment (nerference can be authorised ond comducted comparibly widh
ECHR rights.

i.13 5o far as any informarion obtained by means of an equipment interference warrant is
concerned, the heads of each of the Intelligence Services must also ensure thar there
are satigfactory arrangements in force under the 994 Act or the J989 Aot in respect
of the disclonure of that information, and thar any information ohiained under the
warrant will be subject to those arrangements. Compliorce with these arrangernents
will ensure that the Imteliigence Services remain within the law and properly
dizcharge thelr funchions.”

Grenerel rufes on warrants

&7,

Chapter 2 of the EI Code contains 8 mumber of general rules on warrants issued under s. 5 of
the ISA.

Fushould™ ow appears in the Movember 2015 version of the Code and the same point s highliphted by the wse
af square brackets below,
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Necessity and proportionality

48,

Within Chapter 2 the EI Code contains detailed guidance on the requirements of necessity and
propartionality and how these statuiory requirements are 1o be applied in the EI context. At
EE2 6-1.K it siaies:

“2.6  Any assessment of proportionality involves balancing the seriousness of the inrusion
into the privacy or property of the subject of the operation (or any other person who
may be affected) against the need for the activity in investigative, operational or
capability terms. The warrant will not be proportionate if it is excessive in the
overall circumstances of the case. Each action authorised should bring an expected
bengfit o the imvestigation or operation and should mot be dispropormionate or
arbitrary. The fact that there is a potential threat fo mational security (for example)
may not alone render the most infrusive actions proportignate, No interference
should be considered proportionate [ the information which s sought could
reasonably be obtatned by other lesy infrusive means.

27  Thefollowing elements of proportionality should therefore be considered.

. Wmmﬂmfﬂtmﬁwﬂgﬂwwﬁmh!ﬂgﬁm

. explaining how and why the meshods to be adopted will couse the least possibie
intricrion on the snubject and others;

. considering whether the activity is an appropriate use of the legislation and a
reasomable way, having considered all reasonable alternarives, of obiaining the
nu:u:rmj.lm.r.m':

. ovidencing, as for ar ressonmably practicable, what other methods have been
considered and why they were not implemenied

2.8 It is imporant that all those imvolved in underfaling equipment interference
under the 1994 Act are fully aware of the extent and limits of the action

that may be taken under the warrant in question.”

Consequently the EI Code draws specific attention to the need to balance the seriousness of
the intrasion against the need for the activity in operational and investigative terms, including
taking into account the cffect on the privecy of any other person who may be affected ie.
other than the subject of the operation. The El Code is also very clear that it is important o
consider all reasonsble alternatives and to evidence what other methods were considered and
why they were not implemented.

Collateral intrusion

50.

The El Code also highlights the risks of collateral intrusion mvolved in equipment
interference and provides guidance on how any such issues should be including
the need to carry out an assessment of the risk of collateral intrusion. At §§2.9-2.12 it states:

%28  Any application for a section 5 warrant sheuld also take inte account the risk of
obtaining private information about persons who are nor subfecrs af the equipment
imterference acrivity (collateral infrusion}.

210 Measures should be taken, wherever practicable, to avoid or minimise unnecessary
infrusion fnto the privacy of thase who are not the intended subjects of the equipment
interference activiry. Where such collateral infrusion is unavoidable, the activities

may still be authorised, provided this intrusion is considered proportionale to what is
sought o be achieved,
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51.

211 ANl applications showld therefore include an assessment of the risk of collateral
intrusion and details of any measures taken fo limit this, to enable the Secretary of
Srate fully to consider the proportionalify of the preposed actions. ™

In addition the El Code makes clear a1 §2.12 that where it is proposed to conduct equipment
interference activity specifically against individuals who are not mellgence tasgets i their
own right, interference with the squipment of such individusls should not be considered ns
collateral mtrusion but rather as * infended infrusion ™ and that

“Any such equipment interference acrivity should be carefilly considered against the
necessity and proportionality criteric as described above”

Reviewing warrants

52

At E£2.13-2.15 the Code sets out certain requirements for reviewing warmanis and sises as
follows:

*213 Regular reviews of oll warrants should be undertaken lo assess the need for the
equipment (nterference activiry to continue. The results of a review showld be resained
Jor at least three years (see Chaprer 5). Particular artention should be given 1o the
reed 1o review warranis frequently where the equipment inverference fmvolees g high
fevel of infrusion inte privene life or significent collareral intmision, or confidensial
information is [ikely 1o be obuained.

214 In eoch case, umless specified by the Secretary of Srate, the frequency of reviews
should be determined by the member of the Imtellipence Services who made the
applicetion, This should be ax frequently ax is considered necessary and practicable.

2,15 In the event that there are any significant and substantive changes 1o the nanire of the
interference and'or the identity of the equipment during the currency of the warrant,
the Mnrelligence Services showld consider whether ir s necessary 1o apply for o fresh
section 5 warrant”

Greneral best prachices

=3,

The El Code gives guidance on general best practice 10 be followed by the Intellipence
Services when making applications for warrants covered by the Code. At §2.16 those
requirements are;

e applications should avoid any repetiion of information;

. information contained in applicanions showld be limited to that required by the 1994
Aci;

. where warrants are isxued wunder wrgency procedires (see Chaprer 4], a record
detailing the actions authorised and the reasons why the wrgency procedures were
wied should be recorded by the applicent and suthovising officer as a priority. There
ix then no requirement subseguantly to submii o full written applicotion;

- where it is foresesn thal other agencies will be invelved In corrying ouf the operanion,
rhese agencies showld be derailed in the application; and

. warrants showld not generally be sought for acrivities already authovised following
an applicarion by the same or a different public auhority,

In addition, the El Code indicates that it is considered good practice that within each of the
Intelligence Services, o designated senior official should be responsible for;

10
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" the imtegrity of the process in ploce within the Intelligence Service to muthorise

equipment (Rlerference;
. mpﬂmeummfmdﬂndﬂum
. Wrﬂhﬂrhrﬂﬁpmhmnﬂmﬂm&w&uhmnhu

ingpections; and
. where necessary, overseeing the implementarion of any post inspection action plans
recommended or approved by the Commissioner.” (see §2.17)

Legaily privileged and confidential information

55

Ehpm&nfﬂuﬂnd:mhhﬂuﬂwwmhpﬂymdﬁduﬁmﬂduﬂﬂ
information which it is intended to obtain or which may have been obtained through
equipment interference.

Procedures for authorising equipment interference under 5. §

56.

5T.

Chapter 4 of the El Code s#ts out the general procedures to be followed for authorsing
equipment interference activity under s 5 of the ISA. In that Chapter, §§4.1-4.4 outline the
stantory scheme under the ISA. At §4.5 of the code, attention is drawn 1o the need to
consider whether the equipment interference operation might also ensble or facilitate a
separate covert surveillance operation, in which case a directed or intrusive surveillance
authorisation might need 1o be obtzined under Part 2 of RIPA (a8 addressed in the Covert
Surveillance and Property Interference Code).

In terms of applications for & 5. 5 warrant, the EI Code contains & checklist of the information
which each issue or renewnl application should contain. At §4.6 it states:

“An application for the isswe or renewal of a section 3 warrant is made to the Secretary of
State. Each application should contain the following information:

. the idensity or identities, where known, of those who possess or use the equipment
that is fo be sulyject to the interference;

. sufficient information o identify the equipment which will be gffecied by the
interference;

* the nature and extent of the proposed interference, including any interference with
information derived from or related to the eguipment;

. what the aperation is expected to deliver and why it could not be obiained by other
lexs infruzive means;

. details of any collateral intrusion, including the identity of tndividuals and/or
categories of people, where known, who are likely to be affecred

. whether confidential or legally privileged material may be obtained. [f the equipment
imterference is not intended o result in the ocquisition of kmowledge of matters
subject fo legal privilege or confidential personal information, bt ir is Itkely that
such kngwiedge will nevertheless be acquired during the operation, the application
should identify all steps which will be taken to mitigate the risk of scquiring it;

. details of any effence suspected or committed where relevans;

# hew the authorisation criteria {as set ouf at paragraph 4.7 below) are met;

" what measures will be put (n place to ensure proportionality it maintained (e g.
Jiltering, disregarding perzonal information);

. where an applicetion is urgent, the supporting justification;

. amy action which may be mecessary 1o install, modify or remove soffware on the
eguipmrent;

. in ease of a renewal, the rexults obtained so far, or a full explanation of the failure to
obfain any resuls.™

11
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5B,

At §4.7-54.9 of the El Code the stannory tests for the issuing of & 5. 5 warrant are highlighted,
pgether with the statutory requirements for any urgen! authorisation of & 5. 5 warrant.

Henewals and cancellations of warrans

59,

Al BE4.10-4.11 and §54.12-4.13 of the El Code the provisions of the [SA addresting the
renewils and cancellations of warrants are summansed.

Keeping of records

0,

6l

In Chapter 5 of the El Code provision s made for centrally retrievable records of warranis 1o
be kept for ot least three yvears. At §5.1 it states:

“The following information relating to all secrion § warranis for equipmen! inlerference
should be cenrally remicvable for af least three ywears:

rhe date wihert @ warrant Is green;

the details of what equipment interference has ocourred:

the result of periodic reviews af the warranss;

the date of every remewal; gnd

the date when any instruction was given by the Secretary of State to cease the

equipment interference.”
In the latest version of the EI Code, these requirements are expanded and §5.1 states:

“The following information relating to all section § warranis for equipmenr interference
should be centrally retrievable for ar least three years:

. all applications made for warrants and for renewals of warranis;

the darfe when a warrant i5 givm,

whether a warrant ix approved under urgency procedures;

where any application i refused, the grounds for refisal as piven by the Secretary
of State;

the details of what equipment interference has occurred;

the resuit of perindic reviews of the warrasis;

the date of every renewal; and

the date when amy insfruction was ghen by the Secretary of State 1o cease the
equipment interference. ™

(items in bold are new requirements in this lmest version of the Code)

Hoandiing of information and safeguards

62,

Chapter 6 of the E] Code provides important guidince on the processing, retention, disclosure
deletion and destruction of any information obtained by the Intelligence Services pursuant to
an equipment interference warrant and makes clear that this information may mnclude
communications content and communications data as defined in section 2] of RIPA (E6.1)

At E6.2 the El Code states;

“The Intelligence Services must ensure that their actions when handling informarion obiained
by means of equipment interference comply with the legol framwork ser our in the 1989 and
1994 Aers fincluding the arrangements in force under these Acos), the Data Protection Ac

I9%8 and this code, so thar any inferference with privacy is justified in accordance with
Article 872} of the Enropean Comvention on Human Righs  Compliance with thiy legal

12
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Jframework will ensure that the handling of information obtained by equipment inferference
continues to be lawfid, fustified and srictly controlled, and is subject to robust and gffecthe
safepuardy against obuse,”

At §66.6-6.11 of the El Code key safeguards are set out in the El Code in terms of the
dissemination, copying, siorage and destruction of any information cbtained as & result of
equipment interference. In particular it is stated:

“DHezemination of information

&6 The number af persons to wham any of the information is disclosed, and the extent
of disclosure, must be limited to the minimum necessary for the proper discharge of
the Intelligence Services' functions or for the additional limited purposes described
in paragraph 6.5. This obligation applies equally to disclosure to additional persons
within an Intellipence Service, and 1o disclosure outside the service. It is enforced by
prohibiring disclosure o persons who do mot hold the required security clearance,
ard also by the need-fo-kmow principle: information obtined by equipment
interference must nov be disclosed to ary person unless that person's duties are such
that he needs to know abowt the igformation to carry owl those duties. In the same
way only so much of the information may be disclosed as the recipient needs; for
example if a summary of the information will syffice, no more than that should be
disclozed,

6.7  The obligations apply mot just to the Intelligence Service that obtained the
information, but alse fo anyone o whom the information is subsequently disclosed
In some casex thiy may be achieved by requiring the latter to oblain the originatar s
permission before disclosing the information further. In others, explicir safeguards
may be applied to secondary recipients,

Copying

6.8  Imformation obtained by equipment interference may only be copied to the extent
necessary for the proper discharge of the Intelligence Services' functions or for the
additional limited purposes described in paragraph 6.5. Copies include not anly
direct copies af che whole of the information, but alse extracts and summaries
which identify themselves as the product of an equipment interference operation.
The restrictions must be implemented by recording the making, distribution and
destruction of any such copies, extraces and summaries that identify themselves as
the produet of an eguipment interference operation.

Storage

6.9  Information obtained by equipment intevference, and all copies, extracts and
summaries of i, must [showld] be hondled and stored securely, so as fo minimise
the risk of loss or theft. It must be held so as to br inaccessible to persons without
the required level of security clearance. This requirement fo store such information
securely applies to all those who are responsible for the handling of the
informarion.

Destriccrion

£10  Communications content, commiinications data and other information obtained by
equipment interference, and all coples, extracts and summaries thereof, must
[should] be marked for deletion and securely destroyed as soon as they are no
longer needed for the functions or purposes sef out in paragraph 6.5 [f such

13
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imformation i refained, it should be reviewed ar appropriose intervals 1o conjfirm
thar the justification for its retention is still valid.”

Personnel security

&11  In accordance with the need-to-know principle, each of the Intelligence Services
st ensure [showld] thar informetion cbrained by equipment interference is only
disclosed to persons a5 mecessary for the proper performance of the Intelligence
Services" stotutory functions, Fervons wiewing such producr will usually require
the relevans level of security clearance. Where it 5 necessary for an officer o
disclose information outside the service, it is that officer’s responsibility 1o enture
that the recipient has the mecessary level of clearance. ™ {emphasis added)

At §66.4-6.5 the importance of these safeguards is emphasiged, together with the need to
ensure that each of the Intellipence Services has imternal arrangements in force for secunng
that the safeguarde are satisfied, which arranpements should be made available 1o the
Intelligence Services Commissioner. In particular it is stated:

“64  Poragraphs 6.6 o 6 17 provide guldance as to the safeguards which must be applied
by the Intelligence Services to the processing. refention, disclosure and destruction of
all information ebained by eguipment infevference. Each of the Inieiligence Services
miess ensure et theve ore imternal arrangements in force, approved by the Secrefary
of Suate, for securing that these requirementy are sarigfied in relaton to all
informanon obiained by equipment interference,

a5 These arrangements showld be made mailable o the Intellipence Services
Commissioner, The arrangements must ensure that the disclosure, coping and
retention of informarion obtained by means of an eguipment interference warrant is

limited to the minimuem necessary for the proper discharge of the Intelligence
Services ' funclions or for the addittonal Hmited purposes sef oul in section N2)a) of

the 1988 Act and secrions 2{1)fa) and 412)a) of the 1994 Act.  Breaches of these
hardling arrangements must be reported 1o the Imelligence Services Commiisioner
ax agreed with him. ™

Applicetion of the code to equipment interference pursuant to section 7 of the 1994 Acr

B,

7.

68,

In Chapter T of the EI Code it is made clear that *GCHQ must fshould] as @ marter of policy”
apply the provisions af this code in any case where equipaent interference is do be, or has
been, authorised pursuant to section 7 of the 1994 Act in relation fo equipment located
otitside the Brivisk Islands™ (§7.1%

Consequently, save as expressly specified in Chapter 7 of the EI Code, all of the provisions of
the El Code, including the imporiant safeguards regarding the processing, retention,
disclosure deletion and destruction of any information obtained via equipment imierference,
epply equally to equipment interference suthorsed pursuant to & 7 of the 15A, Thar i made
expressly clear in §7.2 which states:

“GCHD and S5 musi [should] apply all the same procedures and safeguards when
condwching equipment inferfermior authorised pursmant fo section 7 ax they do in
relarion to equipment imerference muthorised wnder section 5.

In addition, Chapter 7 of the EI Code provides specific additional guidance for s. 7 egquipment

* And without prejudice to arpements &s 1o the apphicability of the ECHR, 15 made clesr in footnate |7 of the
draft Code and footnete 18 of the Movember 2015 version
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In terms of the general basis for lawful activity under s. 7 of the ISA, the El Code states at
§67.3-7.6:

“7.3  An authorisation under section 7 of the 1994 Act may be sought wherever members of
SIS or GCHQ, or persoms acting on their behall or in their support, conduct
equipment interference in relation to equipmens located outside the Bririzh [slands
that would otherwise be unlawful. This includes caves where the act is dome in the
British Ixlands, but is intended ro be done in relafion fo apparatus that &5 or i
believed to be outride the British Islands, or in relation to ampthing appearing fo

originate from such apparius.

7.4 If a member of SIS or GCHQ wishes to interfere with equipmens located overseas but
the rubiect of the operation is known to be in the British Islands, consideration should
be given as 1o whether a section 8(l) interception warrgnf or a section J6(3)
certification {in relation fo one or more exiant section §(4) warrants) under the 2000
Act should be obtaired in advance of commencing the operation authorized wnder
section 7. In the event that any eguipment located overseas is brought to the Britich
Islandy during the currency of the section T authorisation, and the act is one that is
capable of being authorised by a warrant under section 3, the interference is covered
by a ‘grace period” of § working days (see section 7(10) to 7(14)). This period should
b wred gither fo obitain @ warranl under section 5 or fo ceare the inferference funless
the aguipment i removed fiom the Brivish Islands before the end of the period).

7.5 An application for a section T authorisation should usually be made by a member of
SIS or GCHQ for the waking of action in relanion fo thar service. Responsibiliry for
issuing authorisations under section 7 rests with the Secretary of Swate.

7.6 An authorisation under section 7 may be specific to a particular eperation or user, or
may relate 1o a broader class of operations, Where an authorisation relating to a
broader class of operations has been given by the Secretary of State under section 7,
intermal approval fe conduc! operations under that authorisation in respect of

equipment interference musi [should] be soughi from a designated senior gfficial (see
paragraphs 711 1o 7.14)."

At §§7.7-7.8 and §§7.9-7.10 the EI Code sets out the statutory tests for 5. 7 suthorisations,
together with the provigions of the statutory scheme dealing with urgent suthorisations. At
§7.7 the EI Code malkes clear that:

“Each application showld comtain the same information, as far as is reasonably
practicable in the circumstances, as an application for a section 5 equipment
interference warrand,”

Guidance on the types of authorisations under 5.7 of the El Code is also provided at §§7.11-
7.14. In particular this provides guidance on any 5. 7 authonsations which relate to a broad
class of operations, At §§7.11-7.12 it states:

“7.11 An suthorisation under section 7 may relate to a broad class of operations.
Authorisations of this nature are referred to specifically in section T(4}a) of the 1094
Act which prevides that the Secretary of State may give an authorisation which inter
alia relates to “acts of a description specified in the outhorisation®. The legal
threskodd for gpiving such an authorisation (5 the same as for a specific authorisation,
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712 Where an authorisation relating to a broader class of operations has been given by
the Secretary of State umder section 7, internal approval e conduct operations under

that guthorisation in respect of eguipment inwerference must be rought from a
designated senior official T amy case where the equipmens interference may result

in the ocguisition of confidential imformation, aushorisation must be sought from an
Annex 4 approving officer.  Where nowledge of matters subject 1o legal privilege

may be aoguired, the Annex A approving officer must apply the tests sel owl af
3410 3.7 fand "Secretary of Stare” showld be read as "Annex A approving

paragraph
afficer” for these purposes),

72.  For GCHQ an 'Annex A approving officer” means a Director of GCHO (see Annex A on
page 30).

73, In addition §§7.13-7.14 provide guidance on all internal applications for approval, including
the need lummmmmmmmﬂmluhjmtﬂmE review af
least every 6 months, or more frequently depending on the sensitivity of the operation. Those

paragraphs state:

“7.13 The application for approval must [should] set out the necessity, justification,
proportionality and risks of the particular operation, and should consain the same
information, a5 and where appropriale, as an application for a section § eguipmens
interference warrant. Before granting the internal approval, the designared semior
official or Annex 4 approving officer must [should] be sadisfied that the operation is
necessary for the proper discharge of the functions of the Imelligence Service, and
that the faking of the action is proportionate to what the action seeks fo achirve, The
designated senior official or Annex A approving officer mugr consulr the Foreign and
Commeomwealth Office or seek the endorsement of the Secretary of State for amy
particularly sensitive operations.

704 All internal approvals must [should] be subject 1o periodic review af least once every
i months fo ensure the operations continue fo be necessary and propovtionase. The
approvals for particularly sensitive operations should be reviewed more frequently,
depending on the merits of the cave. ™

74.  As o renewals and cancellations of s. 7 authorisations, the statutory requirements are set oul
at §§7.15-7.17.

Oversight by the Inreilligence Services Commissioner

75. In EER.1-8.2 of the El Code the important role of the Intelligence Services Commuissioner in
the use of the powers under the 15A is emphasised In particular §8.1 states:

“It iz the dury of any member of the [nrelligence Services who uses these powers Io
comply with any request made by the Commissioner fo disclose or provide amy
information he requires for the purpose of enabling him fo carry out his functions,
Such persons musi olso report any oction thar i believed 1o be commary fo the
provistons of the 1994 Aer to the Commissioner.”

76, The Coven Surveillance and Propertv Interference Code (‘the Property Code') provides
guidance on entry oo and interference with property by public authorities under s. 5 of the
ISA (see the Code at §1.2).
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78.

Like the E1 Code it was issued pursuant to s. 71 of RIPA. It was originally published in 2002
{called the *Covert Surveillance Code of Practice’) and & revised version was issued in 2010
(called the ‘Covert Surveillance and Property Interference Revised Code of Practice”), with a
further revised version published on 10 December 2014,

The Respondents have set out below the key provisions in the 201072014 version of the Code
and in the 2002 version.

Thuhmguuhﬂmfﬂ:lﬂlﬂﬂdﬂlﬂ“ﬂﬂimﬂﬂtﬂndlmmmﬂiumﬂ
property inferference activity by the Intelligence Services i.e. save for a few changes of
paragraph number, the 2014 version did not alter the provisions relevant to these proceedings.

The 2010/2014 Property Code

3 of the Code contains general rales on authorisstions, inter alis, under 8. 5 of the
1SA. In particular guidance is given as to the requirement of proportionality. At §§3.3-3.7
the Code states:

“3.3 The .. 1994 Act stipulaie(s] that the persan granting an awthorisation or warrant for ...
imterference with praperty, must believe thar the activities to be authorised are necexsary on
ane or more statutory grounds,

3.4 If the activities are deemed necessary on one of move of the statufory grounds, the person
granting the authorisation or warrant must alse believe that they are proportionate o what is
rought 1o be achieved by carrying them o, This imvelves balamcing the seviousness of the
intrusion into the privacy of the subject aof the operation for any ather persen who may be
affected) against the need for the activity in investigative and operational lerms.

2.3 The authorization will mot be proportionare if it is excessive tn the overall circumsiances
of the case. Each action quthorised should bring an expected benefit to the imwestigation or
operation and showld not be disproportionate or arbitrary. The fact that a suspecied gffence
may be serious will nor alome render infrusive actions proporiionate. Similarly, an offence
may be so minor that any deployment of coverr rechnigues would be disproportionate. No
activiey should be considered proportionate if the information which is sought could
reasonably be obtained by other less imfrusive means.

1.6 The following elements of proportionality should therefore

be considered:

o balancing the size and scope of the proposed activity against the gravity and extent of the
perceived crime or offence;

»  explaining how and why the methods fo be adopted will cause the least possible infrusion
o the subject and others;

» considering whether the activity is an appropriate wie of the legislation and a reasonable
way, having considered all reasonable alternatives, of ohtaining the necessary result;

s evidencing, as far as reasonably procticable, what other methods had been considered
and why they were not implemented,

1.7 It is important thevefore that all those imvolved in undertaking.. interference with
property under the .. 1994 det are fully aware of the extent and limits of the authorisation or

WATTanRT i queston,”

Consequently the Code draws specific attention to the need to balance the seriousness of the
intrusion against the need for the activity in operational and investigative terms, including
taking inio account the effect on the privacy of any other person who may be affected ie.
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B3.

B3

other than the subject of the operation. The Code is also very clear that it is important w0
consider all reasonable alicrnatives and 1o evidence what other methods were considersd and
why they were not implemented.

The question of collateral intrusion is also directly addressed in §§3.8f1 of the Code. Ar §3.11
il simies:

“Where it is proposed 1o conduct .. properfy interference specifically against individuals who
are not suspected of direct or culpable trvolvement in the overall matter being investigated,
interference with the privacy or property of such individuals should nor be considered as
collateral intrusion but rather as intended imprusion. Amy such .. properfy interference
activiry should be carefully considered against the necessity and proportionaliny criteria as
described above (paragraphs 3.3-1.8."

As to the procedures to be followed for reviewing suthorisations, the Code states at §§3.22-
3.24 (these appear as §§3.23-3.25 in the 2014 version of the Property Code):

3.22 Regulor reviews of ol authorizations should be undertaken fo assess the need for the ..
property interference activity to contimee. The results of a review should be rewined for at
least three years {see Chapter 8). Particular attewtion is drawn fo the nesd to review
authorisations frequently where the . property inferference imolves a kgh level of imtrusion
into private life or significant collateral intrusion, or confidential informarion is likely to be
obiained

323 In ench case the frequency of reviews should be comsidered af the ouwtser by the
muthorising officer or, for those subject to authorisation by the Secretary of Stave, the member
or afficer who made the application within the public authority concerned. This should be a5
frequently as is considered necessary and practicable.

3124 In some cases it may be appropriate for an outhorising officer to delegate the
responsibiliry for conducting any reviews 1o a subordinate officer. The authorising officer is,
however, urually bext placed to assess whether the authorisation should continue ar whether
the eriteria on which ke based the original decision o grant an authovisarion have changed
sufficiently to couse the suthorisation to be revoked. Support staff can do the necessary
research and prepare the review process bur the actual review [s the responsibiliny of rhe
oviginal authorizing afficer and should, as a mater of good practice, be condicted by them
or, failing that, by an afficer who wowld b entitled to grant a new authorisation in the same
ferms.

The Code highlights best working practices which are to be followed by all public authorities
with regard to all activities covered by the Code at §§3 276 (§3.28 in the 2014 version of the
Property Code). At §3.28 it states:

3.28 Furthermore, it is considered good practice that within every relevant public authoriry, a
semior responsible afficer should be responsible for:

v the infegrity of the process in place within the public muthority to muthorise .. property ar
wireless telegraphy;

» complignee with __this codle;

v gngagement with the Commissioners and inspectors when they

conduct their inspections, and where Recessary, overseeing the implementation of any posi-
inspection action plans recommended or approved hy a Commissioner.

Chapter 4 of the Code contains special provisions om legally privileged and confidential
infoemation (see in particular §64.10-4.15 and §54.22-4.31).
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Ea.

87

Chapier 7 of the Code contains suthorisstion procedures for propesty nterference. This
specifically addresses suthorisations for property miterferences by the Intelligence Services.
At §§7.36-7.34 it states:

“7.36 An application for a warrant must be made by a member of the intelligence services for
the taking of action in relation fo that agency. In addition, the Security Service may make an
application for a warrant to act an behalf of the Secrer Intelligence Service (515) and the
Government Communications Headgquarters (GCHQ). SIS and GCHQ may not be granted a
warrant for action in support of the prevention or detection of serious crime which relates to
property in the British [slonds.

7.37 The intelligence services should provide the same information as other agencies, as and
where appropriate, when making applications for the grant or renewal of property warrants.

7.18 Before granting a warrant, the Secretary of State must:

+  think it necessary for the action to be taken for the purpose of assisting the relevans
agency in carrying ot its functions;

»  be satisfied that the taking of the action is proportionate to what the action seeks o
achieve;

e igke into account in deciding whether an outhorization is necessary and

ix whether the information which it is thought necessary to obtain by

the conduct authorised by the warrant could reasonably be obiained by other means;
and

s  be satisfied that there are sarisfaciory arrangemenis in force under the 1994 Act or
the 1989 Act in respect of disclasure of any material obtained by means of the
warrant, and that materiel obtained will be subject to thase arrangemenrs, ©

The reference in §7.37 above to “the same information s other agencies™ meant that, as and
where appropriate §7.1% of the Code should be followed which provided:

7.18 Applications to the authorising officer for the granting or renewal of an authorisation
miust be made in writing {unless urgent) by a police afficer, Revenue and Customs officer,
SCDEA officer. a member of SOCA or an offfcer of the OFT and showld specify:

* the identity or identivies, where known, of those who possess the property that is fo be
subject to the interference;

. fent information to idemtify the property which the emry or interference with will
affect;

« the natwre and extent of the propesed interference;

» the details of any collateral intrusion, including the identity of individuals and'er categories
of people, where known, whe are likely to be affected, and why the inprusion is fussified,

s deinily of the offence suspecied or comminied,

+ how the authorization criteria fas set out above) have been mer;

« any action which may be necessary to maintain any equipment, including replacing tr;

* any action which may be néceszary 1o PELFieve ary equipment;

s in case of a renewal, the results obtained so far, or a full explanation of the failure 1o abtain
gy resulis; and

» whether an mutharisation was given or refised, by whom and the time and date on which

this happened.

In terms of renewals and cancellations of warrants by the Intelligence Services, §§7.39-7.42
of the Code state as follows:

“7 39 A warrant shall, unless renewed, cease fo have effect ar the end of the period of six
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9.

months hegimring with the day on which [ was isewed (i the warrant way issued under the
hand of the Secretary of State) or ai the end of the period ending with the fifth working day
following the day on which ir was fisueed fIn any orher core).

7.40 [f ar any rime hefore the day on which o warranr would cease to have effect the Secreary
of State considers it necessary for the warrant fo continue to have effect for the purpose for
which i wes [sswed, he may by an instrumenr wnder his hand renew i for @ period of six
months beginning with the day it would otherwise cease to have effect. ..

7.41 The Secretary of State shall cancel o warram if he is satigfied that the
action authorised by if it no [onger necessary.

7.42 The pervon who made the application fo the Secretary of State must apply for its
encellation, iFhe is satisfied that the warrant no lenger meets the criteria upon which if was
authorised ..”

Chapter 8 of the Code provides that certain records shall be kept of property interferences
which are suthorised. At §8.3 it states:

“8.3 The following information relaring o all auhorizations for property interference showld
be centrally retrievable for ar feast three years;

* the time and date when an aurthorisarion is given;

= whether an authorisation is in written or oral form;

- every occasion when entry on ar interference with property or with wireless telegraphy has
occurTed;

» the resull of periodic reviews of the autharisation;

s the dare of every renewal; and

» the time and dare when any instruction was given by the authorising officer 1o ceare the

imerference with property or with wireless telegraphy. ™

In Chapter 9 of the Code guidance is given as to the handling of material obtained through
property interference. §9.3 of the Code addresses the retention and destruction of material
end states as follows:

“0.3 Each public authority must ensure that arvangements are in place for the secure
handling, storage and destruction of material obtoined through the use of .. properny
interferemce. Authorising offfcers, through their relevant Data Controller, must ensure
compliance with the appropriate data profection réguirements under the Date Prorection Aet
1998 and any relevant codes of practice produced by individual authorities relating fo the
handiing and rtovapre of material.” (emphasis added)

In addition the Code states at §9.7 that, in relation to the Inteihigence Services:

“Q.7 The heads of these agencies are responsible for ensuring that arrangements exist for
securing that mo informarion ix stored by the authorities, except as necessary for the proper
discharge of their functions. They are also responsible for arrangements te comtrol amward
disclosure. For the intelligence services, thiv (s a statutory dity wnder the .. 1994 Aer”

{emphasis added)

Finally Chapter 10 of the Code highlights the oversight which is provided by the Intelligence
Services Commissioner on the use of the powers under the 1SA. Af §10.2 it sises:

“The Intelligence Services Commizsioner's remi s to provide independemt oversight of the
wxe of the powers contained within .. the [994 Act by . GCHQ™
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The 2002 Property Code

L

83,

§5.

Chapter 2 of the Code contains general rules on authorisations, {nfer alia, under 5. 5 of the
ISA. Paragraph 2.10 specifically makes clear that the guidance om necessity and
proportionality and on collaseral intrusion in this part of the Code must be taken into account
when applving for authorisations or warrants for entry onto or interference with property ar
with wireless telegraphy.

Consequently guidance is given as to the requirements of necessity and proportionality. At
552.4-2.5 the Code sinies:

“24 Obtaining an suthorisation under the . 994 Act will only ensure that there is @
frrerference with an individual's Article & rights ¥ &t 5 necessary and
proportionate for these activities to fake place.

2.5 Them, if the acthvities are necessary; the person gramting the authorisation musi believe
that they are proportionste o whai is sought to be achieved by carrying them out. This
imvolves balancing the Intrusivemess of the activity on the targel and others who might be
affected by it against the need for the activity in operaional terms.  The acrivity will not be
proportionate i if i excessive [n the clrcumstances of the case or i the information which is
sought could reasonably be obtained by other less intrustve means, All nich acttvity showld
be carefully managed to meet the objective in question and must not be arbitrary or wnfair,

The guestion of collateral intrusion is addressed in §§2.6-2.9 of the Code. In particular the
following passages are relevant:

2.6 . .the authorising officer should take into accouns the risk of infrusion into the privacy of
persons othér than those who are directly the subjects of the imestigation or operation
feollateral intrusion). Measures should be taken, wherever practicable, o avoid or minimise
urmecessary intrusion inte the lives of those not directly comnected with the investigation or
OpErario.

2.7 An application...should include an assessment of the rizk of collateral intrusion. The
authorizing officer showld take this into account, when considering the proportionality of the
[property interference],

In §2.19 of the Code it addresses obligations on the heads of the Intelligence Services and
states:

“The heads of these agencies are responsible for ensuring that arrangements exist for
securing thet no information is stored by the authorities, except as necessary for the proper
discharge of their functions. They are also responsible for arrangements fo control amward
disclosure. For the intelligence services this is a statutory duty under the 1989 Act and the
1994 Aer™

hﬁ.@m!nfﬁﬂnﬂemmmﬂnﬁnﬂ:&mgmﬁmﬁmmﬁmﬂm
including on communications subject to legal privilege (§3.3ff) and communications
involving confidential personal information and confidential journalistic material (§3.10£1),

Chapter 6 addressed the authorisation procedures for entry onto or interference with property
under, inter alia, the ISA, including the duration of property warrants.

.32 Before granting a warrani, the Secretary of State must;
o think If necessary for the acrion io be taken for the purpose of arsisting the relevans

agency in carrying ol if5 funcions;
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o by sanisfied thar the raking of the action iy proportionare 1o what the action seaks fo
achieve,

o toke imo accounr in deciding whether am muthorisation i@ necessary  and
proportionate is whether the information which if (3 thought necessary fo obain by
the conduct authorised by the warrant could reasanably be oliaired by other means;
and

o  be sarisfied that there are satisfoctory arrangements in force under the 1994 Act or
the [969 Act in respect of disclosure of any material obtained by means of the
warrani, and that material obrained will be subject to those arrangements. ™

6,34 A warrant shall, unless renewed, cease fo have effect if the warrant was under the hand
of the Secretary of Stare, af the end of the period of sic months beginning with the day on
which it was issued In amy other case, ar the end of the period ending with the second
working day follovwing that day.

.35 If ar any fime before the day on which @ warrant would ceare fo have effecr the Secretary
of State considers it necessary for the warrant fo continue fo have gffect for the purpose for
which if was (sxued, he may by an nstrument under his hand renew i for a period of six
months beginning with that day. The Secretary of Stare shall cancel @ warrant if be is
satisfied that the action muthorised by if it no longer mecessary, "

08, In sddition £6.36 makes clear that

6.26 The intelligence services should provide the same information as the police, ax and
where appropriate, when making applications, requests for renewal and reguests for
cancellation of property warranis.

99.  Consequently the provisions &1 §6.9fT of the Code which set out the suthorisation procedures
for the police are also to be applied by the Intelligence Services o3 and where appropriate.
These provisions mclude s detailed list of matters which should be included in any
application for an authorisation — see §6.12 of the Code, including:

the identity or identities of those fo be targered (where known);

the property which the entry or interference with will affect;

the idemtity of the indhviduals and'or categories of people, where inown, who are

fikely to be affecred by collateral intrusion;

details of the offence planned or comminted;

details of the ingrusive surveillance imvolved;

how the authorisation criteria.,. have been mer;

any action which may be mecessary fo retrieve any equipment wsed in the

surveillance;

# in case of a remewal, the resulo obiained so far, or a full explananion of the
Sfailure to obtain any results; and

o whether an auwhorisation was ghven or refused, by whom and the fime and date. ™

100.  Fmally Chapter 7 of the Code highlights the oversight which is provided by the Intelligence
Services Commissioner on the use of the powers under the ISA. At §10.2 it states:

“The Imelligence Services Commissiomer s remiy is fo provide m&pmn’t.rﬂ oversight of the
s of the powers contained within ... the 1994 dct by .., GCHO™

The HRA
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102.

103,

104,

1035,

Art § of the ECHR is & “Convention right™ for the purposes of the HRA: 5. 1(1) of the HRA.
Ar B, sef out in Seh. 1 to the HRA, provides as follows:

(1) Everyome has the right to respect for his private and family life, his home and his

{2} There shall be no interference by a public authority with the exercise of this right except
sich as i3 in accordance with the law and is necessary in o democratic sociely in the
interests of national security, public safety or the economic well-being of the country, for the
prevent of disorder or crime, for the profection of health and morals, or for the protection af
the rights and freedoms of others.”

Art. 10 of the ECHR, which is similarly & Convention right (and which is simnilarly set out in
Sch. 1 to the HRA), provides:

“f1) Everyome has the right io freedom of expression. This right shall include freedom 1o
hold apinions and to recetve and impart information and ideas withour interference by
public authoriry and regardless of fromtiers. This Article shall net prevent Stares from
requiring the licensing of broadcasting, tetevision or cinema ERferprises.

{2) The exercise of these freadoms, since it carries with it duties and responsibilities, may be
subyect to such formalities, condifions, restrictions or penalties as are preseribed by law and
are necessary in o democratic socieny, in the interests of national securify, tervitorial
integrivy or public safery, for the prevention of disorder or crime, for the protection of health
or movals, for the protection of the reputation or rights of others, for preventing the
disclomure of information received in confidence, or for maintaining the authority and
impartiality of the fudiciary.

By s &1k

“It is unlowful for a public authority fo act in @ way which is incompatible with a
Comwention right™

Enach of the Intelligence Services is a public authority for this purpose. Thus, when
undertaking any activity that interferes with Arn. 8 rights, GCHQ must (among other things)
act proportionately and in accordance with law. In terms of equipment interference activity,
the HRA applies at every stage of the process i.e. from authorisation, through to the obixining,
retention, handling and any disclosure/dissemination of such material.

5. T(1) of the HRA provides in nelevant part:

“4 person who claims thar a public authority has acted (or proposes to act) {n a way which
is made unlowful by secrion &1} may—

fa) bring proceedings against the authority under thiv At in the appropriate court oF
fribunal ..."

The DFA

L0,

107,

Each of the Intellipence Services is a data controller (as defined in 5. 1(1) of the DPA) in
relation to all the personal data (as defined in 5. 1(1) of the DPA) that it holds. Insofar as the
obizining of an item of information by any of the Ioielligence Services emounis o an
interference with Art. & rights, that item of information will in geaeral amount o personal
data.

Consequently as a data controller, GCHQ is in general required by s 4{4) of the DPA o
comply with the data protection principles in Part I of Sch. 1 to the DPA. That cbligation is
gubject to s5. 27(1) and 28(1) of the DPA, which exempt personal data from (among other
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108,

things) the dss protection principles if the exemption “iv reguired for the purpose of
safeguarding national securiny™. By 5. 28(2) of the DPA, o Minister may certify that
exemption from the data protection principles is so required. Copies of the ministerial
cerificates for each of the Intelligence Services (mcluding GCHOQ)) are available on request
Those certificates centify that personal dats that are processed im performance of the
Intelligence Services' functions are exempt from the first, second and eighth data prodection
principles (and are also exempt in part from the sixth data protection principle). Thus the
certificates do pof exempt the Intellipence Servicss (including GCHQ)) fom their obligation
to comply with the fifth and seventh dats protection principles, which provide:

E Pﬂﬁmﬂﬂdﬂumdﬂm—uﬂymeuw shall mor be kept for longer than
i5 mecessary for that purpose or hose PUrposes. ..

7. dAppropriate rechnical and organisationa! menswres shall be raken apains wnathorized
wudnnﬂmq'rrmrw#ﬂm ard cpainsl accidimial loss or destrection af, or
damage o, persomnel daia.”

Accordingly, when GCHO) obtains any information as a result of any property interference

which amounts to personal data, it is obliged:

{a) nof to keep that data for lonper than is necessary having regard to the purposes for
which they hiave been obtamed and are bemng retained |/ used; and

(b} to take appropriste technical and orpanisational measures to poard  apains
unauthorised or unlawful processing of the data in question and sgaine accidentzl
loss of the dats in question.

Ihe OSA

109,

110,

A member of the Infelligence Services commits an offence if “wirhowr lmwfad surkoriny he
discloses any information, document ar other article relating o security or intellipence which
is or has been in his possession by virtwe of ks position ax g member of @y of those
serviees™ 5. 1(1) of the O5A. A dischosure is made with lewful authority if, and only if, it s
made in accordance with the member's official duty (5. 7(1) of the OSA). Thus, a disclosure
of information by a member of GCHC) that is e.g in breach of the relevani “arrangements™
{under 5. 4{2}a) of the I15A} will amount 1o a cnminal offence. Conviction may lead to an
imprisonment for & 1erm not exceeding rwo vears snd'or & Goe (s 10(1) of the O5A)

Further, & member of the Intelligence Services commits an offence if be fails 1o wke such
care, 1o prevent the unauthorised disclosure of any document or other article relating o
secunty or intelligence which 18 in his possession by virfue of his position &z & member of Bny
of those services, as & person in his position may reasonably be expected to take. See s 8(1)
of the O5A, az read with 5. 1{1). Conviction may fead to an imprisonment for & &m not
exceeding three months and'or a fine (s, 10(2) of the OSA).

Oversight mechanisms

111.

There are three principal oversight mechantems in respect of the equipment mierference
regmme:

B The term “processing” Is broadly defimed in 5o 1{1) of the DPA to inchede (among other things), obtaining,
recording and using.

" The content of the obligation impassd by fhe seventh data prowection principle is funther elsboraed in 86612
of Part 1 of Sch. | 6o the DPA.
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(a) The Intelligence Services Commissione
(b)  ThelSC; and
(c) The Tribunal.

The Intelligence Services Commissioner

11

113,

114.

115.

116

117.

115

120,

As highlighted in the relevant Code, the Intelligence Services Commissioner's remit is to
mmmwurmﬂnrmmmmmmnwu
Intelligence Services including GCHO).

The Prime Minister is under a duty to appoint a Commissioner (see 5. 59%(1) of RIFA). By s
59(%), the person so appointed must hold or have held high judicial office, so as 1o ensure that
he is appropriately independent from the Government. The Commissioner i currently Sir
Mark Waller.

Under s. 5%(7) of RIPA, the Commissioner must be provided with such staff as are sufficient
to ensure that he can properly carry out his functions. These functions include those set oul in
5. 39(2), which provides in relevant part;

= . the [Commissioner] shall keep under review, so far as they are not required to be kept
under reniew by the Interception of Communications Commissioner-
fa)  the exercise by the Secretary of State of his powers under sections 5 io 7 of... the
Inselligence Services Act 19947

A duty is imposed on, emong other persons, every person holding office under the Crown 1o
disclose and provide to the Commissioner all such documents and information as he may

require for the purpose of enshling him to carry out his functions: s. 60(1) of RIPA.

In practice, the Commissioper visits each of the Intelligence Services and the main
Departments of Siate twice a year. Representative samples of wamantry paperwork are
scrutinised. includmg the peperwork for & 5 andfor 5.7 I8A wamants/suthorisations. Written
reparts and recommendations are produced after his inspections of the Intelligence Services.
The Commissioner also meets with the relevant Secretaries of State.

5. 60 of RIPA imposes important reporting duties on the Commissiones. (It is an indication of
the importance attached 1o this aspect of the Commissioner's functions that reporis are made
to the Prime Minister.)

The Commissioner i by 8. 60{2) of RIPA under a dufy to make &n annual report to the Prime
Mizister regarding the carrying out of his functions. He may also, at any time, make any such
other report 1o the Prime Minister as he sees fit (5. 60(3). Pursuant to s. 80(4), a copy of each
annual report (redacted, where necessary under 5.60(5)), must be laid before each House of
Parliament. In this way, the Commissioner’s oversight functions help to facilitate
Parlismentary oversight of the activities of the Intellipence Services (including by the ISC).
The Commissioner's practice is to make anmual reports in open form, with a closed
confidential annex for the benefit of the Pnme Minister going into detail on any matiers
which cannot be discussed openly.

8. SB(5) grants the Commizsioner power to make, at any time, any such other report to the
Prime Minister on smy other matier relating to the carrying out of his functions as he thinks
fit.

In sddition, the Commissioner & required by s. 33(3) to give the Tribunal:
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., ugh assistance (including his opinton as fo any issue falling fo be determined by the
Tribunal) as the Tribunal may reguire-
fa)  in connection with the imvestigarion of any matier by the Trilumal; ar
/B  otherwire for the purposes of the Tribunal s considerarion or determinarion of any
matier.”

121, The Tribunal is also under & duty 1o ensure that the Commissioner & apprised of any relevant
claims / complaints that come before it: 5. 63(3).

122.  The Commissioner's oversight functions are supporied by the record keeping obligations that
are imposed s part of the equipment inferference regime, see §8.3 of the Code.

123, It is to be noted that in the LibernyPrivacy judgment the Tribunal placed comtidersble
emphasis on the important oversight which is provided by the Interception Commissicner (see
in particular §§24, 44, 91, 92 121 and 139 of the judgment) and a similarly important robe is
provided by the Intelligence Services Commissioner in the present conlext.

The 1SC

124, CHOQ = responsible to the Foreign Secretary,” who in turn is responsible to Parliament. In
sddition, the ISC plays an important part in overseeing the activities of the Intelligence
Services. In particalar, the ISC is the principal method by which scrutiny by Parliamentarians
is brought to bear on those sctivities.

128,  The 15C was established by 5. 10 of the 154, As from 25 June 2013, the satuiory framework
for the ISC is set out in ss. 14 of and Sch. 1 to the Justice and Security Act 2013 (“the JSA™)

126.  The ISC consisis of nine members, drawn From both the House of Commons and the House of
Lords. Ench member is appointad by the House of Parlisment from which the member is to be
drawn (they must also have been nominated for membership by the Prime Minister, following
consultation with the leader of the opposition). No member can be a Minister of the Crown.
The Chair of the ISC is chosen by its members. See 5. 1 of the JSA.

127. The executive branch of Governmeni has no power 1o remove o member of the 15C: &
member of the 1SC will only vacate office if he ceases 1o be a member of the relevant House
of Parlisment, becomes a Minister of the Crown or a resclution for his removal s passed by
the relevant House of Parliament. See §1(2) of Sch. 1 1o the 1SA,

128, The I5C may examine the expenditure, administration, policy and operations of each of the
Intelligence Services: s, 2(1). Svhject o cennmin limited exceptions, the Government
{including each of the Intelligence Services) misst make available to the 15C information that
it requests in the exercise of its functions. See §§4-5 of Sch. 1 1o the JSA. The ISC operates
within the “ring of secrecy” which is protected by the OSA. It may therefore consider
clagsified information, and in practice takes oral evidence from the Foreign and Home
Secretanies, the Director-General of the Security Service, the Chiefl of 515 and the Director of
GCHOQ, and their staff. The ISC meets at least weekly whilst Parliament is sitting. Following
the exiension to ils stafatory remit as o result of the J5A, the ISC is funher developing its
imvestigative capacity by appomting additional mvestigators.

129, The ISC must make an anmual report to Parlisment on the discharge of its functons (s. 3(1) of
the JSA), and may make such other reports 1o Parliament as it considers appropriate (5. 3(2)

2 The Director of GUHQ must make an annual repont on the work of GCHO &0 the Prime Minister and the
Secretary of Stge (see & 4(4) of the 1SA).
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130.

of the JSA). Such reports must be laid before Parlizment (see £ 3(6)). They are 08 necessary
redacted on security grounds (see ss, 3(3)-(5)), although the ISC may report redacted matiers
1o the Prime Minister (s. 3(7)). The Government lays before Parlisment any response to the
reports that the 1SC makes,

The ISC sets its own work programme: it may issue reports more frequently than annually
and has in practice done so for the purposes of addressing specific issues relating to the work
of the Intellipence Services.

The Tribunal

131.

j32.

133,

134.

135.

136,

The Tribunal was estsblished by 5. 65(1) of RIPA. Members of the Tribunal must either hold
or have held high judicial office, or be & qualified lawyer of at least 7 years" standing (§1(1)
of Sch. 3 to RIPA). The President of the Tribunal must hold or have held high judicial office
(§202) of Sch. 3 to RIPA).

The Tribunal's jurisdiction is broad. As regards the Equipment Interference regime, the
following aspects of the Tribunal’s jurisdiction are of particular relevance:

{a) The Tribunal hes exclusive jurisdiction to consider claims under s 7{1)¥a) of the
HRA brought sgainst any of the Intelligence Services or any other person i respect
of any conduct, or proposed conduct, by or on behalf of any of the Intelligence
Services (ss. 65(2)(a), 65(3=) and 65(3Nb) of RIFA).

(W) The Tribunal may consider and determine amy complamts by a person who is
aggricved by any conduct by or on behalf of any of the Intelligence Services which he
believes to have taken place in relation to him, w0 any of his property, to any
communications sent by or o him, or intended for him, or to his use of any
telecommunications service or svstem (ss. 65(2)(b), 65(4) and 65(5){a) of RIPA).

Complaints of the latter sort must be investigated and then determined “by applying the same
principles as would be applied by a court on an application for judicial review™ (5. 67(3)).

Thus the Tribunal has jurisdiction to consider any claim against amy of the Intelligence
Services that it has obtnined, mterfered with or disclosed information emansting from
interferences with property/equipment in breach of the ECHR. Further, the Tribunal can
entertain any other public law challenge to any such alleged obiaining, interference with or
discloswre of information.

Any person, regardless of nationality, may bring & claim in the Tribunal. Further, a claimant
does not need to be able to adduce cogent :vdm:ﬁmmuuphumhnbm taken by
the Intelligence Services in relation to him before the Tribunal will investigate.” As a result,
the Tribunal is perhaps one of the most far-resching systems of judicial oversight over
intelligence matters in the world.

Pursuant to 8. 68(2), the Tribunal has a broad power to require o relevant Commissioner {as
defined in s. 68(8)) to provide it with assistance. Thus, in the case of a claim of the fype
identified in §134 sbove, the Tribunal may require the Intelligence Services Commissioner
{see s5. 59-60 of RIPA) to provide it with assistance.

13 The Tribumal may refiase 1o enterain & claim that is frivolous or vexatious (see 5. 67(4)), but in practice it has
not doee 50 merely on the basis that the claimant is himself unable to adduce evidence 1o establish e.g. that the

Imtelli

Services have taken some step in relation 1o him. There is &lso a | year limitation period (subject to

extenaion where that is “squitable™): see «. 67(5) of BIPA and 5. 7(5) of the HELA.
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137,

138.

5. B8(f) imposes & broad duty of disclosure to the Tribunal on, among others, every person
bolding office under the Crown.

Subject 10 any provision in its rules, the Tribunal may - st the conclusion of & claim - make
any such award of compensation or other onder as it thinks fit, including. bat nod limited 1o, an
order requiring the destruction of any records of information which are held by any public
authority in relation to any person. See 5. 67(7).

INTERNAL ARRANGEMENTS

13%.

GCHQ also has internal arrangements in relation 1o 5.5 wasrants and 5.7 authorisations. These
are set out below, with gisted passages underlined

The Compliance Guide

144,

141.

142,

The Compliance Guide is 8 document which is made svailable electromically to all GCHQ
staff. The electronic version of the Complinnce Guide was made available 1o staff in Jate 2008
and there have besn no substantive changes since them, although it has been amended in
minor ways 10 ensure that it remains up to date. 1t comprises mandatory policies and practices
which apply 1o all GCHO operational activity and bas been approved by the Foreign
Secretary and the Interception of Communications Commissioner, The Compliance Guide
requires all GCHQ operational activity, intloding CNE sctivity, 1o be camied out in
scoordance with three core principles. These are that all operational activity must be:

a) Authorsed (generally through a warrant or equivalent legal suthorisation):
b) Mecessary for one of GCHO)'s operational purposes; &nd

¢) Propomionate.

These principles, and their application 1o specific activities conducted by GCHQ), are referred
o throughout the Compliance Guide. They are also specifically referred to in the additional
CNE-specific internal guidance referred to below. In short, they are core requirements which
run through all the guidance which spplies to GCHOQ)'s operational activities, incloding CNE.

The section of the Compliance Guide which specifically concems CNE states that
authorieation is required under the 1SA in order 1o address the liability which most CNE
operations would normally attract under the Computer Misuse Act 1990. The requirement for
a section 5§ wasrant for CNE operations on computers in the UK is made clear. Section §

warrants are also addressed [p the Compliance Cuide as follows:

“Ad Secremary of Stare musi approve a new I5A 5.5 worrant Benewal i regucired afier six
months, In an emergency, ﬂmﬂmmmtmhuﬂﬁ'haw
appropriate genigrity i @ Secretary of State has expressly authorised ity use ™

Section 3 Guidancs

143,

GCHO also hes separate specific internal guidance gpoverming applving for, renewimng and
camcelling section 5 warraits (“the Section 5 Guidance™) The Section § Guidance,
spplication forms and warrant templates were updated following a visit of the Intelligence
Services Commassioper (Sir Mark Waller) i June 2013, During that visit the Intelligence
Services Commissioner acknowledged that GCHQ) gave due consideration to privacy issues,
but commented that be would like to see grester evidence of this reflected in warranis and
submissions, in particular in relation 1o why the likely level of intrusion, both into the target’s
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144,

145.

146

147.

privacy and the collateral intrusion into the privacy of others, was outweighed by the
intelligence to be gained. In responss, GCHOQ updated fis 5.3 (a5 well as its 5.7) application
forms, warrant templates and guidance 1o advise staff on the type and level of detadl required.
At his pext inspection in December 2013, the Intellipence Services Commissioner was
provided with these documents and stated that he was content with the sctions that had been
taken.

The Section § Guidsnce makes clear the nature of the activity which is authorised by o 8.5
warrant:

"I8A Section § guidance
154 warranis

Warrants issued under the Inrelligence Services Act (I54) authorise interference with
properry {eg equipment such as computers, servers, routers, lapiops, moblie phones, software,
intellectual property ete ) or wireless telegraphy. ©

The geographical, functional and temporal limits of 5.5 warrant are also set out:

“4 section § warrant authorises interference with property or wireless relegraphy [n_the
Britigh [slands” . It may gnly be issuwed on grounds of National Security or the Economic
Well-Being of the UK A section 5 warrant is signed by a Secretary of State and is valid for &
mduﬁmﬁrdqu';ﬂlm af which point the warrant showld be renewed or
cancelled. ™

']"I::guidneuﬂnm'lhmmlimnmnfs.ﬂl){i:llﬂd{'b}ufﬂumﬁnt,itmh::[ﬂr
that the proposed CHE action must be necessary:

“Part I. = to be completed by the relevant GCHO team

The intellipence case should be fir for purpose for signing by a Secretary of State, avoiding
unnecessary jargon and fechnical terminology. The case should inchade

the intelligamee background,

the priority of the target within the priorities framework g5 endorsed by JIC* and NSC*;
an explanation of wiy the propased operation is necessary;

a dexcription of any ather agency imvelvement in working the targer;

the inrelligence cutcome(s) the proposed operation is expected o produce. ™

The requirement that the proposed CNE action be proportionate is 2lso made clear:

“At CNE technigues are by nature imtrusive, an explanation of how propertionality will be

maintained should be given, Key points to consider include:

* the expected degree of imvasion of a farget s privacy and whether any personal or privare
informasion will be obrained;

o the likelihood of collateral intrusion, ie imvading the privacy of those who are not targers
af the operarion, eg family members;

o whether the level of intrusion is proportionate fo the expected intelligence benefit;

o g description of the measures lo be faken fo gnture proportionality. =

- 5 8 ® @

The Section § Guidance stipulates that each request for a warrast, or warrant renewal, must

“ Bath instances of underlining in this quotation are in the original.
* Jaint Intelligence Committee.
"* Natiomal Security Council.
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have a sponsor of g Ippropaaiely senior kevel:

“Reguesting a new Section §

Regquests for new warranss and remevwals mruss be sponsored by

efficigl, who must be satisfied thar the proposed operation iy justified, proporrionate and
RrCEETATY,

149,  The Section § Guidance requires that, once completed, the warrant request must be retuned
o its “sponsor” for consideration of whether it passes the teg! set out in s.5(2)(a) and (b} of
the 154, before being signed and seni 1o the relevag) personsel:

“The farm ix then returned 1o the sporsor fo consider whether, in fight of the CNE inpur, they
can recommend o the Secretary of Stare that the operation is fustified, proportionale and
necessary, and that they are aware of the risk. [f so, they should sign and date the form and
send if to the relevant persomnel.”

150.

151. A designated form must be filled out when a section 5 warrant is sought. The specified
information reflects the requirements of the gusdance op section 3 warmants, and inclodes the

following:
8} Under “Intellipence Case™

"yl is fHEnlfrm]'
intrusive means' 7"

“what intelligence the operarion is expected o deliver
b) Under “Degree of intrusion, including collsteral mtrusion™

“hew far will the operation intrude on the privacy of the targer? Is the operation likely 1o
abtatn personal or privare informanion?

to what extent will the operation affect those nor of operarional interest {eg could the
Indrvidual s compider be wsed by family members, friends or colleagues who are not targers
of the operation)?

how will the intelligence gatned fustify the expecred level of inmriesion?
what measures will be put in place to ensure proportionality is maintained "
{¢) Under “Recipients of Product™:

“where within GCHQ is the product of the CNE operarion 1o be sem? ™

1 Underlining in the original
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{d) Finally, the Request must be suthorised by the gpproprately semior GCHO official, who
must, inter alia, certify that “The proposed CNE operarion is justified proportionate and
necessary”

Renewals of 5.5 warrants
152,  The Section 5 Guidance also details the procedure for renewsls of section 5 warrants. This

requires specific attention to be paid, inter alia, to whether the operation is still justified.
niecessary and proportionate at the time of the reneval:

“Section § renewal process
A reasonable period before a warrant is due to expire, the refevant pevsonnel will request
case for renewal from the relevant personngl, copying the sponsor and include a copy of the
provious submission. The analyst showld confirm with the sponsor that renewal is required,
and if so, provide the relgvant personnel with a business case by the specified deadline. This
should include:
« an update of the intelligence background, ensuring it accurately reflects the current
context of the warrant,
o details of any developments and intelligence gained since the warrant was izsuedJast
rengwed — this must address any expectations kighlighted in the previows sulmissions;
o g review of the level of intrusion, based on the evidence of the activity authorised by the
wyarrani,
a review and, ﬂ]umt:nmgaiqnhurqflilpuﬂﬂkﬂfdq!!ﬁiqiihlruiTHT!aﬂﬂIﬂﬂ
Wmmwmmm
aqmmmmm&mmwmwm
an updated aperational plan — again, this must address specific actions or pians laid out
in the previous submizsion
» amy updates to the risk gssessment.

Again, the relevant personnel may need fo work with the originaror and the relevant feam io
sirengthen the renewal case, and will also consult the Legal Advisers before providing a copy
to the sponsor for final review. When the sponsor is content thar the ndbmission (5 accurate
and demonstrates that the operation is still fustified, necessary and proportionate, the
relevgnt persormgl will submit the renewal application to the relevant Department for
signature, ™

Cancellation of = 5 warrants

153,

The Section § Guidance also addresses cancellation of warrants, making clear that as soon &8
warrants are no longer required they should be cancelled:

“}f a warranrt is no longer required, it should be cancelled. [f not renewed or cancelled, the
warrant will expire on the date specified and the activity will no longer be authorised.

Section § cancellation process
anhmwmﬂmm&w;wﬂud:kWﬂm
explanation of the reason for the cancellation. When the team conduchirg the operg
:nqﬁm:hfﬁ:muﬁd&mmmﬂnﬂmmﬂdmﬂﬂqﬂﬂm
based om this feedback and submit it, with o concellation Instrument, lo the lsuing
Departmens for signature fusually by a sentor official rather than the Secretary of Srare). ™
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Section 7 Guid

154,

155

156,

157.

158.

GCHQ's guidance which governs applying for, remewing and cancelling section 7
suthorisations/internal approvals is set out both in the Compliance Guide (in the section
dealing with suthorisations) and in separate internal guidance (“the Section 7 Guidance™). The
pmuummmmhsumﬂnrﬁmdm:hub:mmlymmthmmymﬂumﬂﬂh
wummﬁmanmmmmmmmmm

The Section 7 Guidance requires any CME sctivitses oversesg to be earried out pursuant to &
£.7 suthoriation in order Tor such activities to be lawful under domestic low. Authorisations
mav either be specific to o particular operation or 0 8 broad class of operation:

“I54 Section 7 guidance
I5A awthorisanons

An 184 57 authorisation gheen by the Secretary of Swate is the legal instrument that removes
criminal liakility in the UK for GCHQ actiony overzeas which might otherwise be an offence
in UK law. Such an authorisation is also capable of removing any civil liability in the UK thar
might arise a5 a result of GCHQ's actions overseat, GOHQ primarily uses 57 outhorizanons
Jor CNE operations. An IS4 57 authorisation may be specific to a particular operation or
farget, ar may relale to @ broad clasy of operations.. ©

The Section 7 Guidance sets out the “class authorizations’ signed by the Sscretary of State
mdaam?af&ulﬁﬁﬂhhmuﬂhyﬁﬂﬂ}ﬁuﬂnmjmnfmmm

“permity imierference with compuierrs and communication fyslems overdeas and FemMes
liakility under the Compurer Misuse Acr 1990 for imerference with targer computers or
related eguipment overseas (for this sort of activiny, ir & the location of the larpet computer
which is relevant), The interference includes CNE operations. ™

The Section 7 Guddance aleo stupulates that such suthorisations seed to be renewed every six
moaths, and sssert the vital imponance of providing information to the Secretary of State 1o
justify any renewal:

‘E!uumm mngnm'bythwr.rgn Srawm}-md'nrnd'mbrrmﬂnwm

Wﬂmmmmmmemm
and proportionality of continuing to rely on all extent section 7 internal approvals for which
they are the lead, ax well as asking for feedback on the cwrcomes of aperations conducted
Providing feedback to the Foreign Secretary on the value of aperarions conducted under the
elasy awrhorisations is crucial in fusrifiing their renewal, ©

The requirement, in addition o a section 7 clast authorisation, for a section 7 approval for a

" In addition 1 the Imelligence Services Commissioner’s suggestions in his June 2013 inspectior. and his
approval of GOHQ's consequent changes in his December 2013 inspection, during & visit in December 214
GCHOQ presented to and discussed with the Imelligence Services Commissioner, the “end 16 end™ process
regarding CHE operations ustag two operstionsl case-studies. The elass-amhorization, imemnsl spprovals and
ndditions authorisations were considered. The Commissioner wes then shown how CNE operators conduct the
operations with a live demonstiration of an operation. There was also a focus on the rebevani forms (which were
discussed in some detail]. The Commissioner indicated that he was conitent with the format end the level of
detail in the forms

1

1097



159,

160,

161.

162

specific operation, and the procedure for obtaining such an approval, is st out both in the
section of the Compliance Guide on CNE, and also in the Section 7 Guidance. The latier
emphasises, inter alia, the importance of considering and setting out, in a request for a section
7 approval, why an operation against a target is pecessary and propostionate, and the
requirement that a copy of the signed approval be sent to the FCO:

“ISA section T internal approvals
Jmmgmm&rhmwﬂmﬂmﬂndm?ww
process to record its reliance on these authorisations. Before tasking the operational team: 1o
conduct CNE operations, analysts are required to complete a request form including o
detailed business case described the recessity and proporsiomaliry of conducting operations
agains! the targets. mmm#ummhhhpdmmgmrqmrmh
by g senior member of the operational team before if is passed o gn gppropriafely
me dmp;-sﬂhrﬂgmﬂﬂmhmq'rkwmmium:mﬁﬂ
Jor informarion. ™

The Section 7 Guidsnce explains the importance of this process, including the provision of
signed approvals to the FOO, for ensuring that operations are necessary, justified and
proportionate is again stressed:

“This process provides the necexsary reazsurance ta FCO that eperations carried owt under
the class ourhorizations are necessary, justified and proporfionare. ™

Necessity (including why means other than a ﬂ'-IEaplF:nnn could nntm‘:luﬂd}]w
proportionality (particularly with regard to the privacy of a target or any party] are
addressed in more detail under "Section B — buriness case/neceisinyproportionaliny "

“The business care showld ... include;
s the intelligence background;

*  the priority in the priovifies framework:
s an expignation of why the aperations against the targe! fef are RecEIsary;
o he intelligence outcomes) the proposed CNE activities are expected lo prodiice. ™

You should also consider the level of imtrusion the proposed operarions will imolve and how
prapwﬁmdinrwﬂrhmhd Key poing to consider include:
the expected degree of intrusion info a targer's privacy and whether any personal or
jprivate information will be obiained,
o the lkelihood of collateral intrusion, ie. imvading the privacy of those who are not
targets, such ar family members;
. w&eﬂwr&rkwf:{humﬂpmpaﬂhmﬂmhmﬂhﬂ{gm&hﬂﬁf
s @y measures io be laken 16 ensure proportionalify.”

The Section 7 Guidance makes clear, under "Completing the process™ that the intemnal
approval will then be provided to an sppropristelv senior GCHO official for signature and for,
inter alia, the setting of & review period for the internal spprowval:

mdmﬂmwmmm Wﬂ!mﬂmrﬁrﬂm?

o Salktar Te T \ehl e g mmmﬂﬁrﬂmmw
which will be ghorter for particularly sensitive operations. ™
The standard form uted for seeking section 7 approvals reflects both the Section 7 Guidance
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163,

164.

IG5,

166,

und the statutory criteria. In particulsr i sets out the following:

8} “Business case, including
» Intelligence background (io include brief details of what has been achieved from
other aocesses),
»  What vou expect fo gef from using CNE wechnigues against thix targer set & how the
intelligence gained will justify the expected level of infrusion.
o Any timing faciors or special sensitiviries.

b) “Necessity, including
o The necessity of conducting CNE operations against this target sef fan explanation of
wihy the use of CNE fechnigises is necessary). ™

¢] “Proportionality and consideration of intrusion inte privacy, including
s The proportionality of conducting CNE operations againsi this larget sei (CNE
aperations are intrusive by nature, and are likely ro obtain information which ix
personal and private). Confirm thar you have assessed that the level of tmrusion infe
privacy, inchuding collateral intusion, i fjustfied and propovvionate. Oudline

measures {0 be put in place o ensure proportionaliry is maintained

The term “privacy " is defined “in the broadest sense fo mean a state in which one is not
ohserved or distirbed by others ",

The sppropristely sepicr GCHOQ offizial who must support any request for a section 7
approval has to centify, imter alia, that:

“Operarions conducted under this approval are fustified, proportionate and necessary,

The selevant form also makes clear that the request for an approval should be sent to the
mnmmuﬁmmpuﬂmar Where an addition to
mwmﬂumﬂuwmm:huhmm Ax a matier of practice,
and as required by the Section 7 Guidapce, final versions of 8.7 spprovals arc sent fo the
Foreign and Commonwealth Office. A monthly summary report which summarises new 5.7
spprovals, reviews of 5.7 approvals and cancellations, and also sttaches copies of new
approvals, is also sent to the relevant senior official at the FCO.

The Section 7 Guidance also deals with the situation where there 5 a significant change to an
existing approval, or when a new targe! is proposed with the result that an “addition” to an
existing approval is required.

The “additions form™ requires the same regard to be had to justification, necessity and
proportionality as is required for an imitial approval.

Review of 5.7 internal approvals

167.

Approvals must be reviewed, and upon each review consideration is required 1o be given o
whether the operation is still necessary and proponionate. specifically having regard 1o issues
of intrusion and privacy. The process of reviewing 5.7 approvals is summarnised in the Section
T Guidance as follows:

i# A& rederence to “relevant personnel” & to staff who are responsible for mrmg legal/ policy
approvals, checking the relevant risk assessments and maintaining complisnce records
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168,

169.

" Reviewing section 7 internal approvals

In addition fo the reviews that are carvied owt in support of the remewal of the closy
authorisetions when analysts are required o brigfly (relfustify the mecessiyy and
proportionality of continuing to rely on all extant internal approvals for which they are the
lead, there is a rolling programme of fully revalidering all extant section 7 internal

. This revalidation mirrovs the process for obtgining a new internal gpproval: an
updated business case (covering fustification, necessity, proportionality and intrusion inte
privacy) is provided by the lead analyst; the operational fegm confirm that they are sull
operating within the risk thresholds set when the internal approvel was signed; the endorser
confirms that the assessment of the likely political pisk is sull correct: then comtinued
nmthMummﬂsﬂfmngmrwmm
made (or the review of the approval is passed to a CCHO affi - ]

The review and revalidation is held st intervals determined by the designated GCHOQ) senior
official who originally signed the section 7 approval. These are more frequent for particalarly
sensitive operations. The Section 7 Guidance also sets out a procedure for recording the
history of a section 7 approval from the original submission through to amy review or
cancellation:

"New review history and cancellation forms will be appended af each review point. The
intention ix fo leave the original submission intact, 5o thar theve ix an sudit rrail of what was
originally submitted/approved. [f there are any updates to be mode, these will be included in
the review history so that there is an ongoing record af each review of what was decided and
wml'll
This the approval process, including any review, is recorded so that the history of and basis
WMﬂp@ﬂﬂmﬁw}fmmmmwmﬂlﬂmhm:
au

Cancellation af 5. 7 internal approvals

170.

7M.

The Section 7 Guidance also stipulates the need 1o cancel internal approvals as soon as an
operation s no longer needed:

“Cancelling & section 7 insernal approval

To show due diligence and as o condition of relying on the class authorisations, section 7
internal approvals showld be cancelied when an aperation is no longer needed To help
ensure that thiz kappens, the relevant personnel will ask whether section 7 internal approvals
are still needed as part of the class muthorisation renewals process, and {f so will seek a brief
refustification of the continuing mecessity and proportionality. The number of approvals
signed or cancelled is provided to the Foreign Secretary with the case for renewal,

When a section 7 internal gpproval is no longer required, the analyst should ask the
operationgl team point of contact to cease operarions and remove all tasking. The pelevani

Mﬂmmmmwmwmrm the

operation i fully draws down. ”

The Section T Guidance therefore contains safeguards against section 7 approvals remaining
in place where they are no longer necessary and/or proportionate.

Obtaining data

35
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172

173,

There are further safeguards in place 1o ensure that decisions by CNE operators 1o obiin data
from implanted devices are lawful In particolar

2} o addition to a formal process of training and examination which all CNE Operators have
to undergo, all CNE operators must every two vears also underiake advanced legalities
training which is specific to sctive operations such as CNE (in addition to the basic
legalitics training which all staff are required 1o completz)

b} CNE operators can obtain legal advice at any tioe.

£} In addition, any data obtained m an operation will be avanlable 1o the relevam melligence
analysts for that project, who in tum will be aware of the legal muthorisation for the
project, and will also have completed legalities training. The CNE section of the
Compliance Guide provides guidance for intelligence for imielligence analysts requesting
s particular document to be retrieved.

Thus, the obtaining of data is subject o the same requirements of pecessity and
proportionality as the initial process of obtainmg an suthorisation'warrant/spproval.

Storage of end access to data

174,
1735,

176,

177

178

179,

GCHOQ) also has policies for storage of and access to data obtained by CNE.

The section of the Compliance Guide concerning “Review and Retention™ states that GCHOQ
treats “all operational data™ (ie. including that obtained by CKE) as if it were obtained under
RIPA. It sets out GCHOQ's arrangements for minimising retention of data in accordance with
RIPA gufegusrds. This is achieved by setting default maxmmum limits for storage of
operational dats,

[n addition GCHO has a separate policy specifically concerning data storage and access. 11
defines different categories of data, snd imponanily ascribes specific periods for which
differemt categories of data may be kept, as well as explaining how different categories of
CNE data relate to the categories of operational data set out in the Compliance Guide.

Where CWE analvsts identify material a5 being of use for longer periods than the stipulated
lirmits, it can be retained for longer, subject to justification acconding to specific critenia.

Access to data is aleo subject 10 strict safeguands, which are set out in the Complance Guide,
CNE content may be accessed by intelligence analysts, but they must first demonstrate that
such access is necessary and proportionate by completing 1 Human Rights Act (“HRA")
justification. HRA justifications are recorded and made available for audit. CNE technical
data relating to the conduct of CNE operations may only be accessed by a t=am of trained
operators responsible for planning and running such operations,

GCHQ's polisy on storage of apd sccess to dats also requires GCHO analysts who are not in
the CNE operational unit 1o justify access to CNE data on ECHR grounds (particulariy

necessity and proportionality). The justification must be recorded and available for sedit

Handling/disclosure’sharing of data ebiained by CNE operations

180.

Pursusni to GCHQ's Compliance Guide, the position 5 that all operstional material is
handled, disclosed and shared as though i had been intercepted under a RIPA warrant. The
term “‘operational material” extends to all information obtained vin CNE, as well as material
obtained as o result of interception under RIPA.

i6
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181. The general rules, as set out in the Compliance Guide and the Intelligence Sharing &nd
Release Policy which apply to the handling of operationsl material include, infer alta, a
requirement for mandatory training on operational legalifies and detailed rules on the
disclosure of such material outside GCHQ and the need to ensure that all reports are
disgeminated only to those who need o see them.

_l.} ﬂpﬂ;ﬁﬂddﬂumutb:dﬁ:hﬁdauﬂiﬂnnfﬂﬂﬂt}ﬂﬂﬁﬁﬂhhfmmnfu

b) Insofer &s operstional data comprises or contains confidential information (e.g. journalistic
material) then any analysis or reporting of such dats must comply with the "Commurications
Camaining Confidential Information” section of the Compliance Guide. This requires GCHOQ
to have greater regard to privacy issees where the subject of the interception might reasonably
assume o high degree of privacy or where confidential information is imvolved (e.g. legally
privileged material, confidential personal information, confidential joumalistic mformation,
ications with UK legislators). GCHQ must accordingly demonsirate to 8 higher level
than normal thst retention and dissemination of such information is necessary and

proportionates.

Training

182, In sddition to the training referred to &1 paragraphs 172(s) and 181 sbove, GCHQ does
provide some training for aaalysts on particular CNE activities, which reiterates the substance
of the Section 7 Guidance. GCHQ is currently in the process of revising the training referred
1o 8t paragraph (172(¢1) to incorporate more detail on CNE.

a7
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Mr Justice Burton (The President):

1.
2

This is the judgment of the Tribunal.

This has been a hearing in respect of the claim by Privacy Intemational, the
well known NGO, and seven internet service providers, of which Greennet
Limited carries on operations in this country and the other Claimants have
customers in this country, though their main operations are based abroad. The
hearing has been of preliminary issues of law, whose purpose is 1o establish
whether, il the Second Respondent (“GCHQ™) carries on the activity which is
described as CNE (Computer Network Exploitation), which may have affected
the Claimants, it has been lawful. The now well established procedure for this
Tribunal is to make assumptions as to the significant facts m favour of
claimants and reach conclusions oa that basis, and only once it 15 concloded
whether or not, if the assumed facts were established, the respondent’s
conduct would be unlawful, to consider the position thereafler in closed
session. This procedure has enabled the Tribunal, on what is now a number of
occasions, 10 hold open imter partes hearings, without possible damage to
national security, while preserving, where appropriate, the Respondents’
proper position of Neither Confirmed Nor Denied (“NCND™).

Various possible different methods or consequences of CNE, or in its
colloquial form ‘hacking’, as summarised in paragraph 9 below, have been
canvassed in the witness statements produced on behalf of the Claimants by
Mr Enc King, Professor Ross Anderson and Professor Peter Sommer, 1o
which there have been responses, always subject to the constraints of NCND,
in the wiiness sistements of Mr Ciaran Martin, the Director General of Cvber
Security at GCHQ. The particular significance of the use of CNE is that it
addresses difficulties for the Intelligence Agencies caused by the ever
increasing use of encryption by those whom the Agencies would wish to target
for interception. The Claimants point out that CNE inevitably goes beyond
mterception, in accessing what is not and would not be communicated. The
context of the issue is thai the security siuation for the United Kimpdom,
presently described as severe, is such that there needs to be the most diligent
possible protection by the Respondents of the citizens and residents of the UK.
Mr Martin points out mn his first witness statement that even in the past year
the threat to the UK from international terrorism in particular has continued 1o
increase, and Mr Eadie QC for the Respondents submitied that proper
protection of the citizen against terrorist attack is of the most fundamental
importance, and that technological capabilities operated by the Intelligence
Agencies lie at the very heart of the attempts of the State to safeguard the
citizen against termorist attack.

The sections of the Intelligence Services Act 1994 ("ISA™) which have been
primarily under consideration st this hearing are 5.3, which sets out the powers
of GCHQ, 5.5 (with its machinery in part set oot in £.6) and 5.7. We shall refer
to-a 5.5 warrant and a 5.7 suthorisation:

“3 The frovernment Communications
Headguarters.
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1) There shall continue 1o be a Government
Communications  Headguarters under the
authority of the Secretary of State; and, subfect to
subsection (2) below, itx fimetions shall be -

fa} to  monifor or interfere  with
electromagnetic, acoustic and other
emissions and any egquipment producing
such emissions and fo obfain and provide
information derived from or relared 1o
such emissions or eguipment and from
encrypled material; and

(b o provide advice and assistance aboui—

(i} languages, including terminology used
Jfor technical matiers, and

fii} erypiography and other matters relating
to the protection of information and other

material,

o the armed forces of the Crown, fo Her
Majesty's Government in the United Kingdom or
fo a Northern [reland Department or to any other
arganisation which is determined for the purposes
of this section in such manner as may be specified
by the Prime Minister.

{2) The functions referred fo in subsection (1){a)
above shall be exercisable only—

fa) im the interests of national security, with
particular reference lo the defence and
foreign  policies of Her Majesty's
Government in the United Kingdom, or

) im the interests of the ecomomic well-
being of the United Kingdom in relation
fo the actions or infentions of persons
outyide the British Irlands; or

fe) in support of the prevention or detection
of serfous erime.

5 Warranis: general,

(1) No entry on or interference with properiy or
with wireless telegraphy shall be unlawful if it ir
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auithorised by a warrani isswed by the Secretary of
State under this section.

{2) The Secretary of State may, on an application
made by . . . GCHQ, issue a warrant under this
section outhorising the rtaking, subject 1o
subsection (3) below, of such action as is specified
in the warrant in respect of any properiy 5o
specified or in respect of wireless telegraphy so
specified if the Secretary of State -

fa) thinks if necessary for the acrion to be
taken for the purpose of assisting . . .

fiif} GCHQ in carrying out awy function
which falls within sectiom 3{1)a} above;
and

(b} is satigfied that the taking of the action is
proportionate fo what the action seeks o

achieve;

fe)  is satigfied that satisfactory arrangements
are in force under section 2(3)a} of the
[Security Service Act 1989 (“the 1989
Act™)] (duties of the Director-General of
the Security Service), section 2(2ifa)
aghove or section 4(2)fa) above with
respect to the disclosure of information
obtained by virtue of this section and thar
any information obtained under the
warrani will be subject o those
arrangements.

{24) The matrers to be foken imfo account in
considering whether the requirements of
subsection (2)fa) and (b) are sarisfied in the case
af any warramt shall include whether what ir is
thought necessary to achieve by the conduct
authorised by the warrant could reasonably be
achieved by other means,

{3) A warrant issued on the application of the
Intelligence Service or GCHQ for the purpases of
the exercise of their functions by virtue of section .
. . 3{2)fc) above may not relate fo properly in the
British Islands.

{34) A warrant issued on the application of the

Security Service for the purposes of the exercise of
their funcrion under section I(4) af the Security
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Service Act 1989 may not relate to property in the
British Islands unless it authorises the taking of
action in relation to conduct within subsection

(3B} below.

(3B) Conduct is within this subsection if it
constitutes {or, if ir ook place in the United
Kingdom, would constitute) one or mare affences,
and either

{a) ir irvolves the use of violence, results in
substamtial financial gain or is conduct
by a large number of persons in pursuif
of @ common purpose; or

(b} the offence or one of the offences is an
offence for which a person whe has
attained the age of twenty-one and has no
previous convictions could reasonably be
expecied to be sentenced to imprisonment
for a term of three years or more.

(4) Subject to subsection (3) below, the Security
Service may make an application under subsection
{2) abeve for @ warrant io be issued authorising
thar Service (or a person acling on ifs behalf) to
take such action as is specified in the warrant on
behall’ of the Intelligence Service or GCHQ and,
where such a warrant is issued, the functions of
the Security Service shall include the carrying out
of the action so specified, whether or not it would
otherwise be within its functions.

{5) The Security Service may nol make an
application for o warrant by virtue of subsection
{4) above except where the action proposed lo be
authorised by the warrani—

fa) iz action in respect of which the
Intelligence Service or, ax the case may

be, GCHQ cowld make such an
application; and

(b} is to be taken otherwise than in support of the
prevention ar detection of serious crime

& Warrants: procedure and duration, etc.,
(1} A warrant shall not be issued excepl—
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fal

(b

fcl

(d)

(14)

(18}

under the hand of the Secretary of State
or in the case of a warrant by the Scottish
Minister (by virtue of provision made
under section 63 of the Scoldand At
i1998), a member of the Scotrish
Execurive; or

in an wrgeni case where the Secretary of
Sate has expressly authorised ity issue
and a statement of thal facr s endorsed
on i, under the hand of o senfor official;

ar

in an urgent case where, the Scotish
Ministers have (by wvirtue of provision
made under section 63 of the Scotland
Act 1998} expressly authorised flix issue
and a starement of thart fact is endorsed
thereon, under the hand of @ member of
the saff of the Scowish Administrarion
whao is in the Semior Civil Service and i
designiated by the Scorish Minisrers as a
person under whose hand o warranf may
be ixsued in such o care

in an urgent case where the Secretary of State
has expressly authorised the issue of warranis in
accordance with this paragraph by specified
senior officials and a statement of that fact ix
endorsed on the warrant, under the hand of the

specified officials.

Buwl g warramt isswed in accordance with
subsection (1) (d} may authorise the taking of an
action only if the acrion is an action in relation
to property which, immediately before the issue
of the warrant, would, i done outside the Brirish
Islands, have been authorised by wirtue af an
authorization under section T that was in force
ar thar time.

A senior official who [ssues o warrant in
accordance with subsection (1)fd) must inform
the Secretary of Siate abowt the szue of the
warrani as soon af practicable afier issuing it ™

{2} A warrant shall, wunless remewed under
subsection (3) below, cease fo have effeci—

fa}

if the warrant was under the hand of the
Secretary of State or, (v the case of a
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warrant (ssued by the Scottish Ministers
by virtue gof provision made under
section 63 of the Scotland Act 1998), a
member of the Scottish Executive, ar the
end af the period af six months beginning
with the day on which it was isswed; and

(k) in any other case, at the end of the period
with the second working day
Jollowing that day.

3) If at any time before the day on which a
warranf would cease fo have ¢ffect the Secreiary
of State considers it necessary for the warrant to
continue (o have effect for the purpese for which it
was issued, he may by an instrument under his
hand renew it for a period of six months beginning
with thar day.

(4) The Secretary of State shall cancel a warran if
he is satisfied that the action authorized by it is no

longer Recessary.

(5} In the preceding provisions of this section
“warranl” meghs o warrgn! under section 3§
ahave.

7 Authorisation of acts outside the British Islands,

{1} If, apart from thiz section, a person would be
lighle in the United Kingdom for amy act done
outside the British Islands, he shall not be so
liable {f the act is ome which ix authorizsed fo be
done by virtue of an authorisation given by the
Secretary of State under this section.

{2} In subsection (1) above “Tiable in the Unired
Kingdom " means liable under the criminal or civil
law of any part of the United Kingdom.

(3} The Secretary of State shall mot give an

authorisation under this section unless he i
satisfied -

fa) thar any actys which may be done in

reliance on the authorization or, as the

case may be, the operation in the course

of which the acts may be done will be

necessary for the proper discharge of a
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b

i)

(i)

el

Sunction of the Intelligence Service or
GCHQ, and

that there are sarisfactory arrangements
in force to secure -

that nothing will be dome in reliance on
the authorisation bevond what s
necessary for the proper discharge of @
Sfunction af the Inrelligence Service or
GCHQ, and

that, in 50 far as any acts may be done in
reliance on the aguthorisation, their
nature and likely conseguences will be
reasonable, having regard 1o the
purpases for which they are carried owur;
ard

that there are satigfactory arrangements
in force under section N1)fa) ar 4(2)a)
abpve with respect fo the disclosure of
information obtained by virtue of this
section and that any information obained
by virtue af anything done in reliance on
the authorisanion will be subject to those
arrangements.

(4) Withowr prejudice to the generality of the
power of the Secrerary of Sare o give an
authorization under thix section, such an
guthorisation -

)

(b

fc)

may relate to a particular act or acts, fo

acts of a description specified in the

authorisation or o ool undertaken in the
course of an operation so specified;

may be limited lo a particular person or
persons of a description so specified; and

may be subject to conditions so specified.

{5} An authorisation shall not be given under this
seclion excepl -

fa)

(B

under the hand of the Secretary of Stare;

or

in an wrgent case where the Secretary of
State has expressly authorised it 1o be

1111



given and a statement of that fact is
endorsed on i, under the hand of a senior

official.

{6} An authorisation shall, unless renewed under
subsection (7) below, cease to have effect -

fa) if the authorisation was given under the
hand of the Secretary of Stare, at the end
of the perfod of six months beginning
with the day on which it was given;

b} im any other case, ai the end of the period
ending with the second working day
[following the day on which if was given.

(7} If at anmy time before the day on which an
authorisation would cease to have effect the
Secretary of State considers it mecessary for the
authorization fo comtinue to have effect for the
purpase for which it was given, he may by an
instrument under his hand renew if for a period of
six months beginming with thar day.

(8) The Secretary of Siate shall cancel an
authorisation Iif ke is savigfied that amy act
authorised by it is no longer necessary.

%) For the purposes of this section the reference
in subsection (T) fo an act done outside the British
Islands includes a reference io any act which -

fa} iz done in the Brisish [slands, bur

B} ix or ix intended to be done in relation o
apparatus that is believed to be outside
the British Islands, or in relotion fo
amything appearing to originate from
such apparatus;

and in this subsection “apparatus " has the same
meaning as in [RIPA],

{10} Where-
(a) a person is authorised by virtue of this
section to do an gt outside the British
Islands in relation to property,

(B} the act is ome which, in relation fo
property within the British Islands, is
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capabie of being authorised by a warrant
under secrion 5,

fc) a person authorised by virtwe of this
section to do that act outside the British
Istands, does the act in relation to thar
property while ir is within the Brivich
Islands, and

{d) ithe act is done in circumsiances falling
within subsection (11} or {12),

This section shall have effect as if the act were
dome outside the British Islands in relation 1o thar

property.

{11} An act s done in circumstances falling within
this subsection {f it is done in relation to the
property af a time when it is believed to be oulside
the Brivish Islands,

{12} An act is done in circumstances falling within
this subsection i it-

fa) is done in relation to property which was
mistakenly believed o be outside the
British  Islands either when the
authorisation under this section was
given or af a subseguent time or which
kas been broupght within the Brivish
Islands since the giving of the
authorisation; but

ib) ir done before the end of the fifth
working day afier the day on which the
presence of the property in the British
Islands first becomes known.

f13) In subsection {12} the reference 1o the day on
which the presence of the praperty in the British
fslands first becomes known is @ reference to the
day on which i firss appears 1o a member of the
Intelligence Service or of GCHQ. afier the

relevant time=-

{a) thar the belief thar the property was
owuiside the British [slands was mistaken;
ar

(B  thar the property is within those [slands.
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(14) In subsection (13) 'the relevant fime ' mearns,
as the case may be—

fa) the fime af the mistaken belief mentioned
in subsection (12){a); or

{b) the time af which the property was, or
was maost recently, brought within the
Britich Islands.”

The “assumed facts’ procedure has been impacted to an extent on this occasion
by virtue of the fact that there has been a considerable degree of acceptance by
the Respondents, or ‘avowal’ as it has been called, of the existence and use of
CNE by GCHQ, and certainly so since the publication on 6 February 20135,
during the course of, and seemingly as a direct result of, the exisience of these
proceedings, of the draft Equipment Interference Code of Practice pursuant to
5.71 of the Regulation of Investigatory Powers Act 2000 (“RIPA™) (“the E 1
Code™), which has now, after a period of consultation, been laid before
Parliament in Movember 2015. [Since the hearing, it has been brought into
force by 5.1.2016 no.38 dated 14 January 2016). As a result of 3 Schedule of
Avowals, helpfully prepared by Mr Jaffey of counsel on behalf of the
Claimants, and responded to by the Respondents, the following matiers are
admitted:

1 GCHQ carries out CWE within and outside the UK.

i1} In 2013 about 20% of GCHQ's imtelligence reporis contained
information derived from CNE.

iif) GCHQ undertakes both “persistens” and “mon-persisieni” CNE
operations, namely both where an “implant’ expires at the end of a
user's internetl session and where it “resides™ on a computer for an
extended period.

iv)  CNE operations undertaken by GCHOQ can be against a specific device
or & compuler network.

v) GCHQ has obtained warrants under 5.5 and suthorisations under 5.7,
and in relation to the latter had five 5.7 class based authorisations in
2014,

Apart from the provisions of the ISA, the other most material statutory
provisions are as follows:

1) The 1989 Act (referred 1o above) by 5.3 gave the power o the Security
Service (“MI5") to apply for a warrant, which it is common ground
could have authorised conduct by GCHOQ (whose existence was nol af
that stage publicly admitted) on its behalf, whereby the Secretary of
State could, on an application made by MIS issue a warrant
“guthorising the taking of such action as is specified in the warrani in
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respeci of any properfy so specified” in the circumsiances there
provided for. This provision was replaced by 1SA in 1994,

i) The Official Secrets Act 1989 makes it an offence for 8 member of the
Security and Intelligence Services by s.1 to disclose information
relating to security or intelligence without lawful authority and by 5.8
to retain it without lawful authority or fail to take proper care 10
prevent unauthorised disclosure of it.

i) A similar provision to safeguard information obtained by any of the
Intelligence Services, by limiting its disclosure and use to the proper
discharge of any of their functions (including the interests of national
security) is in 5.19 of the Counter-Terrorism Act 2008.

w) The provisions of the Daa Protection Act 1998 preserve
(notwithstanding any exemptions) the obligation on GCHQ to comply
with the Fifth and Seventh data protection principles, namely:

“5. Personal doia processed for any purpose or
purposes shall not be kept for longer than is necessary
Jor that purpose or those purposes. ...

7. Approprigte technical and organisational measures
shall be takem against umauthorised or wniawful
processing of personal data and against accidental loss
or destruction of, or damage fo, personal data.™

The Respondents accept and assert that as a maner of public law they have
been bound since February 2015 by the draft E 1 Code, which was
accompanied by a Ministerial staternent to that effect. We are satisfied tha
that is the case. Prior to such publication, there was the Covert Surveillance
and Property Interference Code (the “Property Code™), also pursuant to 5.71 of
RIPA, which has been materially in fts present form since 2002, The Property
Code continues in force, but under paragraph 1.2 of the E I Code where there
is an overlep between the two Codes the E | Code takes precedence.

The partics agreed a List of Issues to be resolved at the hearing, which were
agreed during the period of preparation for the hearing as a result of excellent
cooperation between the parties, and with the very considerable assistance of
Jonathan Glasson QC, Counsel for the Tribunal. As a result of the very
careful preparstion for, and the concise and persuasive presentation at, the
hearing by both parties, it was possible to conclude the oral argument in 3
days. There was a degree of context for the resolution of the issues, not just
by reference to the witness statemenis 1o which we have referred. The
Respondents accepl that the provisions of Articles 8 and 10 of the European
Convention of Human Rights, which we do not nead 1o set out, apply 10
Privacy Intemational as 8 campaigning NGO, and, at least for the purposes of
this hearing, that they both apply to the internet companies: in any event there
i5 no material difference in the applicability of both Articles, which have been,
a5 in previous hearings, argued in tandem. As to other matiers:
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i)  Both parties accepted at this bearing the effect of this Tribunal’s
conclusions in what have become known as Liberty/Privacy (No.1)
[2015] 3 AER 142 and (N2} [2015] 3 AER 212. }t was common
ground that all the material decisions of the ECtHR were fully
canvassed in Libertv/Privacy (No.1) and their effect set out in that
Judgment. The consequence was that there was a great deal less need
to refer to the underlying ECtHR Judgments themselves in the hearing
before us, and it was common ground that the only material ECtHR

decision since LibertyPrivacy is RE. v United Kingdom
{Application No.62498/11), Judgment 27 October 2015, to which we
were referred by both sides.

i)  As in Libertv/Privacy, emphasis was placed by the Respondents on
the existence of oversight of the security arrangements and procedures
by the Intelligence and Security Committee of Parlisment (“1SC™) and
by the Commissioners. In this case the relevant Commissioner is the
Intelligence Services Commissioner, Sir Mark Waller, on whose
Reports both sides relied. As is to be expected, and will be referred to
below, Sir Mark's responsibility incloded drawing attention to areas
which, wpon his inspection of the Intelligence Services, he felt could be
improved; but there is no doubt, by reference 1o those Reports, that it
continues 1o be his view, as expressed in his 2013 Report, that
“GCHQ s staff cominue fo condict themselves with the highest level of
integrity and legal compliance™. The 15C"s latest report of 12 March
2015 is to simalar effect.

1t was agreed for the purpose of the List of lssues (at paragraph 6) that CNE
might be ased by GCH() so as to involve the following:

2) The obtaining of information from a particular device, server
or netwark.

That constituted part of the Respondents’ avowals, and consequently was no
longer subject to NCND. As to the balance of the original paragraph 6 of the
List of Issues:

b) The creation, modification or deletion of information on &
device, server or network.

It was accepted at paragraph 46 of Mr Manin's First Statement that CNE
could theoretically change the materie]l on 2 computer, eg. by way of an
implant. In the light of that, coupled with the acceptance generally by GCHOQ
that it carries out CNE activities, GCHQ accepts that it has avowed the
creation (1o the extent that the placing of an implant on a device amounts 1o
the creation of mformation) and modification of information on a device and
this i no longer subject to NCND. In addition, whilst GCHQ accepis that
creating or modifying information on a server or network could lawfully
occur, this is neither confirmed nor denied.

But apart from that, sub-paragraph (b) is neither confirmed nor denied.
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10.

11.

¢} The carryving out of intrusive surveillance.

This is neither confirmed nor denied, although GCHQ has accepted that the
use of CNE technigues may be mtrosive,

d) The use of CNE in such a way that it creates a

potential security wulnerability in software or

hardware, of & s&rver of on & network.

This i& nol avowed. However it has been accepted that any CNE operations
which are carried out by GCHQ are conducted in such a way as 1o minimise
the risk of leaving target devices open to exploitation by others (see paragraph
39 of Mr Martin"s First Statement).

e} The use of CNE in respect of numerous devices, servers or
networks, without having first identified any particular device
or person as being of intelligence imterest.

This has been characterised as ‘bulk CNE'. The Respondents agree that this
could arise pursuant to the powers of GCHQ within the scope of a 5.7
guthorisation, but neither sdmit nor deny that it has ever occurred, and Mr
Martin in his third witness statement says that it is “simply nor correcr 1o
asser! that GCHQ is using CNE on an indiscriminaie and disproportionate
seale”,

f) The use of CNE 1o weaken software or hardware at its source, prior
o its deployment to users.

This is neither confirmed nor demed.
g) The obtaining of information for the purpose of maintaining or
further developing the intelligence services’ CNE capabilities.

This 18 neither confirmed fior denied.

The List of Issues, shom of its paragraph 6 in which the above matters (a) to
(g) were canvassed, appears as Appendix I to this Judgment. We wm to
address those issves below, although not quite in the same format.

The value of these proceedings in open court before us has been to our mind
again emphasised, whatever the outcome, by virtue of the full inter partes
consideration of such issues, and in particular:

i) The knock-on effect that the very existence of these proceedings has
clearly had. We have already noted the fact that the publication of the
draft E | Code was on 6 February 2015, revealing for the first time in
public the use by GCHQ of CNE and the procedures under which it is
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i)

to operate (in particular al paragraph 1.9 “Egquipment Inierference is
conducted in occordance with the statutory functions of each
Intelligence Service™), That was the same date as the service of the
Respondents’ Open Response in these proceedings, setting out their
case as to CNE. The Claimants have pointed to the fact that within a
month after the initiation in May 2014 of these proceedings by Privacy
International, by which the Claimants raised the issue as fo the import
of 510 of the Computer Misuse Act 1990 (“CMA™), proposed
gmendments to 5.10 were laid before Parliament on 5 June 2014 (as
part of the Serious Crime Bill), which have now been enacted. These
amendments are said by the Respondents to clarify, but asserted by the
Claimants to change, the nature of the un-amended 5.10, which forms
the basis of the discussion in Issue 1 below, and plainly were also a

consequence of these procesdings.

There are now in the public domain what were previcusly “below the
waterling” arrangements (see paragraph 7 in the Libertv/Privacy No.1
judgment) undertying both the Property Code and the E T Code, either
redacted or gisted Whether or not in the event they are determinative
in relation to the issues canvassed before us in relation 1o the question
of accessibility or foreseeshility under Articles & and 10 of the ECHR,
it is valuahle that they have been produced by the Respondents in these
proceedings. This arose as a resalt of the disclosure sought by the
Claimants, and by Counsel to the Tribunal, and requested by the
Tribunal.

Simultaneously with the preparation and eventual presentation of this
case, there has been the consideration by David Anderson QC, the
Independent Reviewer of terrorism legislation, in his Report dated June
2015, and subsequently the draft Investigatory Powers Bill (“the IP
Bill") laid before Parliament in November 2015, which in its present
form has been before us, both of which plainly drew upon the ideas and
submissions which have now been openly canvassed before us.

lssuc 1: 510 CMA

The first Issue is: Was an act which would be an offence under 5.3 of the
CMA made lawful by a 55 wamant or 5.7 suthorisation, prior to the
amendment of 5.10 CMA as of May 20157

The following is common ground:

0

S.1 of CMA reads in material pari as follows:
“1. Unauthorised access to computer material.
(1} A person is guilty of an offence if—
fa) he couses a computer to perform amy

Sfunction with imfent lo secure access fo
anmy program or data held in any
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fhi

fc)

comyputer, or fo enable any such access 1o
be secured,

the access be intends fo secure, or 10
enable to be secured, iv wnauthorised:
and

he knows al the time when he couses the

computer fo perform the function that
that is the case.

{2) The intent a person has to have to commit an
offence under this section need not be directed

al—
fa)
)

fc)

T

any particular program or data;

o program or data of any particular kind;
or

a program or data held in any particular
compuler.

ii} 5.3 reads as follows:

“1. Unauthorised acts with intent to impair, or with
recklessness as to impairing, operation of computer,

[ (Y

1) A person iz guilty of an offence if -

fix)

(&)

(e}

he does any unauthorised act in relation
o a compuler;

af the time when he does the acl he knows
thart it is unauthorised; and

gither subsection {2} er subseéction (3)
below applies.

{2) Thix subsection applies if the person intends by
dofng the act -

fa)
by

fo impair the operation of any computer;

te preveni oF hinder access 1o anmy

program or data held in any computer;
o
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14,

i)

fe) to impair the operation of any such
program or the reliability of any such
daia; or

{d) 1o enable any of the things mentioned in
paragraphs (a) fo (¢} above o be done.

(3) This subsection applies if the person ix

reckless as to whether the act will do any of the

things mentioned in paragraphs (@) to (d) 1o (¢} of
subsection (2) above.

{4) The intention referred fo in subsection (2)
above, or the recklessness referred fo inm
subsection (1) above, need not relate to—

{a) amy particular computer;

(b} any particular program or data,; or

fel @ program or data of any particular kind,
%) In this section -

fa) a referemce to doing an act includes a
réference fo causing an act to be done;

(b}  act" includes a series of acts;
fc! a reference fo impairing, preventing or

hindering something includes a reference
to doing so temporarily.

An act of CNE, insofar as it consists of, for example, removing or
replacing information on & computer, would not simply constitute an
offence under 5.1 but plainly also under 5.3 (unless exempt from
sanction).

Since 3 May 2015 the amendment to .10 (referred 10 in paragraph
11(i) above) makes it clear that a person acting under & 5.5 warrant or
£.7 authorisation commits an offence neither under 5.1 nor under 5.3 of
the CMA.

So the only issue relates to the period prior to 3 May 2015.
8.10 of the CMA prior to its amendment read as follows:

10 Saving for certain law enforcement powers
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15.

16,

Section 111} above has effect withow prejudice to the
aperation —

fa) In England and Wales of any enactment relating o
powers of inspection, search or seizure; and

{b} In Scorland of any enactment or rule of law relating
to powers of examination, search or seirure.

-

5.10 as emended by the Senous Crime Act 2015 s44{2)(2) now reads &5
follows:
=10, Savings

Sections | ro 34 have effect withow! prefudice o the
operalion -

fa) in England and Wales af any enactment relating 1o powers af
inspection, search or sefzure or of any other enactment by
virfue af which the conduct in guestion is authorised or
required; and

b in Scotland of any enaciment or rule of law relating fo powers
of examination, search or seizure or of any other enacimens or
rule of law by virtue of which the conduct in question ix
authorised or required.

and nothing designed ro indicate a withholding of
congent fo aecess fo any program ov data from persons
as enforcement officers shall have effect to make access
unauthorised for the purposes of any of those sections.
In this section—

“gmactment " means any enaciment, whenever passed or made,

comtained in—

fa) an Act of Parliament;

(b an Act af the Scottish Parliament;

(e} o Measure or Act of the National Assembly for Wales,

{d}  an instrument made under any such Act or Measure;

(e} any other subordinate legislation fwithin the meaning of the
Interpretation Act T978)

The Claimants submit that until the passage of this amendment 10 5,10 any act
of CME which would contravene 2.3 of the CMA was unlawful. On the
Claimants’ case, the effect of the amendment is 10 reverse the previous
position; hence the need for it. The Respondents submit however that the
amendment 10 5.10 was simply clarificatory, This the Respondents submit
was made clear by the Home Office Circular (Serious Crime Act 2015) and
the Home Office Fact sheet, both dated March 2015, which accompanied the
bill. It is not comested that such documents are admissible in construction of
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17.

18.

the bhill which they accompanied, but it is equally accepied thal those
documents cannot provide any aid to construction of the original 1990 CMA.

Mir Jaffey submits that:

1)

i)

The CMA is the “lex specialis® relating to computer misuse. It governs
the position, and there is specific reference in the unamended 5.10 to
the law enforcement powers which are exempted from the ambit of 5.1,
and 5.3 is left entirely unaffected. When the ISA was enacted in 1994,
it could not affect the position, namely that it is only 5.1 of the CMA
which has effect “without prefudice to the operation in England and
Wales of any enactment relating to powers of inspection, search or
seizure”™, and not 5.3

There may be good reason for Parlisment having so differentiated
because:

(a) Parlizment is to be taken to have decided that less intrusive
operations would be exempted from the ambit of the Act and
not the more excessive activity covered by 5.3,

B} It may be that there were concerns that an act which would
contravene 5.3 might impact upon the relisbility of evidence
contained in a computer, in the context of its being admitted
into evidence in subsequent criminal procesdings (there being
no bar on the admission of such evidence, as there is and was
in relation 1o intercept evidence). There is some discussion in
Hansard at the time of passage of the bill as 1o concerns about
the position of such evidence.

The 1990 CMA, and its express savings, cannot be impliedly overruled
by the subsequent 1994 1SA (see Lord Hope in H v Lord Advocate
[2013] 1 AC 413 at 436, paragraph 30 as to implied subsequent repeal).

Mr Eadie submits that:

i)

The language of 55.5 and 7 of the 1SA, set out in paragraph 4 above is
in each case clear. No act done pursuant to those sections can be
unlawful either civilly or criminally. That plamly includes an act
which would otherwise be an offence under 5.3 of the CMA.

The 1994 ISA was the ‘lex specialis’ relating to the Intelligence
Agencies. Earlier savings provisions cannot limit the powers given
under 55 and 5.7 of ISA. 5.10 of CMA (as un-amended) did not
purport to be exhaustive: the heading, which is admissible for
interpretation, refers to “saving for certain law enforcement powers”,
and even the words “any enactment relafing fo powers of inspection,
search or seizure” would only appear to be relevant in relation to 5.1 of
CMA and not necessarily to 5.3. In any event 5.5 and .7 post-date the
CMA, and expressly authorise and exempt from sanction the relevant
conduct, and it would be unthinkable that acts under it, in accordance
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with GCHQ's express powers under 5.3(1 }(a), would be unlawful. 5s.5
and 7 are not, and are not relied upon as, an implied repeal of what was
only a savings clause in the 1990 Act.

iii] With regard to the 1990 discussion in Hansard, there is no sign that
concerns about the admissibility of evidence were discussed in the
specific context either of .2 or of (what became) s.10. In any event u
is plain from Hansard that there was an amendment put forward,
which would have placed what was called a temporary siop (pending
further debate) preventing the Security Service from misusing
computers (this would have been pursuant to 5.3 of the 1989 Act
referred (o in paragraph 6(i) above). This amendment (“ro prevest
hacking or similar acrivities by the Security Service’™) was not pressed.
It would seem therefore that it was accepted that the 1989 Act, already
on the siatuie book, was nol affected by the CMA. A fortiorn the
subsequent 1994 Act is not either.

19, We would add that if referegce is made to the definition section in .17 of the
CMA there is not in fact a dramatic difference between recuring access under
5] and acts covered by 53 in any event. 5.17(2) reads as follows:

“2) A person gecures gecess [our underlining] fo
any program or data held in a computer if by
causing a compuler to perform amy function he

fa) Alters or erases the program or data;

Bl Coplés or moves i o ary Slorage
medium other than that in which it is held
or o a different location in the storage
medivem i which it ks held!

fel  Ulses it or

fd)  Has if ouiput from the compuier in which
it is held (wherher by having ir displayed

ar in any other manner).

And references to access to a program or data
fand to an imtent to secure such access . . .}

shall be read accordingly.”

Any concemn about potential impact on computers for subsequent admissibility
purposes would be as live in respect of such a wide definition of 5.1 as it
would be in respect of 5.3,

20, Whatever was the purpose Iving behind the precise wording of =10/ in 115 un-
amended form, il seems to us clear that it had no effect upon andfor was
expressly overtaken by the clear words of s5.5 and 7 of the I5A. It would

indead be extraordinary that proportionste and necessary steps taken for the
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(permitted) purpose of protecting nations] security, taken under an express
power under 5.5 or 7 of the ISA, and covered by an express removal of civil
or criminal liability, could be rendered unlawful by reference to a saving under
an carlier statute. The inability lawfully to take such steps under 5.5 and 7
would render the very function of GCHOQ in relation to computers provided for
in 5.3 of ISA (sct out in paragraph 4 above), including powers to “monitor or
imterfere with electro magmetic, acoustic and other emissions . . . in the
inferests of national security”, entirely nugatory. Any argument in support of
such an extraordinary outcome has been removed by the amendment, which is,
we are satisfied, simply clarificatory, and we accept Mr Eadie’s submissions.

21.  The Issue was: If an act by the Respondents constituting CNE was unlawful
prior to May 2015, would any such sct ebroad have been unlawful?

22, 5.4 of the CMA provides that it is immaterial whether any act occurred in the
UK or whether the accused was in the UK at the time of any such act,
provided that there was “ai least ome significant link with domestic
Jjurisdiction " at the relevant time. By 8.5, where the accused was in a couniry
outside the UK at the time of the act constituting the offence, there would be
such & significant link with domestic jurisdiction if the sccused was a UK
national at the time, and the act in question constituted an offence under the
law of the country in which it occurred.

23,  Aswe have decided lssue 1 in favour of the Respondents, this issue 2 does not
arise. Suffice it however to say that the jurisdictional provisions of s5.4 and 5
of the CMA are very broad, and .4 (2) provides that: “ar least one significant
fink with domestic jurisdiction must exisi in the circumstances of the case for
the offence to be commirted”, The question could therefore only arise if there
is no such significant link. Mr Jaffey sought to contend that 531 of the
Crimina)l Justice Act 1948 would render 8 Crown servant, such as an employee
of GCHQ, criminally liable in such a case because it provides that “any
British subject employed wnder His Majesty's Government in the United
Kingdeom in the service of the Crown who commits, in a foreign couniry, when
acting or purporting to act in the course of his employment, any offence
which, if committed in England, would be punishable on indictment, shall be
guilty of an offence”. Although in the event we do not have 1o answer this
issue, it appears clear to us that, in order for 5.31 to avail, there would need to
have been an offence under the CMA, which there would not have been if
there was no significant furisdictional link, and in any event, just as with the
CMA itself, there would be the requirement to prove ‘double eriminality’. As
it is, Issue 2 does not specifically require 1o be answered, but we conclude that
any act abroad pursuant o s5.5 or 7 of the ISA which would otherwise be an
offence under 5.1 andfor 3 of the CMA would not be unlawful.

lssug 3: Intangible propenty
24.  Issue 3 as formulated by the parties is: “Does the power under 5.5 of ISA to

awthorise interference with “property™ encompass physical property only, or
does it also extend to intangible legal rights, such as copyright™,
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25.

26.

a7

18,

29,

30,

There is no definition of property in 5.5 of the ISA. The relevant provision,
set out above, simply refers to a warrant “authorising the ioking . . . of such
action as is specified in the warramt in respecr of gmy propertv [our
underlining] so specified or in respect of wireless telegraphy so specified”.
On the face of it, not only is the definition of property not limited 1o real or
personal property, but there is nothing 1o exclude intangible property. The
definition “any property”, would appear to include it, and this is emphasised
by the inclosion as an alternative subject matter of the warrant of “wireless

relegraphy™.

There appear to be two matters which led the Claimants to pursue this
argument:

i) The reference in a document published by Mr Snowden, and exhibited
by the Claimants, to there possibly being a 5.5 warrant which permitted
interference with computer software in breach of copyright and
licensing sgreements.

i) The reference in 5.5(3), and in 5.5(3A) (for MI5), to the inapplicability
of certain warrants in respect of “properry in the British Islands™, Mr
Jaffey said that this is an inapt reference if intangible property is
mtended. But there appears to us 1o be no answer either to Mr Beard
QC"s succinet submissions on this topic for the Respondents, meluding
the point that as defined by statute copyright is a collection of rights in
respect of the United Kingdom, or 1o that put by the Tnbunal n
relation to choses in action such as bank accounts, which again would
have a geographical identity.

The whole of this contention seemed to us to evaporate m the course of

argument, when Mr Jaffey accepted (Day 1/127, 138, Day 2/14-16) that

physical interference with property in the context of CNE authorised by a 5.5

warrant may also invelve an interference with copyright, which would then be

taken to be suthorised, as compared with what he called a “pure interference
with intellectual property rights”, i.e. that interference with copyright would
be authorised if ancillary to interference with physical property.

We can see no justification whatever for such & construction of the Statute.
We are satisfied that 5.5 extends to intangible property, whether the action is
directed at intangible property alone or is ancillary to interference with
physical property. We note that this is also the view of the Intelligence
Services Commissioner (page 17 of his Report of 25 June 2015), A 5.5 warrant
is as sufficient authority for such interference as is 5.50 of the Copyright
Designs and Patents Act 1988, whereby “where the doing of a particular act is
specifically authorised by an Act of Parliameni, whenever passed, . . . the

doing of that act does not infringe copyright™.

An argument in relation 10 the possible impact of the EU Copyright Directive
{2001,29/EC), raised by Mr Jaffey in his pleadings and his skeleton argument,
was not pursued.

Accordingly we resolve this issue in favour of the Respondents.
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3l.

ja

We have s&t down the words “thematic warrants™ in the above heading,
hecause the words are used in the Agreed lssues. However, not only do such
words have no statutory basis, but such description does not appear to us 10
cepture the reality of the issue which we have io decide. The words first
appear in & completely different context, namely at page 21 of the ISC Report
of 12 March 2015, a passage in which interception warrants under s.8(1) of
RIPA were being discussed.

&.8(1) provides that:

“{1) An interception warrani musi name or describe
ither -

(@) one person as the interception subject; or

{b) a single sei of premises as the premizes in relation
to which the interception rto which the warrant relales is
fo take place.”

The ISC state in their Report in a section under the heading “Thematic
warranis” as follows:

“42  While the very significant majority of 8(1)
warrants relate to ome individual, in some limited
circumstances an 8(1) warrant may be themaric. The
term ‘thematic warrant’ is nmot one defined in stature,
However, the Home Secretary clarified thar Section 81
af RIPA defines o persom ax “[imcluding] any
organisation [and] amy association or combination of
persons”, thereby providing a statutory basis for
thematic warrants. The Home Secretary explained that
“the group of individuals must be sufficiently defined to
ensure that I, or another Secretary of Stare, is
reasomably able to foresee the extent of the interference
and decide that it is necessary and proportionate ™

43, MIS have explained that they will apply for a
thematic warrant “where we meed lo use the sane
capability on multiple occasions ogoinst a defined
group or network on the basis of a consistent necessity

and proportienality case . . . rather than [applying for]
individwal warrants against each member of the group.”

There is then discussion by reference to the issue of a 5.8(]1) warrant in the
context of a number of circumstances where it may be appropriate to gran!
such a warrant by reference to a group linked by a specific intelligence
requirement. The thematic reference is obviously because of the wide
coverage of an (otherwise specific) 5.8(1) warranl by virtue of the broad
definition of ‘person’ in s.8(1).
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33, The description is taken up by the Inlelligence Services Commissioner &t
paragraph £49 of his 2014 Report at page 18, which reads (though now in the
comext of 8 8.5 warrant) as follows:

* Thematic Property Warramis

I have expressed concerns about the use of what might
be termed “thematic" property warranis issued wnder
section 5 of ISA. 154 section 7 makes specific reference
to thematic authorisations (what are called class
authorisation) because it refers "o a particular act™ or
to “acts” undertaken in the cowrse of an cperation
However, section 3 is narrower referring to "propertfy
2o specified "

During 2014 I have discussed with all the agencies and
the warrantry units the use of section 5 in a way which
seemed to me arguably too broad or “thematic ™. [ have

expressed my view that:

# section 5 does not expressly allow for a class of
authorisation; and

o rthe words “property so specified” might be
narrowly construed requiring the Secretary of
State ro consider a particular operation against
a particular piece of property as opposed fo
property more generally described by reference
for example to a described set af individuals.

The agencies and the warraniry units argue that 154
refers to action and properties which “are specified”
which they interpret fo mean “described by
specification ", Under this interpretation they consider
thar the property does noi necessarily need to be
specifically identified in advance as long as what is
stated in the warrant can properly be said to include the
property that is the subject of the subsequent
interference, They argue that sometimes fime
constraints are such thar if they are to act fo protect
nafional security they meed a warrant which “specifies”
property by reference to a described set of persons, only
being able io identify with precision an individual at a
later moment.

I accept the agencies' interpretation is very arguable. |
alse see in practical terms the nationel securify

requirement,

The critical thing however is that the submission and
the warrant must be set oul in a way which allows the
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35.

Secretary of State io make the decision on necessity and
proportionalin.”

It is plainly from this passage that Mr Jaffey has drawn the basis for his
submissions set out below, and which have led to the formulation of Issue 4.

Wi prefer however 1o phrase Issue 4 as: What is the meaning of the words ‘in
respect of any property 5o specified’ for the purposes of the issue of a 8.3
warrant?

Mr Jaffey submits as follows:

1)

i)

The common law sets its face against general warrants, as is well
known from the seminal Eighteenth Century cases such as Eptick v
[1765] 2 Wilson KB 275 and Mopev v Leach [1765] 3

Burr 1742, Mfurnuutehw.herehumhrdﬁuﬁnmmmg_x
: i ye Deg imms [2000] 2
AC 115 af 131: "memmn;ﬁummmuwpﬂdmbygmm
or ambiguous words”. Thus he takes as a starting point that such
words as were disapproved in the warrant in Monev v Leach. relating
to searching for and seizing the papers of the authors, printers and
publishers of the North Briton (wheresoever found), should not be
permitted pursuant 1o & $.8 warrant, or that a 5.5 warrant should not be

defined so as to permit “any property so specified” to include such a

He contrasts the provision i 5.5(2) for a wamrant “in respect of any
property so specified” with the authorisation provided for in 5.7, only
available in respect of acts outside the Brirish Islands, which by s.7(4)
“may relate to a particular act or acts, to acty of a description
specified in the authorisation or to acts undertaken in the course of an
operation so specified”. This latter is, and was described by the
Intelligence Services Commissioner in the passage from his Repon
guoted above as, a ‘clasy quthorisation'. Tt relates effectively to any
operation carried out abroad by the Agencies: and there is provision
within the E I Code (paragraphs 7.11-7.14) for situations where,
because “an authorisation under section 7 may relate fo a broad class
of operations” (7.11), * Where an authorisation relating to a broader
class of operations has been given by the Secreiary of State under
section 7, iniernal approval to conduct operations under that
authorisation in respect of eguipment interference should be rought
from a designated semior official"(7.12). Mr Jaffey submits that this
emphasises the difference between a 57 authonsation and & 8.5
warrant The former can suthorise a broader class of operation, but is
subject to specific subsequent approvals, whereas the latter is not
subject to any such protective or limiting provision.

Mr Jaffey accepts that the property specified in a 5.5 warant may
include a reference to more than one person or more than one place, up

to an unlimited number, provided they are properly specified. But he
submits that it must not extend to authorising &n entire operation or
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v)

suite of ¢perations, and that identification cannot depend upon the
belief, suspicion or judgment of the officer acting under the warrant, It
musi also be possible to identify the propertv/equipment at the date of
the warrant. Thus a wamant permittmg CNE in respect of computers
owned or used by any diplomatic representatives of the Stale of
Ruritania, or by any member of a named proscribed organisation, 15 not
adequate because (i) who they are is thus left open (unless a list of
names is provided to be attached to the warrant); (i1} 1t is not limited to
those who are part of that group at the time of the warrant; (jii} it leaves
too much to the belief, suspicion or judgment of the officer, and
deprives a Secretary of State of the opportunity to exercise his required
discretion as 1o the necessity and proportionality of the warrant. Mr
Jaffey submitted (Day 2/12) that the Sccretary of State had 10 consider
before granting a warrant whether or not such intrusion would be
justified in the case of each individual.

Mr Jaffey had made reference to Hansard in respect of discussion in
Parliament m 1989, prior to the passage of the Security Service Act
1989, hut both parties agreed that this was of no assistance. However
Mr Jaffey also referred to the IP Bill, referred o in paragraph 11(iii)
ghove, for the purpose of showing what is now proposed, by reference
1o clause 83 in Part 5 of the Bill. The IP Bill provides, by clause 81,
for a new warrant, 10 be called a “targeted equipment inrerference
warranf’, and the broad definition of the subject matter of such
proposed warrant is sét out in clause B3, mcluding eight permitted such
targets including, by wav of example “fa) equipmenr belonging ro,
used by or in the possession of the particular person or organisation™
and “fb} equipment belonging fo, used by or in the possession of
persons who form a group that shares a commaon purpose or who carry
on, or maybe carrying on, @ particular activity™. His submission is that
such defined tarpets are much wider than what he submits is the more
limiting ambit of & 8.5 warrant.

36.  Mr Eadie responds as follows:

1)

As to the Eighteenth Century common law cases, they are a1 best of
marginal relevance. They plainly relate to the limitation on common
law powers in relation (o executive acts within the United Kingdom.
S.5 is not limited to acts within the United Kingdom and n any event is
a creature of statule. The legislative context and intent relate to the
powers of the Secretary of State in respect of the protection of national
secunty, and substantial limitation is imposed by the requirement of the
section itself to consider whether the warrant falls within the statutory
purposes of the agency applying for it (s.3(1) so far as concerns
GCHQ) (“legality”™), necessity and proportionality. The word
“specified” is used three times in 5.5(2), relating to the actions sought
to be authorised and in respect of any propeny of “wirefess
telegraphy”. He submits that what is required is the best description
possible. Even a s.8(1) warran! under RIPA, which is expressly more
limited, can have & broad ambit, as discussed in paragraph 32 above,
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and the inclusion of “wireless relegraphy™ in the section is significant,
being very broadly defined (see s.11{e) of the I1SA) by reference 10
what was then the Wireless Telegraphy Act 1949 (now 2006), and, as
Mr Jaffey accepted, could extend to an entire communications
frequency or a group of communications frequencies.

i) 8.7 is a different provision. It relates to the “duthorisation af acis
outside the British Islands”, and is not in direct comtrast with, or
alternative to, 5.5 (in the way for example that s.8(1) and s.8(4) fall 1o
be contrasted in RIPA). Mr Jaffey accepts that a 8.5 wamant can
extend to property owned or used by a group of persons, and there may
therefore be occasions in which the scope of a 5.5 warrant may cover
similar conduct to an operation which, if overseas, could be sanctioned
under 5.7, but it is nevertheless directed at specified property. Only in
2001 was 5.7 amended 5o as to add the power for GCHQ) to seek a 5.7
authorisation, by the Anti-terrorism, Crime and Security Act 2001,
Until then GCHQ could only rely on 8.5. Thus in any event there was
no such contrast between 5.5 and 5.7 so0 far as concerned GCHQ) at the
date of the passage of the Act.

iiiy  Mr Eadie does not accept any of the limiting propositions set out m
paragraph 35(iii) above. He submits that the requirement is for the
actions and property to be objectively ascertainable. The examples
referred to above, both as to Ruritania and proscribed organisations, are

in his submission entirely proper and adequate. [t is not necessary 10

wdentify persons any maore than is possible at the time of the issue of the

warrant, and it is cesizinly not necessary for the individuals to be
identified by name or by reference to the particular time when the
warrant is issued. A warrant could cover, m the examples given,
anyone who was ai any time during the duration of the warrant (six
months unless specifically renewed) within the defined group. What is
important is that an application for a warranl conlains as much

information as possible to enable a Secretary of State to make a

decision as to whether to issue a warrant, and, if so, as to its scope.

This might involve reducing or putting a limit on the persons or

category of persons covered, or defining property by reference to such

a restriction. He submits that what is fundamental is the duty imposed

on the Secretary of State to consider whether the warrant is within the

powers of the agency applying for it (legality) and whether the issue of
the warrant would satisfy the tests of necessity and proportionality.

Mlﬁlhnd;mphn:mfmn&lnmplﬂmphﬁﬁuf&mm

secretary of State for Th yme Department [2014] 1 WLE per

Laws LI, ' Mr Jaﬂ:‘:y points unt ﬂniﬂ:: requirement for proportionality

was not introduced into &5 by amendment until after the introduction

of the Human Rights Act 2000, by the passage of RIPA, and that it
cannot have been intended thereby to alter the scope of a lawful

warrani under £.5. Mr Eadie points to the words of Lord Toulson in B

| The decision in the Court of Appeal {[2016] EWCA Civ.8), subsequent io the hearing before us, does
not question the importance of this discipline, but considers the overlay of Amicle 10 in relation fo
press freedom (per Lord Dyson MR a1 paras 98-117).
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38,

a9,

Brown . ment [2015]
'I_.'I'.'.SE‘ E at pmg:nph 24, :: m ﬂ:r: rs]:vmcu: of a mhmqumt
amendment to interpretation of the statute. In any event he is content
to rely if necessary on the duties of the Secretary of State as 1o legality
and necessity already, as he puts it, “hard-wired” into 5.5 prior to 2000
He submits that the words of the North Briton warrant, referred to n
paragraph 3%i) above, would, subject to questions of necessity and
proportionality in the particular circumstances, certainly be sufficiently
specified. Another example canvassed in the course of the hearing was
“all mobile phones in Birmingham™. This could, submined Mr Eadie,
be sufficiently specified, but, save in an exceptional national
emergency, would be unlikely 1o be either consistent with necessity or
proportionality or with GCHOQ's statutory obligations.

iv)  Mr Eadie submits that (as is indeed said in its accompanying Guide)
the IP Bill, albeit in respect of a differently named warrant, brings
together powers already available, and the descriptions of targets in the
new proposed clause 83 would, subject to the requirements of necessity
and proportionality, all be consistent with the existing £.5.

We accept Mr Eadie's submissions. Eighteenth Century abhorrence of general
warrants issued without express statutory sanction is not in our judgment a
useful or permissible aid to construction of an express statutory power given to
a Service, one of whose principal functions is to further the interests of UK
national security, with particular reference to defence and foreign policy, The
words should be given their natural meaning in the context in which they are
s,

The issue as lo whether the specification is sufficient in any particular case
will be dependent on the particular facts of that case. The courts frequently
have to determine such questions for example in respect of a warrant under the
Police Act 1997 £.93, when the issues, by reference 10 the particular facts
would be fully aired in open. That is not possible in relation 1o a 5.5 warrant,
but it may still be subject to scrutiny by the Imellipence Services
Commissioner, by the ISC and, if and when » complaint is made to this
Tribunal, then by this Tribunal. But the test is oot in our judgment differeat -
Are the actions and the property sufficiently identified” The Home
Secretary’s own words as recorded in paragraph 42 of the ISC Report, set out
in paragraph 32 above, relating to a 5.8(1) warranl, are applicable here also. It
is not in our judgment necessary for a Secretary of State to exercise judgment
in relation to a warrant for it to be limited 10 a named or identified individual
or list of individuals. The property should be so defined, whether by reference
to persons or a8 group or category of persons, that the extent of the reasanably
foreseenbie interference caused by the authorisation of CNE in relation to the
actions and property specified in the warrant can be addressed.

As discussed in the course of argument, the word under consideration is
simply specified, and this may be contrasted with other statutes such as those
relating to letters of request, where the requirement of the Evidence
(Proceedings in Other Jurisdictions) Act 1975 is for “parricular documents
specified”. There is no requirement here for specification of parficular

1131



41,

42,

43,

property, but simply for specification of the property, which in our judgment is
a word not of limitation but of description, and the issue becomes one simply
of sufficiency of identification.

The statute does not fall to be interpreted by reference to the underlying Code,
in particular one which, like the E 1 Code, has been in draft waiting to be
approved by Parliament. But what iz of course important is what is put in the
applications to the Secretary of State, so that he can exercise his discretion
lawfully and reasonably. Both in the Property Code, i place since 2002, (at
paragraphs 7.18-7.19) and now in the E I Code (at paragraph 4.6), there is a
lengthy list of what is required to be included in an application to the Secretary
of State for the issue or renewal of a 5.5 warrant. Apart from a description of
the proposed interference and the measures to be teken to minimise intrusion,
gt the head of the list in both Codes is a requirement to specify “the identity or
identities, where known, of those who possess [or use] the [equipment) that is
io be subject to the interference” and “sufficient information io identify the
[equipment] which will be affected by the interference” (the square bracketed
parts are the changes from the Property Code to the draft E | Code).

We are entirely satisfied that Mr Jaffey’s submissions have confused the
propesty 1o be specified with the person or persons whose ownership or use of
the equipment may assist in its identification. We do not aceept his
submission (Day 2/12) that the Secretary of State has to consider, by reference
to each individual person who might use or own such eguipment, whether
CNE would be justified in each individual case. Questions of necessity and
ionality to be applied by the Secretary of Stale must relate to the
foreseeable effect of the gramt of such a warrant, and one of the matters o be
considered is the effect and extent of the warrant in the light of the
specification of the property in that warrant.

As originally enacted, s.5(2) suthorised the Secretary of State 1o issue a
warrant “authorising the tfaking . . . of such actien as i specified in the
warrant in respect of any property so specified or in respect of wireless
telegraphy so specified if the Secretary of State:

fa) thinks it necessary for the action to be taken on the ground that ir i likely

tor be of substantial valug {n gssisting ... [our underlining]
fiti} GCHQ in carrying out any function which falls within Section
¢l )fa) and

(b} is satisfied that what the action seeks to achieve cannot reasonably be
achieved by other means and

fc) is satisfied that satisfactory arrangements are in force under ... Section
4(2)(a)above with respect to the disclosure of information obiained ... and

thar any information obiained under the warrant will be subject o those
arrangemenis”,

“Specified” must mean the same in relation to each action, property and
wireless telegraphy. “Wireless telegraphy™ as defined by s.11(¢) of ISA meant
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47.

“the emitting or receiving over paths which are not provided by any material
substance congtructed or arranged for thai purpose, of electro J'I'I-ﬂgﬂml'
energy or frequency not exceeding 3 million megacyeles per second .
{S.19(1) Wireless Telegraphy Act 1949).

Given the width of meaning contained in the words “action”™ and “wirefess
relegraphy”™ and, a1 least potentially, in the word “properny”, specified cannot
have meant anything more restrictive than ‘adequately described’. The key
purpose of specifying is 1o permit a person executing the warrant 10 know
when it 18 execuled that the action which he is 1o take and the property or
wireless ielegraphy with which be is to interfere is within the scope of the
wammant.

It therefore follows that a warrant 1ssued under 5.5 as originally enacted was
not required:

1) to wentify one or more individual nems of property by reference o
their name, location or owner or

i1} to identify property in existence al the date on which the warrant was
issued.

Warrants could therefore, for example, lawfully be issued to permit GCHQ 1o
interfere with computers used by members, wherever located, of 2 group
whose activities could pose a threat to UK national security, or be used to
further the policies or activities of a terrorist organisation or grouping, during
the life of a warrant, even though the members or individuals so described
and'or of the users of the computers were not and could not be identified when
the warrant was issued.

The amendment of 5.7 in 2001 w0 add GCHQ cannot alter the meaning of 5.5,
which has, in all respects relevant to this Issue, remained unchanged.

In our judgment what is required is for the warrant 10 be a8 specific as possible
in relation 1o the property to be covered by the warrant, both 1o enable the
Secretary of State to be satisfied as to legality, necessity and proportionality
and to assist those executing the warrant, so that the property to be covered is
objectively ascertainable.

lssue 3; Scope of the Convention

48,

Issue 5 is the question: Do Articles 8/10 apply to & complaint by reference 1o a
5.7 authorisation? This issue only arose specifically in the course of the
hearing, in which the Tribunal is of course being asked to decide pursuant to
the List of Issues whether “the regime which governs [CNE] is ‘in accordance
with the law ' under Article 8(2) ECHR ‘prescribed by law ' under Article 1072}
ECHR" (original Legal Issue 4).

5.7 applies. as is clear from its heading, 1o “surhorisation of acts outside the

British Islands™, 5.7 was not dealt with in the Property Code, and there is no
power for the Secretary of State 1o i3sue Codes of Prectice in relation (o 5.7, by
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51.

3.

53.

reference to 5.71 of RIPA or at all (see paragraph 1.4). In that paragraph, and
more specifically in paragraph 7.1 of the E I Code, it is stated that “SI5 and
GCHQ should as a matter of policy apply the provisions of [the] code in any
case where equipment interference is to be, or has been, authorised pursuant
to section 7 of the [994 Act in relation to eguipment located outside the British
Islands”. But there is a foomote to that paragraph which expressly says
“without prefudice as to arguments regarding the applicability of the ECHR",

It was, in the event, common ground that, subject to Mr Jaffey's reserving his
clients’ position 1o be considered further if necessary in the ECtHR, there is a
jurisdictional limit on the application of the ECHR, by virtue of Article 1,
ECHR, which provides that “the High Contracting Parties shall secure 1o
everyone within their jurisdiction the rights and freedoms defined in Section |
of this Convention™, It was also common ground that, in the absence of any
ECtHR. authority, the Convention dlwhinﬂbcmlﬂ]h‘undmmgmﬂ'uuﬂy
in favour of claimants than the ECtHR has been prepared to go, in
m:mmwhmﬁmumnﬂﬂn[mfwthnﬁnmmﬂmm:
domestic courts 1o the ECtHR: see

W[MHCEHWEDWMBW

Jurisdiction under the ECHR is sccordingly territorial; and it is oaly in
exceptional circumstances that extraterritorial jurisdiction anses (see

[2007] 44 EHRR SE 5 and Al-Skeini v UK [2011] 53 EHRR
18 at para 131). As is made clear in Bankovic at paragraph 73, jurisdiction is
not a doctrine of *mere eflects’.

There is thus no dispute between the parties that in ordinary circumstances
there would be no jurisdiction by reference to Articles 8 or 10 with regard to
the scts outside the British Islands which would be the subject of authorisation
under 5.7. Mr Eadie submitted that other circumstances would be exceptional,
Mr Jaffey gave examples of circumstances which might engage those Articles;
complzinant in the jurisdiction but computer or information abroad, computer
or phone brought back to the jurisdiction eic. But he accepied that in most
cases where someone who is the subject of an suthorisation granted under 5.7
is ghroad it was difficult to argue that such person is within the territorial
scope of the Convention, and in any event that there would be a “very limired
number of circumstances” in which there was going to be a breach of the
Convention (Day 2/25). As is clear from the current Advance Training for
Active Operations, disclosed in these proceedings, “CNE operations must be
authorised under IS4 Section 5 or Section.?, depending whether the rarget
computer or network is located within or outside the British Islands™.

Before fully accepting the consequences of the jurisdiction argument, which
the Vice-President had put to him, Mr Jaffey appeared to argue (Day 1/161)
that any 5.7 authorisation prior to the introduction of the E 1 Code “had to fall”
{Dey 1/161), a submission which be later expressly clarified (Day 3/177).
Both in that latter passage and earlier (Day 2/24-26) he appeared 10 agree in
clear terms with Mr Eadie (Day 3/120) that the fact that there might be an
individual claimant who might be able to claim a breach of Article /10 rights
gs & resull of a 8.7 authorisation would not lead to a conclusion that the 5.7
regime as a whole could be argued 1o be non-compliant with Articles 8 or 10.
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In any event we reserve for future consideration, if and when particular facts
arise and the position of jurisdiction to challenge a 5.7 warrant can be and has
been fully argued, whether an individual complainant may be able to mount a
claim. Even though Issue 5 was formulated as an agreed preliminary issue
between the parties, it is ¢lear to the Tribunal thet, given the agreed difficult
issues as to jurisdiction, we have an insufficient factual basis, assumed or
otherwise, 1o reach any useful conclusion.

Issupe 6: A 5.5 warrant and Anicles 8710

35.

56.

We have concluded in respect of Issue 4 that a 5.5 warrant is not as restricted
as the Claimants have contended, by reference to construction of it at domestic
law. Mr Jaffey submits that the Respondents are on a Morton's Fork, and that
the wider the construction of 5.5 for which they contend the more unlikely it is
that there will be sufficient safeguards for the purposes of the ECHR. We can
deal with this issue quite shortly.

Part of Mr Jaffey's case is again that, whereas 5.7 provides for underlying
approvals, as referred to in paragraph 35(ii) above, 5.5 does not. But the
essential question is, if an application for & warrant 50 specifies the property
proposed 10 be covered by it as to enable a Secretary of State to be satisfied as
to its legality, necessity and proportionality, and so that the propery to be
covered is objectively ascerizinable (paragraph 47 above), whether a warrant
so 1ssued is in adequate compliance with the Convention.

As 1o Mr Jaffeyv's submissions in this regard:

i} He refers to Malone v UK [1985] 7 EHRR 14 as his foundation, but in
that case, as he reminded us, the ECtHR made clear that “in iis preseny
stote the law in Emgland and Wales poverning imterception of
communications for police purposes is somewhar obscure and open 1o
differing interpretarions”™ long before the present suite of statutory
provisions. What the Court laid down as fundamental requirements, as
sef oul in paragraphs 67 and 68 of the Judgment, is that “there must be
a measwre of legal protection in domestic law against arbitrary
interferences by public authorities . . . A law which confers a discretion
must indicate the scope of that discretion™,

ii)  He naturally referred to Weber and Sarsvia v Germany [2008] 46
EHER 5ES5, which we addressed in detzil in Libertv/Privacy (No.1),
and in paragraph 33 of that judgment we set out the “Weber
requirements”, numbering them from 1 to & for convenience:

“95, In its case-law on secrel measures of surveillance, the Court
has develaped the following minimum safeguards that should be sei
oul in statute law in order to avoid abuses of power: (1) the nanire
of the affernces which may give rise to an interception arder; (2) a
definition of the categories of people liabie to have their relephones
tapped; (3) a limit on the duration of telephone tapping; (4} the
procedure fo be followed for examining, using and storing the data
obtained; (3) the precoulions fo be faken when communicating the
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data to other parties; and (6} the circumstances in which recordings
may or must be erased or the tapes destrayed ™

57. In RE v UK the ECtHR was satisfied, with regard to the surveillance
provisions there referred to, so far as concerned Weber (1) and (2) &t
paragraph 136 of its Judgment, and so far as duration i concerned gave
approval in paragreph 137. Duration of the 5.5 warrant is limited by 5.6, to
which no specific criticisms have been addressed.

58.  In Weber itself, a broad and untargeted warrant, similar to a warran! under
5.8(4) of RIPA - & far broader and less specified warrant than the 5.5 warrani
which we are here considering - was found to comply with the Convention,

59,  We are satisfied in this case that a 5.5 warrant which accords with the criteria
of specification which we have set out at paragraph 47 above complies with
Weber (1) to (3), namely in regard to the circumstances, the definition of the
categories of people/property and duration, and consequently with Articles 8
and 10 in that regard. We deal with Weber {4) to (6) below.

lssue 7, Bulk CNE

60.  Issue 7 relates to the absence of a similar certificate to that in 5.16 of RIPA in
relation to CNE. It arises from the matters in (¢) in the original paragraph 6 of
the List of Issues, set out in paragraph & above, which were the subject of
NCND by the Respondents. There are two specific complaints which are
made:

i) That, unlike in the case of a s.8(4) wamant under RIPA, where
communications are intercepted in bulk and subsequently accessed for
examination, there is no provision, in the ewveni of this occurnng
pursuant to CNE, for ‘filtering’: i.e. as in 5.16(1) and (3) of RIPA for
intercept to be read, locked at or listened to cnly by reference to a
certificate that the examination of material selected is necessary for one
of the statutory purposes. S5.16 is what was referred to in
Liberty/Privacy (No.1) (paragraph 103) as the provision which did the
heavy lifting”.

ii)  That there is no special protection, if informetion is obtained in bulk
through the use of CNE, for those persons known fo be for the time
being in the British Islands, as in £.16(2)(3) and (5) of RIPA. Such a
scenario is in fact addressed in the E 1 Code at paragraph 7.4 (relating
to & 5.7 warrant) which reads:

“7.4 If a member of SIS or GCHQ) wishes to interfere
with equipment located overseas but the subject of
the operation is known to be in the Brivish Islands,
consideration should be given as to whether a section
8¢1) interception warrant or a section I6(3)
certification fin relorion fo ome or more extant
section 8(4) warrants) under the 2000 Act should be
obiained fn advance of commencing the operation
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61.

fid.

63,

guthorised wider section 7. In the event thar any
egquipment located overseas is brought to the Brirish
Islands during the currency of the secrion 7
authorisation, and the act ix one that i capable of
being authorised by a warrant under section 5, the
inferference is covered by a ‘groce period” of 5
working days (see section 7(10) te 7(14)). This
period should be used either to obtain a warrant
under section $ or to cease the interference funless
the eguipment is removed from the Brivish Islands
before the end of the period).”

David Anderson in his Report refers 1o this paragraph of the E 1 Code, and
commenis, af paragraph 6.33;

“fi does not eloborate on what faciors should be
taken inte sccount in  the cowrse of that
‘vonsideration” ™

As for the latter point (i), Mr Eadie submits, and we accept, that, provided
that the matier is indeed considered, as is required by paragraph 7.4, such an
issue is simply one of the maters which are required to be brought before 2
Secretary of State, pursuant to his obligation to consider alternative and/or less
infrusive measures, rather than, as Mr Jaffey submitted, that this is part of an
attempt to circumvent the statutory scheme under s.8(£).

Both aspects of Mr Jaffev's complaints appear to have been taken up in the IP
Bill. Under the heading “BULK POWERS" in the accompanying Guide, it is
stated, at paragraph 42, that where the content of a8 UK person’s data, acquired
under bulk interception and bulk equipment imterference powers, is to be
examined, a targeted interception or equipment interference warrant will need
1o be obtained. As for the question of presence in the British Islands, it is
specifically provided in draft clause 147, within the Chapter dealing with
“Bulk Equipment Interference Warranis”, namely by clause 147(4), that there
is 10 be a similar safeguard to that in 5.16 of RIPA in relation 1o the selection
of material for examination referable to an individual known to be in the
British Islands at the tume.

[t seems to us clear that these criticisms are likely primarily to relate to Bulk
CNE carried out, if it is carried out at all, pursaant to a 5.7 authorisation (hence
paragraph 7.4 of the E 1 Code). Mr Jaffey’s own example was of the hacking
of a large intenet service provider in a foreign country, and the diversion of
all of the data 1o GCHOQ, instead of intercepting that material “over a pipe”
which might be encrypted, so as 1o render access by ordinary bulk interception
difficult if not impossible. As with Issue 5, Mr Jaffey specifically accepled
(Day 2/46) that, if Bulk CNE were taking place, and if, prior to any changes
such as discussed above, there were to be insufficient safegusrds in place, that
does not render the whole CNE scheme unlawful. As with Issue 5, we reserve
for consideration, on particular facts and when guestions of jurisdiction are
examined, whether an individual complainant might be able to mount a claim.
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Lssue & §.5 post-February 2015 (Weber (4)10 (6]

65.

67.

68.

Issue & is; Whether the =5 regime is compliant with the Convention smce
February 2015. We now address Weber (4) to (6). The E I Code applies 1o
both 5.5 and 5.7 (scc paragraph 49 above), and, as Mr Jaffey accepled, the
Respondents, having publicly accepted that they are acting and will act in
accordance with the draft Code, are as a matter of public law bound by the
Code both in relation to 5.5, during the period prior to its being finally
approved by Parliament (see paragraph 7 above), and s.7. However in the
light of our conclusions in respect of Issue 5, we now address only the
question of 5.5, though in relation to this Issue the answer would be the same

in respect of 5.7,

We do not need to repeat all of what we said in Libertv/Privacy {(No.1) (in
particular at paragraphs 38-41) by way of summary of the ECtHR
jurisprudence. It suffices to cite what we said at paragraph 41(d), namely:

“It is in our judgment sufficient that:

i}  Appropriate rules or arrangements exist and are publicly
known and confirmed fo exist, with their content sufficiently
signposted, such as fo give an adequate indication of it . . .

) They are subject to proper oversight.”

The oversight relevant to this issue by the Intelligence Services Commissioner
seems to us to have been admirable in its dedication to raising any questions of
COncern.

In addition to the E 1 Code, in November 2015 there was disclosure during
these proceedings of below the waterline arrangements applicable to GCHQ,
whose existence is highlighted in the E I Code (e.g. &t paragraph 64) and in
statute, a5 canvassed in our judgments in Liberty/Privacy No.1 and No.J.
Insofar as those arrangemenss add something new which had not been
previously signposted, and which would not therefore have been
accessiblefforeseeable, then any unlawfulness i relation to the published code
would only have been made good by the publication of such arrangements in
Movember., Mr Jaffey has submitted that the arrangements should have been
disclosed earlier, but, as will appear, we do not conclude that the content of
those arrangements as now disclosed adds anything material to the previously
published Code.

There has been no material addition o ECtHR jurisprudence since

Liberty/Privacy with the exception of R.E. v UK, to which we shall return
below, and in which (particularly at paragraph 133) the Court repeated the
same principles in the context of national security.

It is common ground that compliance with the Convention can be addressed
by reference to the Weber requirements, and in this regard specifically by

Weber (4) to (6). The significant paragraphs of the E I Code relating to
Weber (4) to (6) are in Sections § and 6, which are attached as Appendix II to
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this judgment, though Weber (6) may nod be directly applicable to the use of
CNE so far as it consists of ‘implants’. We have attached the paragraphs in the
form in which they were put before Parhament in November 2015. Although
there have been some changes in the drafi E I Code during the period of public
consultation, and the parties helpfully provided us with tracked changes 1o
explain them, there were none which appeared 1o us 10 be material: Mr Jaffey
pointed to @ number of changes (two in the Sections included in Appendix 2,
onec in paragreph 6.2 and one in 6.5) of the words st to showld, but he was
not able to identify to us, and nor can we see, any material difference in that
regard, There are then the helow the warerline arrangements which have been
disclosed from GCHQ's policies, relating 1o storage of and sccess to data, and
handling/disclosing/sharing of data, obiained by CNE operations. Neither Mr
Eadie nor Mr Jaffey suggested that there were any apparent lacunae or alleged
inadequacies in the Code which were made good by the disclosure of these

arrangemenis,

There were very limited criticisms made by Mr Jaffev, in the context of
Weber (4) w0 (6), of the E 1 Code (even without the supplementary

ArTangemenis )

i) He was critical of the apparent lack of provision for record keeping in
relation to intrusions pursuant to s.7, but, quite apart from the fact that
this related 1o 5.7 and not to 8.5, in fact it is clear that, 8s indeed he
accepied, a combination of peragraphs 5.1 and 7.2 of the E I Code does
require the keeping of records in relation to “she details of what
equipment interference has occurred”,

ii)  He described as “Delphic” a veference in Mr Martin's witness
statement to the nature of a recommendation by the Intelligence
Services Commissioner with regard to & 5.5 record, but accepted the
explanation provided by Mr Eadie during the course of his
submissions: Day 3/74.

We have no doubt at all that, insofar as compliance must be shown with
Weber (4) to (6), the E | Code does so comply, and has so complied since its
publication in 6 February 2015, since which time it has been binding in law on
the Respondents. We are satisfied that the requirements for records are
sufficient and satisfactory, and that adequaie safeguards have been in place at
all times for the protection of the product of CNE, and that there exists a
satisfactory svstem of oversight.

lssue 9 5.5 prior 10 February 2013

1.

2.

The issue is: Did the 5.5 regime prior to February 2015 accord with the
Convention (it is accepted that, as set out in paragraph 49 above, the Property
Code did not apply to &.7)7

This is obviously a more difficult question, because, by definition, if the
publication of the E | Code in February 2015 improved the position, and made
sufficiently public the arrangements which govern the use by the Respondents
of their powers, the published arrangements prior to February must have been
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T4,

inferior. Mr Eadic emphasises that the Tribunal, and indeed any court, should
not discourage improvement by immediately concluding that what was in
existence prior to an improvement was defective. He obviously accepts our
conclusion at paragraph 23 of Liberty/Privacy No2 that, before the
disclosures prior to and in our judgment in that case, the regime governing
information sharing under Prism had been unlawful, but he submits, as is the
case, that there had been effectively no disclosure at all prior to that of the

existence of any arrangements, adequate or otherwise.

The question for us is, as it was for the ECtHR in Libertv v UK [2008] 48
EHRR 1 (at paragraph 69), whether gt the time the regime complied, and that
time in these procesdings is, pursuant to the agreed List of Issues at paragraph
4{d), 1 August 2009. The Property Code was in existence throughout the
period from August 2009 to February 2015 and did not materially change, and
so we have addressed the most recent version (2014).

There are underlying issues:

i) Tt was not, at any rate with any great force, sought to be argued by Mr
Jaffey that the position was any different in relation to Weber (1) 10 (3)
prior to and subsequent to February 2015, and we are satisfied that our
conclusions in Issue 6 above apply prior to February 2015, and we
shall address for the purposes of this Issue only Weber (4) 1o (6).

i) It was common ground before us that Weber (1) to (6) constitute 2
minimum to be complied with, but that there are other factors to
consider such as:

a) The existence and standard of oversight. It is entirely clear to
us that both sides have relied upon his Reports, and that the
oversight by the Intellipence Services Commissioner has been
of great value,

b The existence of sufficiently signposted underlying
arrangements, which are adequate to cantrol arbitrary action by
the Respondents. Tt is important to bear in mind, for example,
that the Tribunal concluded in Libertv/Privacy No.l that the
5.B(4) regime complied with the Convention, after taking into
sccount the arrangements, which we concluded had been
adequately signposted prior to any further disclosures by the
Respondent (e.g. paragraph 140). This did pot imvolve or
require disclosure of the detail of those arrangements.

iti)  R.E. v UK requires to be addressed specifically, as the only relevant
EC1HR. decision since Liberty/Privacy. The Court was addressing the
Property Code (there called the “Revised Code™), and contrasting i
with the Interception of Communications Code of Practice (“the
Interception Code™), which the ECtHR bad approved in Kennedv v
UK [2011] 52 EHRR 4. The case before it concemed the issue of the
safeguarding of legally and professionally privileged (“LPP™)
communications in relation to covert surveillance. The Court
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concluded that Weber (1) to (3) were satisfied, but that Weber (4) 1o
{6) were not. We shall need 1o address that conclusion, unfavourable
to the Respondents, by the Court.

75.  The material provisions for considerstion in respect of the period from August
2009 to February 2015 are as follows:

i) The statwiory provision in relation to GCHQ, which is obviously
fundamental. This appears in 5.4 of ISA

*4 The Director of GCHO.

(1} The operations of GCHQ shall continue to be under
the control of a Director appoinied by the Secretary of
State

{2} The Director shall be responsible for the efficiency
of GCH(Q and if shall be his duty o ensure—

fa) thar there are arrangements for securing that
no information is abtained by GCHQ except 50
far ax necessary for the proper discharge of its
functions and thar no information is disclosed
by it exceps so far as necessary for that purpose
or for the purpose of any crimingl proceedings;
and

(b} that GCHQ does not take any action ta further
the imterests of anmy United Kingdom political
party.

{4} The Director shall make an anmeal report on the
work af GCHQ to the Prime Minister and the Secretary
of State and may at any time report to either of them on
any matter relating to its work.™

There is & cross reference 1o 5.4 in s.5(2)c) of ISA, set out in paragraph 4
above together with 5.6, which is also relevant.

i) The other related statutory provisions set oul in paragraph 6(ii), (i)
and (iv) above: disclosure or use by an employee of GCHO of
information in breach of a relevant arrangement within s.4(2){a) of the
1SA shove sef out would constitute a criminal offence pursuant to the
O5A.

ili) The Property Code, being the published arrangements. Relevant 1o
Weber (4) to (6) are;
“83 The following information relating o all
authorisations for property inferference shouwld be
cenirally refrievable for ar least three years:
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* the time and date when an authorisation is given,
« whether an outhorisation is in written or oral form;

o the rime and dave when it was notified o a
Surveillance Commissioner, if applicable;

» the time and dare when the Swurveillance
Commissioner  notified ks  approval  (where
appropriate);

s gvery occavion when entry on or interference with
property or with wireless relegraphy has ocourred;

» the resull of periodic reviews of the authorization;
» the dare of every remewal; and

* the time and date when any instruction was given by
the authorising officer to cease the interference with
property or with wireless telegraphy.

93 Each public outhority must ensure that
arrangements are in place for the secure handling,
storage and destruction of material obtained through
the use of directed or intrusive surveillance or property
interference. Authorising officers, through their
relevant Data Controller, must ensure compliance with
the appropriate data protection requiremenis under the
Data Protection Act 1998 and any relevant codes of
practice produced by individual guthoriries relating to
the handling and storage of material.

9.7 The heads of these agencies are responsible for
ensuring that arrangements exist for securing that no
information is stored by the authorities, except as
necessary for the proper discharge of their functions.
They are also responsible for arrangements to control
onward disclosure. For the intelligence sevvices, this is
@ statulory duty under the 1989 Act and the 1994 Act™

There are then the under the waterline arrangements. In this regard we refer
to paragraphs 42 to 44 of the Tribunal's judgment in Libertv/Privacy No.l,
the relevant cross-references for the purposes of this case being to paragraph
18(ix) and (xi) of that Judgment In addition to the statutory provisions we
have referred to in paragraph 75 above, there is the reference in paragraph 9.3
of the Property Code to arramgements and codes of procrice. The
arrangements so signposted are summarised in paragraph 99ZK-99ZR of the
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Respondents’ Open Response as follows (underlining in the original significs
the existence of gisting):

“Storage of and access to data

PRZK. GCHQ also har policies for storage of and
access fo data obiained by CNE,

POZL. The section of the Compliance Guide
concerning “Review and Retention ™ states thar
GCHE treats “all operationgl data™ fie
including that obiained by CNE) as if it were
oblained under RIPA I sets owr GCHP's
arrarmgements for minimising refention of data
in accordance with RIPA safeguards. This is
achieved by setting default maximum [imits for
storage of operational data.

QM. In oddiion GCHQ has a separate policy
specifically comcerning  data  storage and
access. It defines different categories of data,
and importantly ascribes specific periods for
which different caregories of data may he kept,
as well as explaining how different caregories
of CNE data relate 1o the categories of
operational data set out in the Compliance
Guide.

P9ZN.  Where CNE analysis identify material as being
af use for longer periods than the stipulated
limits, it can be retained for longer, subfecr 1o
Jjustification according to specific criteria.

900 Access fo data is also subject o strict
safeeuards, which are set out in the
Compliance Guide. CNE contemt may be
accessed by intelligence analysis, but they muss
Jirst demonstrare that such access is necessary
and proportionate by completing a Human
Rights Act (“HRA") justification. HRA
Jjustifications are récorded and made available
Jor audit. CNE fechnical data relating to the
conduct of CNE operations may only be
accessed by a team of trained operators
responsible for planning and rumning such
DPEFIIONs,

99ZP. GCHQ's policy on storage of and access io
dara also reguires GCHQ analysts who are not

in the CNE operational unit fo justify access o
CNE data on ECHR grounds (particularly
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necessity and proportionality). The justification
muist be recorded and available for audit

Handling/disclosureSsharing of dota obvaimed by CNE
operations

99Z0. Pursuant to GCHQ's Compliance Guide, the
position is that all operational material is
handled, disclosed and shared as though ir had
been intercepted under a RIPA warrant, The
term “operational material” extends to all
information obtained via CNE, as well as
marerial obigined as o reswll of inlercepfion
tnder RIPA,

99ZR.  The general rules, as set out in the Compliance
Cuide and the intelligence Sharing and Releare
Policy which apply to the handling of
operational material include, inter alia, a
reguirement for mandatory Iraining on
aperational legalities and detailed rules on the
disclosure of such material outside GCHQ and
the need fo ensure that all reporis are
disseminated only fo those who need to see
them.

a) Operational datz camnot be disclosed
cuiside of GCHQ other than in the form of an

intelligence report.

b} Insafar as operational date comprises or
contains  confidential  information  (eg
Jjournalistic material) then amy analysis or
reparting of such data must comply with the
“Communications Containing Confidential
Information”™ section of the Compliance Guide.
This requires GCHQ to have greater regard to
privacy issues where the subject of the
interception might reasonably assume a high
degree of privacy or where confidential
information is involved (e.g. legally privileged
material, confidential persenal information,
confidensial Journalistic information,
communications with UK legislators) GCHQ
must accordingly demonsirate to a higher level
than normal that retention and dissemination of
such  information is  necessary  and
proportionare.”

77.  This is a very full picture of the guidelines under which GCHQ is required 1o
operate, and we are satisfied that they would be adequate, in the context of the
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interests of national security, 10 impose the necessary discipline on GCHOQ),
and give adequate protection against arbitrary power: further there 15, as we
have been satisfied, adequate oversight of GCHQ's compliance by the
Intelligence Services Commissioner.

The nub of the problem arises in two respects, both emphasised by Mr Jaffey:

i) The impact of the fact that until February 2015, ie throughout the
period we are addressing, it was not admitted by the Respondent that
GCHQ carried out CNE;

i) The impact of the decision of RE. v UK in relation 1o the
consideration by the ECtHR.

We will deal with the second submission first

It is important to bear in mind that, as set out in paragraph 74(i1i) above, the
EanMmudﬁmsmglspuiﬂcmddjﬂmiqmﬁmthﬂ
matter of adequate protection for LPP communications in respect of cover
mmﬂmmwedﬂlnwnlmmmulupmmpuhmm
below, and we are not concerned with it in our present considerations. We set
out the conclusions of the Court in LE. v UK in relation to the Revised Code
{the Property Code) and Weber (4) 1o (8), after it has recorded its conclusion
that it was satisfied in relation 1o Weber (1) and (2) {in paragraph 136) and
Weber (3) (in paragraph 137):

“138 Im confrasi, fewer details concerning the

procedures to be followed for examining, using and

storing the data obtained, the precautions fo be taken

when communicating the data to other parties, and the

circumstances in which recordings may or must be

erased or the tapes destroved are provided in Part Il of

RIPA andior the Revised Code Although marerial

chiained by directed or intrusive surveillance can

normalfy be used in crimimal proceedings and law

enforcement investigations, paragraph 423 of the

Revised Code makes it clear thar material subject to

fegal privilege which has been deliberately acquired

cannol be 50 used (see paragraph 75 above). Ceriain

other safeguards are included in Chapter 4 of the

Revised Code with regord fo the refention and

disseminarion of material subject to legal privilege (sce

paragraph 75 above). Paragraph 4.25 of the Revised

Code provides thar where legally privileged material

has been acquired and retained, the matter should be

reported fo the aurhorising officer by means of a review

and o the relevani Commissioner or [nspecter during

his next imspection. The material should be made

available during the inspection i requested.

Furthermore, where there (s amy doubl as fo the

handling and dissemination of kmowledge of matiers

which may be subject to legal privilege, Paragraph 4.26

1145



of the Revised Code states that advice should be sought
Jfrom a legal advisor before any further dissemination
takes place; the retention or dissemination of legally
privileged material should be accompanied by a clear
warning that it is subject to legal privilege; it should be
safeguarded by taking “reasonable steps” lo ensure
there is no possibility of it becoming available, or it
confents becoming known, to any person whose
possession of it might prefudice amy criminal or civil
proceedings; and finally, any dissemination 0 an
outside body should be notified to the relevant
Commissioner or Inspector during his next inspection.

139, These provisions, although containing some
significant safeguards to protect the interests gf persons
affected by the surveillance af legal consultations, are
io be contrasted with the mare detailed provisions in
Part I of RIPA and the Interception of Communications
Code of Practice, which the Court approved in Kennedy
feited above, §§ 42 — 49). In particular, in relation to
intercepied material there are provisions in Part [ and
the Code of Practice limiting the number of persons to
whom the material is made available and restricting the
extent to which it is disclosed and copied; imposing a
broad duty on those imvohed in inferception fo keep
everything im  the infercepied material secrel
prokibiting disclosure to persons who do not hold the
mecessary security clearance and to persons who do not
“meed to know"™ abowut the material; criminalising the
disclosure of intercept material with an offence
jpunishable by up to five years' imprizonment; requiring
intercepted marerial 1o be stored securely; and
reguiring that intercepted material be securely
destroyed as soom as it is ne longer reguired for any af
the aiithorised parposes.

140, Paragraph 9.3 of the Revised Code does provide
that each public outhority must ensure that
arrangements are in place for the secure handling,
storage and destruction of material obiained through
directed or intrusive surveillance. In the present case
the relevant arrangements are contained in the PSNI
Service Procedure on Covert Surveillance of Legal
Consultations and the Handling of Legally Privileged
Material. The Administrative Court accepled that taking
together the 2010 Ovder, the Revised Code and the
PSNI  Service Procedure Implementing Code, the
arrangemenis in place for the use, refention and
destruction of retained material in the context of legal
consultations was compliant with the Article 8 rights of
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persons in custody. However, the Service Procedure
was only implemented on 22 June 2010. It was therefore
not In force during the applicant’s detention in May
2010.

14]. The Court hos noled the sictemeni of ihe
Governmeni in  their observafions that only o
intrusive surveillance order had been granted wp till
then in the three years since the 2010 Order
(introducing the Revised Code) had come into force in
April 2010 (see paragraphs [l and 12 above)
Nevertheless, in the absence of the "arramgements”
anticipated by the covert surveillance regime, the
Court, sharing the concerns af Lord Phillips and Lord
Neuberger in the House of Lords in this regard (see
paragraphs 36 — 37 above) ix mot sarisfied that the
provisions in Part [T of RIPA and the Revised Code
concerning the examination, use ond siorage of the
materigl obtained, the precautions to be taken when
communicating the material to other parties, and the
circumstances in which recordings may or musi be
erased or the material destroyved provide sufficient
safeguards for the protection of the material obrained
by covert surveillance.

142, Consequently, the Court considers that, to rhis
exterd, during the relevant period of the applicant’s
detention (4 — 6 May 2010 - see paragraphs 18 = 20
above), the impugned surveillance measures, invgfar as
they may have beenm applied ro him, did not meet the
requirements of Article 8 § 2 of the Conmvention as
elucidated in the Court's case-law”

It seems to us entirely clear that they were addressing the adequacy of the
Property Code (as compared with the Interception Code) in respect of LPP
communications, in relation to which (as discussed in Issue 10) the
Government has previously conceded before this Tribunal that the regime
established by and for the Intelligence Services was not compliant with the
Convention (Belhadj {2015] UKIP TRIB 13_132-8 of 29 Apnl 2015). When
the ECtHR. addressed, in the cited paragraph 139 asbove, the benefits of the
Interception Code, it is plain to us that they were doing so not in respect of
Webher (4) to (6) generally, but in respect of the way in which the Interception
Code gave improved safeguards by protecting “the interests of persons
affected by the surveillance of legal consultations”. The Coun did not address
specifically, and reach comclusions as to, whether the Property Code was
inadequate (other than in respect of LPP) to comply with Weber (4) 1o (6) in
the light of:

(i) the statutory obligations of and upon GCHQ referred to in paragraph

75 (1) and (i) above {very much more significant than those imposed
upon the Police):
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(ii) the provisions of paragraph 9.3 and 9.7 of the Code:

(iii) the under rthe warerline arrangements sei out in paragraph 76 above,
which we are satisfied were adeguately signposted:

{iv) the oversight by the Intelligence Services Commuissioner of GCHQ's
compliance with their obligations.

Taken together, these are safeguards designed 1o prevent any arbitrary exercise
of the powers to conduct CNE, But none of the safeguards would have been an
answer io 8 system concluded (and now conceded) to have been madequate in
respect of its protection of LPP communications.

As to the first submission, as referred to in paragraph 78 (i) above, it is clear
that prior to February 2015 there was no admission that property interference by
GCHOQ (governed by the Property Code) extended to CNE by the use of a 5.5
warrant (or a fortiord a 5.7 authorisation). Nevertheless it was quite clear that at
least since 1994 the powers of GCHQ have extended to computer interference
{under .3 of ISA). It was thus apparent in the public domain that there was
likely to be interference with computers, “hacking” being an ever more familiar
activity, namely interference with property by GCHOQ (and see in particular the
1990 Hansard references in paragraph 18 (iif) sbove), and that if it occurred it
would be covered by the Property Code. Use of it was thus foreseeable, even if
the precise form of it and the existence of its use was not admitted.

The question is whether we are satisfied that there was, prior to February 2015,
adequate protection from arbitrary interference. If there was inadequacy within
the Property Code, as compared with the EIC, we do not conclude thai the
inadequacy was in the circumstances such as to constitute a contravention of
Articles 8/10. Compliance with Weber (4) to (6) will in our judgment mean the
provision, particularly in a national security context, of as much information as
can be provided without material risk to national security. In our judgment, not
least because of the consequences of a conclusion of unlawfulness simply by
virtue of a perceived procedural insufficiency, & conclusion that procedural
requirernents or the publication of them can be improved (i) does not have the
necessary consequence that there has prior thereio been insufficient compliance
with Weber (4) 1o (6) and (ii) does npot constitule such a malerial nom-
compliance as to create a contravention of Article 8. This Tribunal sees it as an
important by-product of the exercise of its statutory function to encourage
continuing improvement in the procedures adopted by the Intelligence Agencics
and their publication (and indeed such improvement tock place as &
consequence of our Judgments in Libertv/Privacy No.l, Liberty/Privacy No.2
and Belhadj), butudmmtmmhﬂelhntitunumy every time an
inadequacy, particularly an inadequate publication, is identified, to conclude
that that renders all previous conduct by the Respondents unlawful. The E 1
Code is plainly a step forward by the Respondents, which this Tribunal
welcomes: taking the Property Code together with the other safeguards which
we have set out in paragraph 80 above, we are satisfied that there was prior o
that step adequate protection from arbitrary interference.
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We accordingly resolve Issue 9 in favour of the Respondent. The 5.5 regime
prior to February 2015 was compliant with the Convention.

Jssue 10 Legal snd Professions] Privil

B

B5.

B6.

E7.

lssue 10 is: Does the system relating to LPP communications derived from CNE
since February 2015 comply with the Convention? Mr Jaffey raised briefly &t
one stage the question of journalistic sources, but that forms an entirely scparate
topic, with which this judgment does not deal. The Respondents accepted in
Belhadj that since January 2010 the regime for the interception/obtaining,
analysis, use, disclosure and destruction of legally privileged material has
contravened Article B ECHR and was accordingly unlawful. This Issue 10
therefore relates only to the period since February 2015 and whether, in relation
to LPP, the E I Code has remedied the problem. Mr Jaffey raised only three
points by way of continuing criticism, and in the event all of them have become
moot 5o far as any continuing problem 18 concerned.

The first related 1o GCHQ's defimition of legal and professional privilege, which
had previously appeared not to include litigation privilege. Mr Jaffey accepts
that this has now been made pood by the adoption in the E 1 Code of a definition
of privilege analogous to that in the Police Act, which does not exclude
litigation privilege.

The second criticism related to the fact that the Respondents have said that they
were establishing appropriate *Chinese walls’ which would satisfy Mr Jaffey’s
concerns but did not vet appear to have done so. According to Mr Martins
second siaiement st paragraph 18, the practice, now described in a document
headed “Summary of GCHQ Policy on Hendling Material Derived from the
[merception of Communications of Individuals Engaged on Legal Proceedings
where HMG has an Interest™ was still awaiting formal approval. Mr Eadie wild
us on instructions that the policy had in fact been implemented while still in
drafi in April 2015, but accepted that nevertheless it had not yet been approved,
albeit imminently was 1o be so. He also referred to paragraph 3.19 of the E |
Code, by which the detailed guidance in paragraphs 3.1-3.18, with which Mr
Jaffey takes no exception, “fakes precedence over any comfrary confent of an
agency's internal advice or guidance”, Nevertheless we have now been
supplied since the hearing with confirmation that this policy was approved, in
November 2015,

The third problem was that of metadata, which could attract LPP by reference 1o
communications with lawyers, even without their content. There was no dispute
betwesn Counsel that metadata might attract LPP. There was no specific
mention of metadata in the E 1 Code, although that of iiself would not be a
problem. What is a problem is that there is an apparent express exclusion from
potentially LPP materizl of metadata in an internal GCHQ) document called
“Summary of GCHQ LPP and Sensitive Communications Pelicy™. Because of
the lack of mention of metadata in the E I Code, this would not benefit from the
‘override’ of clause 3.19, and plainly there has been the risk of somebody
incomrectly relying upon such guidance. Mr Eadie told us that this guidance
would be corrected, and since the hearing a copy of such corrective policy has
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been supplied to us, attached as Appendix II: again the underlining denoles
s

§%. FEven without such corrections, Mr Jaffey made clear that none of his criticisms
would result in this case in the whole system being unlawful, but it is accepted
that there might on the facts (including the facts relating to these Claimants) be
a case in which LPP communications have been inappropriately dealt with by
virtue of the absence of accurate guidance or policy atf the time, and thus amount
to a breach of Article 8. There is no need for us to give any specific conclusion
in relation to this issue, the discussion of which has once again proved the value
of these inter partes proceedings.

Conclusion
89. Our conclusions in relation to the above lssues, where material, are
consequently as follows,

(i} lssue 1: An act (CNE) which would be an offence under 5.3 of the
CMA is made lawful by 2 55 warrant or 8.7 authorisastion, and the
amendment of 5.10 CMA was simply confirmatory of that fact.

(ii) Issue 2: An act abroad pursuant to 55.5 or 7 of the ISA which would
otherwize be an offence under ss5.1 and'or 3 of the CMA would not be
unlawifial.

(iti) Issue 3: The power under 5.5 of ISA to authorise interference with
property encompasses intangible property.

(iv) Issue 4: A 5.5 warrant is lawful if it is as specific as possible in
relation to the property to be covered by the warrant, both 1o enable the
Secretary of State to be satisfied as to legality, necessity and
proportionality and to assist those executing the warrant, so that the
property to be covered is objectively ascerfamable, and it need not be
defined by reference to named or identified mndividuals.

{v) Issue 5: There might be circumstances in which an individual claimant
might be able to claim a breach of Article 8/10 rights as a result of as.7
authorisation, but that does not lead to a conclusion that the 5.7 regime is
non-compliant with Articles 8 or 10,

{vi) Issue 6: A 5.5 wamant which accords with the criteria of specification
referred to in Issue 4 complies with the safeguards referred 1o i Weber
(1} to (3), and consequently with Articles § and 10 in that regard.

{vii) Issue 7: If information were obtained in bulk through the use of CNE,
there might be circumstances in which an individual complainant might be
able to mount 2 claim, but in principle CNE is lawful.

{viii) lssue &: The 5.5 regime since February 2015 is compliamt with
Articles 8710,
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(ix) Issuc 9: The 5.5 regime prior to February 2015 was compliant with
Articles 810,

{x) Issuc 10: So far as concerns the adequacy of dealing with LPP, the
CNE regime has been compliant with the Convention since Februarv
2015.

90, The use of CNE by GCHQ, now avowed, has obviously raised a oumber of
serious questions, which we have done our best to resolve in this Judgment.
Plainly it again emphasises the requirement for a balance 10 be drawn between
the urgent need of the Intellipence Apencies 1o safeguard the public and the
protection of an individual's privacy and/or freedom of expression. We are
satisfied that with the new E | Code, and whatever the outcome of
Parliamentary consideration of the IP Bill, a proper balance 15 being struck in
regard 10 the matters we have been asked to consider.
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APPENDIX 1
SCHEDULE
LEGAL ISSUES

Domestic law

1. Prior to the amendments to the Computer Misuse Act 1990 (“"CMA 1990™) with effect
from 3 May 2015, and after those amendments:

a, was an act constituting an offence under 5.3 CMA 1990 capable of being
rendered lawful by a warrant issued under the Regulation of Investigatory
Powers Act 2000 ("RIPA 2000") or a warrant or authorization under the

Intelligence Services Act 1994 (“ISA 1994™)7

b. would the CNE activities of 2 Crown servant in the course of his employment,
if committed in a foreign country or against assets or individuals Jocated in a
foreign country, have amounted to an offence under 5.3 CMA 1990 a5 though
the activities had been committed in England and against assets or individuals
located in England?

2. Does 5.5 ISA 1994 permit the issue of a ‘class’ or “thematic’ warrant, ie. a warrant
authorising certain acts or rypes of acis in general rather than by reference to specified
property or wireless telegraphy?

3.Does the power under s.5 ISA 1994 1o authorise interference with “property™
encompass physical property only, or does it also extend to intangible legal rights,
such as copyright?

ECHR
4.1z the regime which govems Computer Network Exploitation (“the regime™) “in
accordance with the law” under Article 8(2) ECHR / “prescribed by law” under
Asticle 10(2) ECHR? In particular:
a. Is the regime sufficiently foreseeable?
b. Are there sufficient safeguards to protect against arbitrary conduct?
¢. Is the regime proportionate?
d. Was this the case throughout the period commencing 1 August 20097

5. Specifically:
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. Should CNE activities be authorised by specific and mdividual warrants, or is
it sufficient that they be asuthonsed by ‘class’ or ‘thematic’ warranis or
authorisations without reference 10 & specific individual target?

What records ought to be kept of CNE activity? Is it necessary that records of
CNE activity are kept that record the extent of the specific activity and the
specific justification for that activity on grounds of necessity and
proportionality, identifying and jestifying the intrusive conduct taking place?
Have adequate safeguards been in place at all times to prevent the obtaining,
storing, analysis or use of legally privileged material and other sensitive
confidential documents?

What, if any, is the relevance of the fact that, until February 2015, it was
neither confirmed nor denied that the Respondents carried out CNE activities
at all?

What, if any, is the relevance of the Coverlt Surveillance and Propery
Imterference Code, issued in 2002 and updated in 2010 and 20147

What, if any, is the effect of the publication of a Drafi Equipment Interference
Code of Practice in February 20157

What, if any, i5 the relevance of the Intelligence Services Commissioner’s
oversight of the use of the powers contained within ISA 19947

What, if any, is the relevance of the oversight by the Tnbunal and the
Intelligence and Security Committes of Parliament?
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5

APPENDIX 1T
Equipment Interference Code of Practice
Asg approved 5.1, 2016 no.38

Keeping of records

Centrally retrievable records of warrants

3.1

The following information relating to all section § warranis for equipment interference
should be centrally retrievable for at least three vears:

. All applications made for warrants and for renewals of warrants:

. the date when a warrani is given;

. whether a warrant is approved under urgency procedures;

. where any application is refused, the grounds for refusal as given by
the Secretary of State;

. the details of what equipment interference has occurred;

. the result of periodic reviews of the warrants;

* the date of every renewal; and

. the date when any instruction was given by the Secretary of State 10
cease the equipment interference.

6. Handling of information and safeguards

Overview

6.1

6.2

This chapter provides further guidance on the processing, retention, disclosure deletion
and destruction of any information obtained by the Intelligence Services pursuant to an
equipment interference warrant. This information may inchede communications content
and communications data as defined in section 21 of the 2000 Act.

The Imtelligence Services must ensure that their actions when handling information
obtained by means of equipment interference comply with the legal framework set out
in the 1989 and 1994 Acts (including the arrangements in force under these h:l:i}. the
Data Protection Act 1998 and this code, so that any interference with privacy is
justified in accordance with Article 8(2) of the European Convention on Human Rights.
Compliance with this legal framework will ensure that the handling of information
obtained by equipment imterference continoes to be lawful, justified and strictly
controlled, and is subject to robust and effective safeguards against abuse.

2
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Use of information as evidence

6.3

Subject to the provisions in chapter 3 of this code, information obtained through
aqmpmmtmmfummmyhcusndumdmumﬂmﬂpnmndmgs The
admissibility of evidence is governed primarily by the common law, the Civil
Procedure Rules, section 78 of the Police and Criminal Evidence Act 1984 and the
1998 Act.

Handling information obtained by equipment interference

6.4

6.5

Paragraphs 6.6 to 6.11 provide guidance as to the safeguards which must be applied by
the Intelligence Services to the processing, retention, disclosure and destruction of all
information obtained by equipment interference. Each of the Intelligence Services must
ensure that there are internal arrangements in force, approved by the Secretary of State,
for securing that these requirements are satisfied in relation to all information obtained
by equipment interference.

These arrangements should be made available to the Intelligence Services
Commissioner. The arrangements must ensure that the disclosure, copying and
retention of information obtained by means of an equipment interference warrant 18
limited to the minimum necessary for the proper discharge of the Intelligence Services’
functions or for the additional limited purposes set out in section 2(2)(a) of the 1989
Act and sections 2(2){a) and 4(2)a) of the 1994 Act Breaches of these handling
arrangements must be reported to the Intellipence Services Commissioner as agreed
with him.

DMssemination of Information

6.6

6.7

The number of persons to whom any of the information is disclosed, and the extent of
disclosure, must be limited to the minimum necessary for the proper discharge of the
Intelligence Services' functions or for the additional limited purposes described in
paragraph 6.5. This obligation applies equally to disclosure to additional persons within
an Intelligence Service, and to disclosure outside the service. It is enforced by
prohibiting disclosure to persons who do not hold the required security clearance, and
also by the need-to-know principle; information oblained by equipment interference
st not be disclosed to any person unless that person’s duties are such that he needs to
know about the information to carry out those duties. In the same way only so much of
the information may be disclosed as the recipient needs; for example if 8 summary of
the information will suffice, no more than that should be disclosed.

The obligations apply not just to the Intelligence Service that obtained the information,
but alse to anyone to whom the information is subsequently disclosed. In some cases
this may be achieved by requiring the latter to obtain the originator’s permission before
disclosing the information further. In others, explicit safeguards may be applied 1o
secondary recipients.

Copying

6.8

Information obtained by equipment interference may only be copied to the extent
necessary for the proper discharge of the Intelligence Services' functions or for the
additional limited purposes described in paragraph 6.5. Copies include not only direct
copies of the whole of the information, but also extracts and summaries which identify
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themselves as the product of an equipment mterference operation. The restrictions must
be implemented by recording the making, distribution and destruction of any such
copies, extracts and summarnes that identify themselves as the product of an equipment

Storage

6.9 Information obtzined by equipment interference, and all copies, extracts and summaries
of it, must be handled and stored securely, so as to minimise the risk of loss or thefi. It
must be held so as 10 be imaccessible to persons without the required level of security
clearance. This requirement o store such information securely applies to all those who
are responsible for the handling of the information,

Diestruction

6.10 Communications content, communications data and other information obtzined by
equipment interference, and all copies, extracts and summaries thereof, must be marked
for deletion and securely destroyed as soon as they are no longer needed for the
functions or purposes set out in paragraph 6.5, If such information is retained, it should
be reviewed at appropriste intervals 1o confirm that the justification for its retention is
gtill valid.

Personnel security

6.11 In accordance with the need-to-know principle, each of the Intelligence Services must
ensure that information obtained by equipment interference is only disclosed to persons
as necessary for the proper performance of the Intelligence Services' statutory
functions. Persons viewing such product will usually require the relevant level of
security clearance. Where it is necessary for an officer to disclose information outside
the service, it is that officer’s responsibility to ensure thet the recipient has the necessary
level of clearance.
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Appendix IT1
Reporting LLFP
Legally privileged communications

The GCHQ Compliance Guide explains that the RIPA Interception of Communications Code
of Practice stipulates that greater regard should be had for privacy issues where the subject
of the interception might reasonably assume a high degree of privacy or where confidential
information is nvolved. This means that there are certain categories of communication
where a particular high threshold of proportionality must be applied to the release of the
content, because the content of the communication would ordinarily be considered
confidential (in the common sense of the word) or otherwise privileged. These categaries
are:

~Legally privileged communications;

-Personzl information beld in confidence relating to physical or mental health;
-Personal information held in confidence relating 1o spiritual counselling:
Confidential journalistic material;

-Confidential constituent information

Legal Professional Privilege (LPF) broadly falls into two categones.

-legal advice privilege which attaches to communications between a professional legal
adviser, acting as such, and their client where the communications are made confidentially
for the purpose of seeking or providing legal advice.

-litigation privilege which attaches to communications between the client and his legal
adviser or agent, or between one of them and a third party, if such communications come into
existence for the sole or dominant purpose of either seeking or providing legal advice with
regard to litigation or collecting evidence in respect of litigation. This second category is
wider than the first since it is possible for

litigation privilege to aftach to communications other than those directly between a lawyer and
their client, f.e. privilege can attach to communications between a lawyer and a third party
where such communications are in connection with legal proceedings.

The concept of LPP applies to:
- The content of communications that fall into one of the categories above, and
- Exceptionally, some communications data (i e ‘events’ or the fact of a communication),

The purpose of LPP is to ensure that individuals are able 1o consult a lawyer in confidence

without fear that what passes between them will later be used against

them in court and it is therefore findamental to the right to a fair trial and the rule of law.
Intelligence material subject to LPP cannot be released to a customer who may

be a party to any legal case to which the material relates, because this would give

that customer &n unfair litigation advantage (it being & basic principle that litigants cannot be
required to reveal privileged material to either their opponents or the
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court in a given piece of litigation). However, communications made with the intention of
furthering a criminal purpose (whether the lawyer is acting unwittingly or culpably)
are unlikely to be protected by LPP. For more details contact the Disclosure Policy team.

The judgment as to whether it is necessary and proportionate to incluede information subject to
LPP in the release of intelligence material by GCHQ must take account of the particular
sengitivity of such information and any associated risks. It is likely that any release of material
protected by LPP that is deemed both necessary [and] proportionate will be to a more limited
readership limited and possibly more highly classified than would otherwise be the case. The
judgment of necessity and proportionality in these cases is reserved to Mission Policy, and all
reporting containing anything that you believe may be covered by LPP must be submitted for
checking. For the sake of simplicity, in order to ensure that all mtelligence material containing
potentially LPP information is submitted and assessed, reports festuring the following tvpes of
intelligence must be submitted for checking before issue:

= Conteni and/or commumications data (“evenis’) relating 1o (including instances where a
target has been in contact with) lawyers, legal advisers, solicitors, attomeys, or any other
member of the legal profession, or content that includes legal advice, regardless of the
profession of the communicant.

The sensitivity of reporting LPP information is not mitigated by disguizing or removing the
identity or occupation of the communicant, Bui neither is there a *ban’ on identifying or
reporting such material — it may well be necessary and proportionate to report such information
10 cerlain circumsiances. Th=mﬂkiu_prmiidﬂignndmd=mh]=thjs. If Mission
Policy considers it proportionate in a particular case to release imtelligence based on
communications that attract legal privilege, the reporter will be mstructed 1o apply the
following rubric (o the report:

Thix report contains material that may be subject 1o legal professional privilege, and omward
dissemination/dction On is not 1o be taken without reverting fo GCHQ.
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investigetory Powers Tribunal

n\'EEtlgEtD ry P 0 Box 33220
T SW1H 820

Public line: 020 T035 3711
Email: info@ipt-uk.com

Wab: www.ipt-uk.com
Mark Scott Cwer ref:  IPT 14/85/CH
Bhatt Murphy
27 Hoxton Square IPT 14/120-126/CH
London N1 6NN
Date: 09 March 2006
Dear Sirg

I write in connection with your clients’ applications to the Investigatory Powers Tribunal received 4
July 2014,

The Investigatory Powers Tribunal has carefully considered your clients’ complaints and Human
Rights Act claims in the light of all relevant evidence and in accordance with its normal procedures.
The Tribunal has asked me to inform you that no determination has been made in your favour
either on your complaints or your Human Rights Act claims.

Under section &8 |4) of the Act when not making a deteérmination in favour of an applicant, the
Tribunal is only permitted to inform such complainants that no determination has been made in
their favour,

For the avoldance of doubt the Tribunal has not been reguired to consider, and has not considered,
the matters left open in paragraphs 53 and 63 of the Privacy/Greennet Judgment.

Yours sincereky
- ._‘.d—
.;;_r_g%-f-:—,

Wr S Wikkins
Tribunal Secretary
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